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A user authentication system based on prior experience of the

authentication task
Masaomi Hanai*, Itsukazu Nakamura**, Hideki Yoshida**, Masakazu Soga***,

Masakatsu Nishigaki*
*Shizuoka University, *NTT Data Corp. ***lwate Prefectural University

Abstract

Although password can be very useful and widely used in all kind of authentication, one problem with
password is the human limitation to remember secure passwords. In recent years, several user
authentication systems such as image-based authentication and episodic-memory-based
authentication have been studied for reducing the load to human memory. Here we focus on another
kind of human characteristic: the second trial is easier than the first trial. In general, when people face
some task again which he/she has complete before, he/she would be able to finish the task faster than
before. In this paper, this human characteristic is exploited to make authentication systems more

effective.
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