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A Detection Method for MITM Attack against Public-key
Protocols and Its Appllication to SSH

Yu Inamuraf Sadayuki Hongof

TNTT DoCoMo, Inc. Multimedia Laboratories
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Kanagawa, 239-8536 Japan
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Abstract It is well known that the protocols to which public-key cryptography is naively applied
are vulnerable to the so-called “{ Man, MIG,Monkey}-In-The-Middle (MITM)” attack, which is
conducted by an adversary sitting between the sender and the receiver and mediating transfered
data with modification at her/his will. We present a neat method to counter such MITM attacks
without relying upon the possibly overkilling frameworks such as PKI. The experimental results
with its application to an Internet secure protocol SSH is also exhibited.
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