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An Access Control System for Protection from Disclosures of Information

Masato ARAIT  Satoshi KAIT  Yasuhiko NAGAI"T  Satoru TOMIDA
T Systems Development Lab., Hitachi, Ltd.
* Mechatronics Systems Division, Hitachi, Ltd.

ABSTRACT. Disclosures of information have been a serious issue in computer systems that store
classified information such as persona data. Especially, the countermeasure for fraud caused by inside
person is difficult. Mandatory file encryption will be able to solve the problem of taking hard disk or
removable media includes classified information, but also limit the usage of unclassified information. We
propose a system that has capabilities to separate unclassified information from classified information,
encrypt classified files only, and prevent intentional plaintext transfer from classified files to unclassified
files.
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