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Abstract In this paper, we evaluate one of DPA countermeasures of hardware implementation of AES, which was proposed by Elena

Trichina and is called Masked-AND method. We evaluate about protection effectiveness of the Masked-AND in hardware using our models

of DPA-eakage, which we proposed in [12]. We also point out a new model of DPA-eakage, which is not included in [12]. We also evaluate

the effectiveness using a simulator and using SCAPE (Side Channel Attack Platform for Evaluation), which was developed by Mitsubishi

Electric Corporation. As a result, we point out the result that the Masked-AND is not strong enough for protection against DPA because of

different propagation-delay time of every signal caused by dynamic hazard in the AES hardware.
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