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Abstract In recent years, threads via network have become serious problem, hence people place a special emphasis on
network security technologies. /Psec, the technology on IP layer, has been studied as the most popular protocol. However, it
has a lot of subjects to be solved. Those are the compatibility problems with NA(P)T and Firewall, and occurrence of
fragments, etc. In this paper, we propose the cipher communication systems, called PCCOM(Practical Cipher COMmunication
protocol), which can authenticate sender and receiver, guarantee the integrity of the packets. It does not give any influences to
the existing systems because it is familiar with NA(P)T and Firewall, and we can expect high throughput systems, because it
does not change the packet size.
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Fig.1 Example of NA(P)T traversal with transport mode.
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Integrity range (The field which does not change during transmission)

ESP TCP/UDP ESP ESP
| IP Header Header I Header I Data | Trailer Auth |
T

K2 ESP hF7 UV AR—bE—FDOART vy b 7x—< v b
Fig.2 Packet format of ESP transport mode.

Integrity range (The field which does not change during transmission)

New | Esp TCP/UDP ESP ESP
[IP Header | Header | [PHeader | pppger Da Trailer Auth
[ Enerypied

B3 ESP Uy RAE—FDOARyy bT7xr—<v b
Fig.3 Packet format of ESP tunnel mode.

Data

[ Encrypted

l IP Header

TCP/UDP
Header

K4 BRERXOAATSy bT7xr—=v b
Fig.4 Packet format of the replace method.
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Integrity range
(The field which does not change during transmission *)

[ IP Header

TCP/UDP l

Header Data l

[: Encrypted

* In case of non NA(P)T systems
Contains IP address and port number.
In case of NA(P)T systems
Does not contains IP address and port number.

K5 PCCOMMDARYy hTx—=v k
Fig.5 Packet format of PCCOM

Header

v
Hash value combined with the
. v
Encryption Key

[ The field which does not change during transmission

Ipﬂcml TCP/UDP ]

Data |

¥ 6 IV (Initialization Vector) O 4 F{
Fig.6 Generation of IV (Initialization Vector).
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Checksum A

TCP/UDP D
Headpr 1

Recalculation ] Encrypted
(A—B)
\ _______ 1
Tgs;izr | Pseudo Data JI
/ Hash Value of \

\_ Encrypted Dataand IV /

‘ IP Header

Checksum B

, IP Header

M7 BUTF—2cLkd3F=v /7 20BHE

Fig.7 Recalculation of Checksum with Pseudo Data.

Ny be®RBE LIRS, KEEFIT TCP/UDP F =
7Y LAEBHALLIETHAD, EXRHFELIEL
T—FEEZZLEITERVOT, XEHICHEHES
TH T &iIFTERY. ZOFRTIE, BHTF—Zi2 &
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BHLEHTD.

ZoEHiT, BEF—FI2kB TCP/UDP Fx v 7
VLOHEETOIZLET, ~yF¥OBMEEFTICAA
HREBLAT Yy POREMRENLEETS.

@ NAPYTHYD Y AT A

NAP)T 2B THHEAITIP7TFLRLER—ES
BEATERED, Thbod IVAEROBHE»OHTH
ENHD. FKFIC NAP)T Tit, Fxyvr2HrnEx
BIBTbN3. 22T, NAP)TIZBIA3F v 29
LOBEBRIAZERBISOEREHET IR T RO T,

@ Send Terminal

Checksum A &
gl > ]

Checksum A

PR TCPi

Checksum B

N
=
=

& ¢

Group Key Group Key
Encryption Encrypti
Element A Element B

7 et T I
(9 Search Table_/ :
I >
| r Make Process Information Table /—é
lg !
1
é 4 Integrity Guarantee N
(Encrypted Data, The field used for generation of Ivy
/ N
[ Integrity Guarantee N )
(. (IP address, port number)
\__(IF address, port number) /

DPRP Encrypted

Communication Communication

9 DPRP L#AHE LR YT v FDTELMERIE
Fig.9 Packet Integrity combined with DPRP.

ZEANTIT I Fxy 7 LA0ORTEICIIESERE L2V
[14]. TOXIRBETIHIIPT FLRER—-+EFD
FTEMERTEX, Fxyv 7273 AL3NOFETERT S
LERDD. flxiE, I X ) ICHERIEICKL-
T4T 5 DPRP(Dynamic Process Resolution Protocol) [15],
[191 A FXEMAEbLEBZET, IPT7T FLRER
—FESOELMEREEERATE 3.

DPRP i¥, S BEEICEL > THSL/ESTRLR L0
ERBERLTE LT — AL E2ERTS. TF—TLE

@ Receive Terminal

Checksum A =
(Gl [ > ]
Checksum A
| P Huderl P I Dan ]
Recalculate Checksum
Checksum B @
I!Pl'b-dm [ TeP I Daa ] Decryption

ooy Gommd

Checksum B

Verify Checksum with Pseudo Data

B8 F=xyv /¥ rnEAF% (End-to-End DHE)
Fig.8 Flow of the Checksum execution (case of End-to-End).
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KEEELTBY, ThE2EBRTIEDORY bU—
7®*%2Y7 47 —%7 2 F % GSCIP(Grouped Secure
Communication for Internet Protocol; ¥ — X ¥ v 7)[16]
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H MDS[25]1Z Wi, ®, BEZSA4 75V L LT
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Ny Vo
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Table 1 Specification of the trial system.

R B 2l B
TIABEFR Ny VaBR (FxA k)
& HR PCCOM
BETNLITYX L AES (CFB £— F)

BE 128 v v b
ryva A% MDS§

%2 RERTLOE 2 —VHR & HE
Table 2  Function table of the trial system.
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!7 Transport Layer I
IP Layer B
ip_input i Main ip_output
[[pccom ]
[ Cal ¢ > Check Packet Type | { Call ]
| Data-link Layer i
Receive Packet Send Packet

K10 REVRTLOEREFX

Fig.10 Implementation of the trial system.
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TV, BERLE - REEZTbRVE NAP)T R
Z77AT VA —VERBTERY., £, ~yFDEB
MCEBA—NANY KR TS T A I RRETS.
PCCOM ¥, TCP/UDP ~y ¥ 2 S{L#HIc G H i

WRDOIZ,NAP)TR 7 7 A7 UV 4—LEZRBBATE 3.

e, BRIRXNOBETHIRAMERL Yy b
TEEMBEELITLSE. X7y b ERBELLRVWED,
PCCOM DABIZL B T7F 7 A MIRERELR V.
IPsec WAL BRIEWELRBET 201 L,
PCCOM (3 3B3EfE & L TTCP/UDPF = vy 7 $ LT 4 —
NMNEZAVWTEY, Z4—LFEMI6E Yy FEEV.
L2L, EAER+22bDOTHH NAP)TRT7 74
TUx—NVOBBRFEICRDZZRYE, EAEXEVWL
£x%.

IPsec i, EXx 2 U T 4 I 3B N NAP) TR 7 7 A4
Tox—VEDHEMBZIIULDELEZS OBRER
bD. BOAREX2VT42BTIHIHREE, Znbo

PFECERLRPCEAZRNTDOIZILIEETHD.

EFhiZx L PCCOM T, EFEV AT AR Ex 2
WEOIEREE LTS, EAMIELLEBBESIC
WMATERLEZLND.

6. 3 T

ERM2ER L -ESEEIFRELT, BFEVAT A
CERBEEZT, EAV VAT y YA X%
EARVEE, ZAMRERL Ty POTEEREL
TOILFTEHWSEMEATKXPCCOM #REL

®3 BRFHHmLoOL®
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