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A Proposal of a Usage Control Method that Utilizes
a Propagation of Document Attributes
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ABSTRACT: As the leakage of the classified information becomes serious, a lot of
enterprises have strengthened the measures to prevent the leakage. To prevent mainly the
leakage by person in the enterprise (e.g. employees) which is one of the typical cases of the
information leakage , usage control mechanisms which control the document operation on the
user terminal are examined and adopted. By adoption of such mechanisms, however, the right
business operations might be obstructed or its efficiency might decrease. In this paper, a usage
control method is proposed which utilizes a propagation of document attributes. The method
achieves both the prevention of the information leakage and the operation of documents with

conventional convenience.
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