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On Public-key Broadcast Encryption
ATSUKO MIyAJrt

Broadcast Encryption (BE) gives a way to distribute digital contents to subscribers by using
an open broadcast channel, in which a set of privileged users may be changed by each digital
content. We focus on the public-key BE for stateless recivers, in which each user is given a fixed
set of keys beforehand and keeps using it to decrypt broadcasted contents through the lifetime
of the system; any contents provider including the center can broadcast contents safely by
using the same setting and instruments; and the security of system is no longer compromised
by exposures of secret keys stored by providers. The stateless receivers are natural setting for
application such as DVD decorder, etc. An efficient method, called subset difference broadcast
encyrption(SDBE), for realizing this setting was proposed. The public-key setting is also
convenient and flexible for an open network although many recent works of BE for stateless
receivers, including SDBE, are based on a symmetric key encryption. Recently, the public-key
SDBE is proposed by using a hierarchical ID-based encryption (HIBE). HIBE can translate
the symmetric-key SDBE to the public-key version faithfully and, thus, the transmission rate
or the user secret key size of the public-key is at most that of the symmetric-key SDBE.

In this paper, we introduce a feature of “designated ancestor ” to HIBE and the simplified
version, the binary tree encryption (BTE), and apply BTE with a designated ancestor for the
public-key SDBE. As a result, BTE with a designated ancestor realizes the public-key SDBE
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more suitably than the previous approach.

Key words: hierarchical identity based encryption,
public key broadcast encryption

1. Introduction

Broadcast Encryption (BE) gives a way to distribute
digital contents to subscribers by using an open broad-
cast channel, in which a set of privileged users may be
changed by each digital content. We focus on the BE
for stateless recivers, in which each user is given a fixed
set of keys beforehand and keeps using it to decrypt a
broadcasted contents through the lifetime of the sys-
tem. The stateless receivers are quite natural setting
for application such as DVD decorder, etc. In!?), the
subset-cover framework is formalized to realize the BE
for stateless receivers, which consists of the following
procedures for users A with |[A/| = N and a set of re-
voked users R with |R| = r: define such a family of
subsets of A, S = {S,}, that can cover any set of pre-
vileged users A"\ R by disjoint subsets in S such as
A\ R = US,,; generate (computationally unrelated)
each secret key for each set in S; define a secret key
K., of a user u in such a way that all set keys that u
belongs to can be generated by K,; to send a message
for a set of previleged users, cover users by disjoint sub-
sets N\ R = US;; and encrypt a session key by each
subset key; and for a previleged user u to decrypt a
message, generate a subset key that u belongs to from
K. Thus, the subset-cover framework is determined
by the subset-cover family S and a key derivation al-
gorithm that derives a corresponding subset key from
a user key. The efficiency of BE depends on the trans-
mission rate or the size of a user secret key which is
denoted simply by |K,,|.

Two specific examples are proposed in'!), the com-
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plete subtree broadcast encryption (CSBE) and the
subset difference broadcast encryption (SDBE), in
which users are arranged to leaves of a binary tree 7
of hight ¢ for [M| = N = 2*. CSBE is rather sim-
ple compared with SDBE, in which a set of privileged
users is covered by a complete subtree; and the center
has only to generate each secret key for each node of
T and set a user secret key K, as a set of node secret
keys along the path p, from the root to a user (leaf) u.
CSBE does not need a key derivation algorithm since
users have already all set keys that they belong to. In
a sense, a user secret key is not compressed. The per-
formance of the transmission rate or |K,| of CSBE is
rlog % or O(log N). On the other hand, SDBE com-
bines two adjacent covers with a common ancestor in
CSBE. So privileged users are in the difference set of
two subsets S, ., = S, \ Sy, where v,w € T, vis an an-
cestor of w, and S, or S,, is a complete subtree rooted
at v or w, respectively. As a result, the number of sub-
sets that a user belongs to becomes large although the
transmission rate is reduced. In order to reduce the
size of user secret key, a user secret key has to been
compressed by a key derivation algorithm. The per-
formance of the transmission rate or |K,| of SDBE is
(2r — 1) or O(log? N), respectively. Both the original
CSBE and SDBE are realized by using a symmetric-
key encryption!!).

Another aspect of BE is whether it is based on a
symmetric key or public key encryption. In public-
key BE, any contents provider including the center can
broadcast their contents safely by using the same set-
ting and instruments; and the security of system is no
longer compromised by exposures of secret keys stored
by providers because they don’t have to store them.
This is why the public-key BE for stateless recivers
is desirable under the recent open network. To real-
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ize the public-key BE, there are mainly two problems.
One is to reduce the size of public keys of all users.
This means that it is not enough to give a pair of pub-
lic and secret keys to a subset in §. The other is to
compress secret keys and derive a necesary secret key
from the compression while the mathematical relation
between secret key and public key holds.

Recently, a very powerful tool, called the bilinear
Diffie-Hellman (BDH) problem as formalized in® . The
BDH problem is believed to be difficult and can be con-
structed from Weil and Tate pairings associated with
elliptic curves. Many new schemes have been realized
by using the BDH problem. An ID-based encryption
(IBE), in which a user’s public key is given as a user ID
such as an email address or name and the correspond-
ing secret key is computed by a center, is realized by
using BDH in®. A hierachical ID-based encryption
(HIBE), a kind of IBE, is also realized by BDH in%, in
which any user is arraged to a node v of a tree except a
root; the root vy of tree corresponds to the root center
with a master secret key; a system public key is asso-
ciated with the tree; a user public key v is an ID-tuple
v = vy - - - v which represents all ancestors information;
the corresponding user secret key SK, is generated from
its parent node; an encryption of a message to a node
is done by using a system public key and the name of
anode; and the cipher text can be decrypted by using
the secret key of the target node. A binary tree en-
cryption (BTE), introduced in?), is a simple version of
HIBE that allows only a binary tree, whose node has
only a left or right child. BTE has the same proper-
ties as HIBE except using only a binary tree. A secure
BTE scheme can be converted to a secure HIBEY). We
sometimes restrict us to BTE instead of HIBE since
it is rather easy to handle than HIBE. One of the re-
markable applications for IBE and HIBE is public-key
broadcast encryption®. HIBE or BTE possesses a key
derivation algorithm for not only a root but also any
node which computes its child’s node secret key, which
is the important difference for application to BE.

Let us go back to the public-key BE. By applying
IBE or HIBE to CSBE or SDBE, respectively, those
public-key versions can be realized in®. In the case
of CSBE, IBE can be naturally applied to realize the
public-key version by just generating each node secret
key sk, corresponding to each node name “v”. Then
the size of public keys, the transmission rate or |K,| is
O(1), rlog & or O(log N) because a user public key is
a node name from the feature of IBE. So we can enjoy
the public key CSBE with no additional memory and
computation, which will be shown in Section 2. On the
other hand, in the case of SDBE, not IBE but HIBE
is necessary to realize the public-key version because
the key derivation algorithm on a node is necessary.
The derivation way can be well explained by using a
key derivation tree Tgpr. Txpr is an (N — 1)-ary-tree
defined by a set of diffrence subsets {Sy o }w.. as fol-
lows: a subset {Sy w}wem\(u} for initialization is as-
sociated to nodes of height 1, where w € T \ {u} is
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a node in 7 except a leaf; difference subsets {Sy .}.
follows S, ., as a child node, where v is a child of
w; difference subsets {S, ./ }. follows S, . as a child
node, where v’ is a child of v; and the same procedures
proceed until it reaches a leaf node. The key deriva-
tion tree, Tgpr, is naturally HIBE setting, on which
HIBE is applied to realize the public-key SDBE in®:
the root center generates a secret key for a node of
height 1, {Sw w}wem\(u}. and then the node gener-
ates secret keys of its children’s nodes {S,, . }.; and so
forth. Thus, HIBE realizes the public-key SDBE as it
is. Then the size of public keys, the transmission rate
or | Kyl is O(1). (2r —1)|Cyygg| or O(|SKy1pE|log V),
where |Cyrgg| or |SKypg| represents the size of ci-
phertext or node secret key in HIBE, respectively. As
a result, the public-key SDBE cannot be better than
the symmetric-key (original) SDBE from either point
of view of the transmission rate or the size of user secret
key. We may note that the user (binary) tree cannot
be applied to HIBE in this approach and thus BTE
cannot be used because a key derivation tree Typr is
never a binary tree since N, the number of users, is
usually larger than 4.

In this paper, we give another approach to realize
the public-key SDBE by adding a feature to the orig-
inal HIBE (BTE). In our approach, we use the user
(binary) tree T itself instead of Txpr to derive a subset
key by adding a feature to HIBE (BTE). and, thus,
BTE is enough for our approach. For a sake of sim-
plicity, we just focus on BTE since our notion holds
into both BTE and HIBE. BTE itself has already the
function of key derivation from an ancestor to a child,
which can be considered as a compress function of se-
cret keys because a compressed secret key, that is a
secret key of an ancestor, can generate a secret key
corresponding to a public key of any descendent. Ap-
parently, IBE does not have such a feature. Therefore.
BTE seems to be applied to the binary tree T to realize
the public-key SDBE in such a way that IBE is applied
to CSBE. However, it does not work straightforwardly
by the following property of BTE: any ancestor as well
as root can make a secret key of any descendant node
and, thus, a cipher text to a node can be decrypted by
any ancestor node even if the ancestor does not have
the same secret key as that of the target node. We can
say that BTE does not have ancestor-designated fea-
ture, that is a sender cannot control an ancestor who
can decrypt a message to the target node. This feature
realizes the hierarchical center structure. however, it is
exactly a reason that we fail to apply BTE to the user
tree 7 for the public-key SDBE. Because. in SDBE,
two difference subsets S, . and S, . are defined as a
different key-derivation group, where w,v',v € T: w
is an ancestor of v' and v; and v’ is an ancestor of
v. Therefore, a member in S, , must not be able to
generate a secret key related to S,/ . in the scenario of
SDBE. However, a decendent v cannot restrict its an-
cestor of w or v' in the scenario of BTE. This is why the
original BTE on the user tree 7 does not have enough



feature for SDBE. In order to overcome this problem,
we introduce the feature of “a designated ancestor” to
BTE, that is, a sender can control an ancestor who can
decrypt a message to a target node. BTE with this fea-
ture, denoted by BTE-DA in this paper, can success-
fully realize the public-key SDBE. The performance
of public-key SDBE based on BTE-DA is as follows:
the size of public keys, the transmission rate or |K,| is
O(1), (2r—1)|CpTE-pAl 0r O(log N|SKgTE-pAl), Where
|CBTE-DA| Or |SKBTE-DA| represents the ciphertext size
or the maximum size of node secret keys in BTE-
DA, respectively. We also give a concrete example of
BTE-DA. By applying our example, the performance
of public-key SDBE is as follows: the transmission rate
or |K,] is (2r —1)|log N| or O(log? N), which improves
both performances of public-key SDBE®). The user
secret key size of our scheme is still reduced even if
compared with the combination of5) and HIBE pro-
posed newly in!). Furthermore, if an efficient BTE-DA
with the constant ciphertext and key length should be
proposed, |Ky| is reduced to O(log N) and the trans-
mission rate remains the same as O(r), which means
that it improves the performance of even the original
SDBE!Y,

This paper organizes as follow. Section 2 summa-
rizes the basic notions of IBE, HIBE, BTE, and BE.
Section 3 gives the functional definition of BTE with
a designated ancestor and the security definition, and
then presents a concrete example. Section 4 applies
BTE with a designated ancestor to SDBE and presents
the public-key SDBE.

2. Preliminary

This section summarizes the basic notions, ID-based
encryption (IBE), hierarchical ID-based encryption
(HIBE), binary tree encryption (BTE) and broadcast
encryption (BE). Then we explain the notion of “des-
ignated ancestor” and discuss why we need the notion
of “designated ancestor”.

2.1 The Bilinear Diffie-Hellman Assumption

The security of schemes summarized here including
our BTE with a designated ancestor is based on the
difficulty of the bilinear Diffie-Hellman (BDH) prob-
lem as recently formalized in®. We review definitions
relevant to this paper. Let G; and Gy be two cyclic
groups of prime order g, where G, is represented addi-
tively and G, is represented multiplicatively. We use
a non-degenerate bilinear map é : G; x G; = G, for
which the followings hold:

(1) The map é is bilinear; that is, for all Py, P, € G,
and all z,y € Z, we have
é(.’CPo,ijl) = é(ypo,.’ltpl) = é(Po,Pl)Iy.
(2) There is an efficient algorithm to compute
é(Po,P]) for any Po,Pl € ‘G] .
(3) The map is non-degenerate, i.e. é(P,P) # 1 for
some P € Gy.

A BDH parameter generator ZG is a randomized al-
gorithm that takes a security parameter 1%, runs in
polynomial time, and outputs two groups G; , G, with

order ¢ and a map é satisfying the above conditions.
We define the computational BDH problem with respect
to IG in the following: given (Gy,G,€) output by
16 a.lon§ with random P,aP,bP,cP € G, compute
é(P, P)**. We say that IG satisfies the BDH assump-
tion if the following is negligible (in k) for all PPT al-
gorithms A:
Pr((G1,Ga,é) « IG(1*); P « Gy;a,b,c + Zg:
A(Gy,Gy,é,P,aP,bP,cP) = é(P, P)°].

We note that BDH parameter generators for which
the BDH assumption is believed to hold can be con-
structed from Weil and Tate pairings associated with
supersingular elliptic curves or some ordinary elliptic
curves'®).

2.2 Broadcast Encryption

Broadcast Encryption (BE) gives a way to distribute

digital contents to subscribers by using an open broad-
cast channel, in which a set of privileged users may be
changed by each digital content. Let A be the set of
all users with |M| = N and R be the set of all revoked
users with |R| = r. Then privileged users are in N\ R.
In'D, the subset-cover framework is formalized and two
specific examples, the complete subtree broadcast en-
cryption (CSBE) and the subset difference broadcast
encryption (SDBE), are proposed.

Definition 1 (BE) BE consists of a 3-tuple of PPT

algorithm (BE-Ini, BE-Enc, BE-Dec)*, where

o BE-Ini(1*t,N), the initialization algorithm, for
input of the security parameter 1* and a set of
users N with |[M| = N = 2!, outputs a system
public parameter PK which includes two encryp-
tion algorithms F; and E, for an encryption of
session keys and messages, a family S = {S;} of
subsets of A, the master’s secret key SK which
can compute all subset keys of S, and a secret key
K, for auser u € N.

® BE-Enc(PK,N \ R,S,K, M), the encryption al-
gorithm, for input of the public parameter PK,
a set of privileged users '\ R, a family S of
sets, a session key K, and an message M, covers
N\ R =U;8;; by disjoint subsets {S;,}; and en-
crypts the session key K by using each subset key
Ks,, to C = ({S;,};, {Er(Ks,,, K)};, B2 (K, M)),
where E;(K,M) (i = 1,2) means an encryption
of M by using a key K. Remark that the size of
{E(Ks‘] ,K)}; is a dominant part of the transmis-
sion rate. :

e BE-Dec(PK, K,,C), for input of a secret key K,
of a user u, the public parameter PK,.and a ci-
phertext C broadcasted by the center, finds a sub-
set Si; 3 u, derives a subset key K S:; from K,,
decrypts El(Ks'i,K ) to K, and then decrypts
E)(K,M) to M.

The efficiency of BE depends on the transmission rate

* BE-Ini can be separated into two algorithms BE-Ini and
BE-Reg as in%): BE-Ini outputs a system parameter PK,
a family S = {S:}; and the master’s secret key SK; and
BE-Reg outputs a secret key K, for a user u.
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>; |B1(Ks, , K)| and the size of a user secret key |Ky|.
To realize the public-key BE, in which any contents
provider including the center can broadcast a content
safely by using a common setting of public-key BE, we
also need to discuss the size of a family |S| = #{S;}
or the number of subsets |S,| that a user belongs to,
which determines the size of public keys or user secret
key, respectively.

Let us summarize concrete subset-cover methods,
CSBE and SDBE. In both CSBE and SDBE, users
are arranged to leaves of a binary tree 7, where we
assume that || = N = 2! for the sake of simplic-
ity. We call T the user tree. In CSBE, the subset-
cover family S consists of all complete subtrees {S,},
where S, means a complete subtree rooted at v and
covers users in leaves. The center generates each se-
cret key for each node of 7 (there are 2N — 1 nodes)
and sets a user secret key K, as a set of node secret
keys along the path p, from the root to a leaf u (there
are t + 1 node keys). As we see in®), IBE can be nat-
urally applied to CSBE to realize the public-key ver-
sion: the center generates each node secret key sk.
associated with each node name “v” according to IBE;
distributes each user key K, = {sk,},, 5. to each user
u according to CSBE; to encrypt the session key K
according to a CS cover set N'\ R = US,,, the sender
executes C, =IBE-Enc(PK,v, K) for each node v; to
decrypt, each privileged user u finds u € S, and exe-
cutes K =IBE-Dec(PK,sk,,C,) by using sk, € K.
Table 1 summarizes performance of the CSBE and the
public-key CSBE.

On the other hand, SDBE combines two adjacent
covers with a common ancestor in CSBE to reduce
the transmission rate. So privileged users are in the
difference set of two subsets Sy, , = S, \ Sv, where
v =y Uy -, its ancestor v[p = vy ---va, and S,
or S, is a complete subtree rooted at v|, or v, respec-
tively. For a set S, ,, we call v|s or v primary root
or secondary root, respectively, as in®). We denote the
path from v|, or the root of 7 to a user (leaf) u by
Po|n,u OF simply p., respectively, and a set of nodes
that just hang off p,), u by Vhang.,,, .- We note that

Ihou
for anodev:v{-~~vh~-w and a user u

Pu D U,
Sv|hv., du & vhang,p,,

S| for h< 35 <1

1)
The performance of S is not so good as CSBE since
|S] = Mlog N and |S.| = O(N).

In order to reduce the size of user secret key |K,|
relative to |S,|, SDBE sets a secret key SK, ., to the
primary root w and derives a secret key of its descen-
dant v and a secret key according to a set Sy ., de-
noted by SK,, , and Ks, , respectively®, by using the
following PPT key derivation algorithm BE-KDer, where
v=wv;--vy--- U and w = ).

. BE—KDer(v|h, v, SK,,“',,, PK) - (SKuh’,,], SKvl,.,va

Ipou

* The secret key node SK,, .
key in3) and LABEL in!1).

in this paper is denoted by proto-

Ks, )

For i;lput of a primary root v|s, a descendant node

v, a secret key SK,|, , of v to the primary root, and

public parameter PK, output secret keys SK,|, .o

and SK,|, 1 of v’s children nodes v0 and v1, and a

secret key K, of a set S, ..
We note that the center executes BE-KDer(v, v, SK, .,
PK) to generate SK,.,o and SK,.;, but any user
except center does not have to or cannot execute
BE-KDer(v, v, SK, ., PK) since she/he does not have
SKy,. BE-KDer(v|s, v, SK,|, ., PK) has to satisfy
the following features for 3-tuple nodes (v|s,vl|;,v) of
V=VpcccVp VU

o One-way feature for a common primary root:
Given SK,|, .|, it is easy to compute SK, but
given SK,, . 1t is difficult to compute ) S

o CCAl-security: It is difficult to compute SK,|, .
without knowledge of any secret key SK, aw); Of an
ancestor v|; of v.

o Ancestor-designated feature**: Given SKyjp,v» it is
difficult to compute SK,|, .., where both v|4 and v|;
are ancestors of v but v|; is lower (younger) than
v | h-

Then a user secret key is given as

Ku = {8Ky,dv }(o,d")epu xViang pu o -

From (1) and the feature of BE-KDer, the user secret
key K, enables a user u to compute any subset key that
the user belongs to. Such a derivation way can be well
explained by using a key derivation tree Txpr. Txpr is an
(N — 1)-ary-tree defined by a set of difference subsets
{Sw,v}w,: asubset {Sw,w}we'r\{u} for initialization is
associated to nodes of height 1 and difference subsets
Sw,» with the primary node w and its descendent node
v follows. Here, w € T \ {u} is a node in T except
a leaf. The SD-BE key derivation can be rehashed by
using Txpr: the root center corresponds to the root of
Txor; each node has each node secret key; and a node
secret key can be generated by its parent’s node secret
key.

Txor is naturally HIBE setting® and, thus, HIBE can
realize the public-key SDBE as it is. This is why the
transmission rate or the size of a user secret key, |K,|,
is (2r — 1)|Cy1gg| or O(|SKy1pE|log® N), respectively,
as in Table 1. Compared with the performance of the
original SDBE, the public-key SDBE cannot be better
from either point of view of the transmission rate or
| K| If we use a scheme in®) as HIBE described in®,
then both |SKygg| and |Cyipg| is O(log N) and so
the transmission rate or |K,| becomes O(rlog N) or
O(log® N), respectively. It is no better than public-
key CSBE. Especially, |K,| is rather large. Recently,
more efficient HIBE is reported in'), in which |SKy1gE|
or |Cyrgg| is O(1) or O(log N), respectively. Then a
combination of!) and® can work in the transmission

Ihovs

** The notion of ancestor-designated feature is included in the
notion of CCAl-security, but that exactly shows the reason
why HIBE cannot be simply applied to a user-tree 7" which
will be discussed below.
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rate or | K| of O(r) or O(log® N), respectively. So the
transmission rate is improved but the size of user secret
key remains large. We note that BTE cannot be used
in this approach because a key derivation tree Txpr is
never a binary tree for N > 4.

Let us leave Txpr and focus on the binary tree 7 of
users to clarify the necessary feature of HIBE for a
realization of the public-key SDBE. In this situation,
HIBE (more strictly BTE is enough) would be applied
to SDBE: the center generates the root secret key SK.
and generates each node secret key associated with
each node name “v = vy --- vy - -+ v; - - - 1" according to
HIBE; distributes a user key K, = {SK,}vevy,,,,, t02
user u; to encrypt the session key K to a userin S, .,
the sender executes C =HIBE-Enc(PK, v, K) by using
anodenamev = vy --- vy ---v; - - -v;. However, it does
not work since HIBE does not satisfy the ancestor-
designated feature and, thus, any ancestor node v|, of
v|; can generate any its descendant node secret key
such as SK,. This means that a user in S, , can de-
crypt C which is a ciphertext to a user in S, ..

3. Binary Tree Encryption with a Designated
Ancestor

This section gives the notion of binary tree encryp-
tion (BTE) with a designated ancestor. BTE is a sim-
ple version of hierarchical identity-based encryption
(HIBE)®). For a sake of simplicity, we just focus on
BTE since our notion of a designated ancestor can be
applied into both BTE and HIBE. Our notion of HIBE
with a designated ancestor will be described in the fi-
nal paper. One of interesting properties of BTE is:
any ancestor as well as root can make a secret key
of any descendant node and, thus, a cipher text to
a node can be decrypted by any ancestor node even
if the ancestor does not have the same secret key as
that of a target node. We can say that BTE does not
have ancestor-designated feature, that is a sender can-
not control an ancestor who can decrypt a message to
a targeted node.  This is why neither BTE cannot
be applied on the user tree 7 to realize the public-
key SDBE, seen in Section 2. In this section, we give
the notion of binary tree encryption with a designated
ancestor and a concrete example.

3.1 Functional and Security Definition

This section gives the functional definition of binary
tree encryption with a designated ancestor and then
the security definition. Let ¢ denote the height of bi-
nary tree 7.

Definition 2 (BTE-DA) BTE-DA consists of a
5-tuple of PPT algorithms (KGen, KDer,, KDer,, Enc,
Dec), where

* KGen(1*,t), the root center key-generation algo-

rithm, for input of security parameter k and the
height t of binary tree, outputs a system public
key PK that includes system parameter and the
root center’s secret key SK..

e KDer.(PK,v,SK.), the root center key-derivation

algorithm, for input of the public key PK, a node

v whose height is [, and the root secret key SK.,
outputs the v’s secret key with height h, sk, ;. A
node secret key of v with height [, sk, ;, means
the beginning of secret-key sequence and, thus, no
ancestor of v except the root cannot generate the
secret key.

e KDer,(PK,v,SK,), the key derivation algorithm,
for input of the public key PK, a node v
with height I, and the secret key SK, =
{sky,1, - ,sky;}, output the node secret keys of
children v0 and v1 whose height is from 1 to I.
Note that although height of children is [ + 1, their
secret keys with the height ! + 1 are not generated
by their parent node but root.

o Enc(PK,v,h, M), the encryption algorithm, for
input of the public key PK, user ID v =
vy -+ Vp---vy, height h of a designated ancestor,
and a message M, computes a ciphertext C.

o Dec(SK,,C,v,h) = M, the decryption algorithm,
for input of a user secret key SK,, a ciphertext C,
and height h of a designated ancestor, decrypts C
to M.

The BTE-DA is a special case of the BTE and, thus,
the security definition follows mostly that of BTE% or
HIBE®), which has the decryption and the key deriva-
tion oracles. The important difference lies in the key
derivation oracles. In the case of BTE or HIBE, an ad-
versary is not allowed to ask a secret key of any node
in the path p, from the root to a target node v. But,
in our BTE-DA, an adversary is allowed to ask a secret
key of a node w in the path p, until the height of w
is lower than the target height. We give the security
definition of BTE-DA as follows.

Definition 3 We say that a BTE-DA scheme is
IND-BTEDA-CCA secure against adaptive chosen cipher-
text and node adversary if the advantage of any PPT
adversary A against the challenger in the following ex-
periment is negligible.

Set up The challenger takes a security parameter
k and the height ¢t of binary tree and executes
KGen(1*,2). Then it gives A the public parame-
ter PK and keeps the root secret key SK..

Phase 1 A issues a number of queries gy, - ,gm,
where query ¢; is one of the following:

o Node-secret-key query: On the query of a node
v, output the corresponding node key SK,.

o Decryption query: On the query of a node
v = vy v vy, the target height h, and a
ciphertext C, output the recovering message
M.

Challenge A outputs two equal length messages
Mo, M; € {0,1}", a node v*, and a height h*. The
only constraint is that A did not previously issue
a node-secret-key query on v*|; with i > h for the
target node v*. Then the challenger picks a ran-
dom bit b € {0, 1}, sets C* = Enc(PK,v*,h*, M,),
and sends C* to A as a challenge.

Phase 2 A continues a number of queries
Gm+1,"* ,qn, Where a query g; is one of the fol-
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Table 1 Comparison of CS and SD methods

CSBE SDBE PK- PK-SDBE?®)
1) 11) CSBE®) general 549
[ST 2N -1 Nlog N 2N -1 Nlog N Nlog N
[S.] log N O(2N) log N O(2N) O(2N)
public-key size — = 0(1) 0(1) 0(1)
transmission rate | rlog & 2r —1 rlog ¥ (2r — 1)|Cyzgg|’ (2r —1)log N
| K| O(log N) [ O(310g” N) | O(log N) | O(JsKyzgellog” M)T | O(log® V)

t. |Cypgl or |SKy1pE] represents the size of ciphertext or node secret key in HIBE, respectively.

lowings in the same way as Phase 1:

o Node-secret-key query: On the query of v under
the constraint in Challenge, output the corre-
sponding node key SK,.

o Decryption query: On the query of (v, h,C) #
(v*, h*,C"), output the recovering message M.

Guess A outputs a guess b’ € {0,1}. The adversary

wins the game if b = b'. The advantage of A at-

tacking the scheme is defined as | Pr[b = b'] —1/2|.
We can also define the chosen plaintext security for a
BTE-DA scheme as in')®)%) | in which 4 is not allowed
to issue any decryption query But A still issues adap-
tive node-secret-key queries. This adversary notion is
termed as BTEDA-CPA.

Definition 4 We say that a BTE-DA scheme is
IND-BTEDA-CPA-secure against adaptive chosen node
attacks if the advantage of any PPT adversary A
against the challenger in the experiment defined in Def-
inition 3 without decryption oracle is negligible.

3.2 A BTE with a Designated Ancestor

Based on the BDH Assumption

Let us denote Ui = vi---v; for a node v =
---w;---v; - -1 in addition to the notation of pre-
fix vly = wv;---v;. Here we only describe a ba-
sic scheme, but it is also extended to be secure
against chosen-ciphertext security by using the CCA2-
transformation®1?) as in®

KGen(1¥, t) executes the followings:
(1) Run ZG(k) to generate groups G, .and Gy with
prime order ¢ and bilinear map é.

(2) Choose a random generator P € G; and a ran-
dom secret a € Z, and compute Q = aP.

(3) Compute the root secret key SK.; = aH(e]| - - - ||e)

————

for1<i<t

(4) Choose two cryptographic hash functions, H; :
{0,1}* = G; and H; : G, — {0,1}", where the
message space is {0, 1}™.

(5) Thepublickey PK = {G;,Gg,é, Hl,Hz,P Q,t}

and the root secret key SK, = { SK¢1,--+ ,SKc 1}
Let a node v v+ in 7. Then a node se-
cret key of v will consist of (3] — 1) group elements,
denoted by SK, = {sky1, - ,sky}, where sk,; =

{Ruj1," s Ru1,Sun} and sk, ; = {Ry;i, Sy} for
2 < 1 < L Those group elemets sk,; or
{sky 1, ,sky -1} are given as outputs of KDer, or

KDer, executed by the root or the parent node v|;_1,

respectively. The size of node secret key is O(l), which
is the same as that of node secret key in BTEY).

KDer,(PK, v, SK. ) executes the followings:

(1) Letv=wv--y.

(2) Choose a random secret a,, € Z, and compute
Ru,l =0, Pand S.; = SKe o + au,lHl(v)‘

(3) Output sk.; = {R.4, Sui}

KDer,(PK, v, SK,) executes the followings:

(1) Letv =wv; ---v and its children nodes v, with
vi41 =0or 1.

(2) Parse SK, = {skl,l,n- sky1}, where sk,; =
{Rujy 1, s Re1, Sun} and sky i = {Ry|,.i,Su.i}
for2<i< l

(3) Choose a random secret Q1 € Lyg.

(4) Compute Ryu,,1 = Quu,, 1P and S.,,,,H‘l =
Su1 + gy 1 Hi (0141).

(5) Set 5kmu+x-l = {th.la T RV,I» R'uv,.“,h
Svviga,1 .

(6) Compute Svuigri = Soi + Quryyy 1 Hi (Vi qviss)
for2<i<l.

(7) Setskw,+11—{R Jivis Svuig,i} for 2 < <L

(8) Output {skuyy,,,1, - sk.“,,+1 !

A node secret key SK, of v =v; - -9y con51sts of 8K, =
{sku,1, - ,Skyi—1,5k, 1} after receiving each output
of KDerp(PK v]1-1, 8K, _ ‘) and KDer,(PK,v,SK. ).
A secret key of a node v = v; is generated by ‘the
root’s éxecution of KDer, (PK, v, SK. 1).

Enc(PK,v, h, M) executes the followings:

(1) Letv=wv-vp---uy

(2) Choose arandom v € Zg. - .

(3) Compute C = (yP,vH;(v|s),vH) (lgh,h“]),'“
7H1(vh,]),M @ H,(d)), where = éQ,
Hy(ell---1le))”

h

(4) Output (C,v,h).

Dec(SK,, C, h) executes the followings:

(1) Letv:v;»-vvh---v,andC:(Uo,U;.,~~,Ul,
V).

(2) Parse SK, = {sky1, - ,SKyn, - SKeo}, Skyy =
{th,lv T sRu|h+1,1v e vRv,th,l} and Skv,h =

Ru\h,ha v,hf- ' '

(3) Compute m =V @ Hy(d), where

) é UO v h)

H —hy1 E(Ru) 1, Ui) - é(Ryy,, wU)
The decryption succeeds as follows, )
The knowledge of S.. b in sky p is necessray t;o de-
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é(Uo, Su.n)

d=
iy &Ry, 1, Ud) ~é(Ry), 1,Un)

_ é(yP,aHi(e]| - - |le) + @y, w Hi(v]n) + 2£:h+1 a1 Hi(vh )

[Tiohty é(e), 1 PoYH1 (v ) - &Ry, hyYH1(vIR))

_ HQ Hiell- 1) - é(ou), 1Py YH1 (014))  TTichss (), 2 P vH (vpn, )

Hi:h-}-l é(ay); 1 PoYH1vp 5) - €(Ry), b YH1(v]R))

= &(Q, Hi(el]---|le)).
—_—

h

crypt a ciphertext C given by Enc(PK,v,h, M) with
v = vy -vp---v;. From the feature of SK,, no an-
cestor of v with the height < h has any information of
Su.n. Therefore only ancestors of v with the height > A
can decrypt the C. This is why our scheme realizes the
feature of a designated ancestor as well as binary tree
encryption.

3.3 Efficiency and Security

Table 2 summarizes the efficiency of our scheme com-
pared with that of BTE, both of which assume a ran-
dom oracle model. Our scheme realizes the feature of
a designated ancestor as well as binary tree encryp-
tion with slightly additional computation and memory
cost of only a key derivation to BTE. We remark that
the encryption/decryption time and ciphertext length
is even reduced by designating an ancestor with the
height > 1. We give the following theorem on the se-
curity. The proof is done in the same way as®, which
will be described in the final paper because of the lack
of space.

Theorem 1 If ZG satisfies the computational BDH
assumption and H- is a random oracle model, then our
scheme described above is IND-BTEDA-CPA secure.

4. Public-key Broadcast Encryption

We apply BTE-DA to realize the public-key SDBE.
In our scheme, users u € N are arranged to leaves of a
binary tree 7 with the height ¢ as in Section 2, where
we assume that |N| = N = 2t for the sake of simplicity.
The public-key SDBE (BE-Ini, BE-Enc, BE-Dec) can
be realized by using BTE-DA (KGen, KDer,, KDer,,
Enc, Dec) as follows.

BE-Ini(1%, t, N) executes the followings:

(1) Run KGen(1*, t) and get outputs of PK and the .

root secret key SK..

(2) Run KpDer.(PK,v,SK.) and KDer,(PK, w|_i,
SKy|,_,) for v = vy from | = 1 to ¢ one
by one and generate node secret keys {SK, }.e7

(3) Set a user secret key K, as a set of secret
keys of nodes just hanging off the path p,,
Vhang.p., (there are t + 1 nodes). Then K, =
{SKU}VGVMW.M .

(4) Output a system parameter PK, the SD-family
S = {Si}, the master’s secret key SK., and a
secret key K, for a user u together with an en-
cryption algorithm E, for contents.

BE-Enc(PK, N\ R, S, K, M) executes the followings:

(1) Cover N\ R =U,S,, . by disjoint subsets ac-

cording to SDBE, where v = vy -+ vy - - - vy
(2) For each subset S, ., encrypt K to C,n by
Enc(PK,v,h, M), where
Coh = (YP,yHi (vln), YHi (V[ pg))s -
YHi(viny), M @ Hy(d)) for d = éQ,
Hi(ell---1le))
——

h
(3) Output C = ({S,, v}v, {Co.n}v, E2(K, M)).
BE-Dec(PK, K, C) executes the followings:
(1) Find a subset S,, ., 3 u according to SDBE.
(2) Take a node secret key SK,|, € K, with v|; €
Vhang.pu(, .. N P for h < 35 < 1. Such v,
exactly exists from Equation (1).
(3) Execute KDer,(PK,v|;,SK,,) one by one to
derivate SK, forv=v;---vp---vj-- .
(4) Execute Dec(SK,,C,h) to get K, decrypt
E,(K,M) to M, and output M.
Table 3 shows the performance of our scheme from
the viewpoint of general and concrete BTE-DA in Sec-
tion 3. Compared with the combination of®) +% or?)
+1) in Table 1, |K,| is reduced with the same size of
transmission rate as that of®) +%. We note that if
an efficient BTE-DA with the constant ciphertext and
key length should be proposed, the size of transmission
rate or |K,| is reduced to O(r) or O(log N), respec-
tively. This means that BTE-DA with the constant
ciphertext and key length improves the size of user se-
cret key of the original SDBE!Y) with the same size
of transmission rate. Such an improvement can never
accomplish by the previous approach of using HIBE®).
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