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Abstract A data retrieval protocol between a database server, who has a database, and a user, who has an index,
allows the user to obtain an item in the database. Security requirements for data retrieval are the privacy of a user,
the privacy of the database server, and the consistency of an answer. We have proposed a data retrieval protocol
which satisfies the three security requirements. The server uses Merkle tree to generate a commitment and a proof
which enable the user to verify the consistency of an answer, and publishes the commitment. The user executes
Oblivious transfer (OT) with the server to obtain not only the item but also the proof. To make the protocol
efficient, the server transforms a query for the item into a query for the proof and uses it. However, the size of an
answer for a query obtained by the transformation is linear in the size of the database. That is, the previous protocol
is inefficient. In this paper, we propose an efficient OT such that the size of an answer for the query obtained by
the transformation is not linear in the size of the database, and realize an efficient data retrieval protocol by using
the proposed OT.
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HD. ThOER 1R, FE1R, BabeoEER
R2—FOMNADLERNELERLENL (1, N)-HCOT 0 ETF
(log N +1) BIZZZ2>TLE 52, BEDBIERDLY —10
FEEE (1, N)-HCOT %40 RTHEE 2 KT/ & L i,
HHE 21}, BREOBHEERY - OHERIIFE 1 KT
<o TLEID, MVAbEDRERSL=—FORWED
FRFERLEL (1, N)-HCOT DFEFT 1 B4y THie.

1 DROLK
WBER BHELE
FinEbt | RE | 22— | —
BB GE 1 x (@] X (@]
B2 5 2 (@] X o X

FAT7? AWTHE, FE1ORFERLENSLZOEFH &
RLATm bari@&itts. RET3 S0 barcid, ¥
# 1 LAHRIC Merkle KOBBEE b izt LT (1,24)-0T 2 £
745, MVWEbEOBEREFE 2 L FIC (1, N)-HCOT
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DET1ESICERMT 2701, BREER & 2/5-H0OM
WA b¥NA X IERME p(i, D) 285 HOHVEDERAFIC
P—AREBRTEBELHICTD. BREERTIEDHIL, £7,
Merkle KDEEAICE D 4 ThiEx 20RO RHEH RIZH
DUTHBEARBLLEL 20K T 25253, ZO2HK
TICBWT, REE i AT HAEHED log N EOERIT,
B Trog v, BE L Tiog v, DERATROA, REKLSO
Hismbis. Tabb, {V(2) |z € TA@egn,)\zo} £
5. £oT, MVWADEREOERIIESRR togn,: KT D
BWAbENE L ED%MEIE z € TA(Tign,i) \ To IEHT D
BWAbERBRERTIILICRETES.

EMEERTH-OICFIAMTS OT £ 5.1 TRREL, £#
¥% 5.2 TRETD.

5. RETHT—4BRERIObaL

5.1 TRETBHTF—FRESe barTHIAT S (1,m)-
OT ##8T3. KT, 5.2 THVADLEANEOERGEET
+. ZLT, 5.3 CRETHF—FRET v L aricsi} s4
BERT. B, HEOLHT —FN—ANOT—FHN % 2
DRERLTS.

5.1 REYTS(1,m)-0OT

#R7o ha L THATS OT 2FHRETS. Z0 0T
i (1,m)-HCOT ##EL7=bDTH Y, HyperCube #ED
RbizAEEICESL. BUBETIRZO OT %, (1,m)-TOT
ERT.

(1,m)-TOT ¥, BEHRICEDDAF2A—-FLLTct
m=l-lp - I BT L, 0 Bbo. L, 22(
ted) 73, $—rnBbOomBAOT—F %, REFcT
BES h ONBE A lhy BOFHAEbOKR (BETIR
(g l)- KR ETRE) OEFHRELTED. (L, ..., )-KITHHT
5d; DRBEHHE LTRORERET c BOEDHE (i5)¢()
FAW, d 2R TEDIT (i, ..., i) ZAVS.

c—1

1= Z((’ij -1)- Hlt) + i (’i]‘ € [lj])

J=1 j+1tLe

(1,m)-TOT k51 ERBEUTIRT. 23, LBOH

M c=2 CThHHRBAWOVWTFRT. c =21, BEPHRICHET
BEM R LA O EENEOKRE S LR ET /85 A
ZTHD.
BMUOAHERBOER BREE, SFA—F L, l,cEAN
LU, BVAbERE TOT-QG) . 1o X4ERTS. TOT-
Qi) o BB MM BARY, j & E DML L O
BEXMERS (BH T L H) . c=2 DBEOLEOH
KT TOEY THD.

(1) Paillier Ff& /BN 5Lt & REH B ROM Y £R
F5. BT, RELELUESLEILT Paillier 5%
FATS.

(2) ICK LT (61,62) FAERL, #Fi;(Ge[2) LT
1 BORE XM (B(I(t,45))) e, BERTS. 1; HOBHX
D3bi, BRI %, ROOL — 10 2T ENHHL

Li=bo b,

(3) AMLEE L+ BOREX (EU(t,45)))ep,)ie2 &

VB DEAR TOT-Q(i) 1, 1p,2) & T 5. BABTIL, E(I(i;,1))
® TQ(i):,; LRT.
BERNBENER BVAbERE TOT-Q(i), 15,2, m B
F—5 {dy, . dm}s RTA—F U, e, c BANEL, BE
PE TOT-AQ(W) (... terc)> D)ty oty BERT 2. BER
Ait, 27 HORSX»bRD. =2 OHEDRBOFEMIL
UTFO#EY TH5.

(1) mBoOF—F% L, AF-o L HicEAFTL,
Q)i iy ERVWTEMOD T i, BROTF—F ZHSL
EREXRAERTS. BANCE, SHINLTROHER

= =

179,
w; = [ TQ):§" mod n®  (j € ]
te(lz]
Paillier FFEDHE LEBSXORENS, W, € [L]) 3KRD

KEWT.

W; = E(d(j,i2)) (G €[]

BEHBRBL, d(jis) = D(W;) Th5.
(2) (1) CAEKLE L BOREX (W,)jen KHL, ST
[ 1A (le,WZj) (le,sz €2Z,,J€ [11]) »HETS.

Wj :le-'ﬂ+W2j

(3) (2) CHERLEE L BOREX WL, 3LV W2; IZH
L, EhThi EROEERBS{LLIEEXEERTD. R
Bz, W1, BEG W2, K LTROMERIT.

wo =[] TQG)!\"* mod n? Bel2)
te(l1]
W1, W2k, mBOF—FOFD (i1 —1) - la+is BEED
F ey BRI LR R T oo B%, FEICRES{b L7
BXxeiB. Thbb, KORXEWHET.

d(i1,12) = D(D(W1) - n + D(W2))

(W1, W2) & EENE TOT-AQGE)m 122 D)tsizny &

T5.
BESBEOATF BENE TOT-AQGE)(1,,... te.c)r D)ty lese)r
RS RA=F 1y ey e, BEBEEREANL L, RFEFE TG
LEF—# d, #3ET5. BEMIE, BERNETHS 27!
BOBEXY, ERENEIEBLTOEFTHRETHILT,
BIRER d; = d(iy, ..., i) EBBIENTES. c=20HBER
¥, D(D(W1)-n+D(W2)) #HHT5Z L Tdi = d(ir,i2)
BH/HIILNTES.

(1,m)-TOT % 1 ASATT5 & & T2—F ik &2 [logn]
DF—FEAFETES. TOBROBEEEZTT. HVEbYE
NAEDKE &1 (5, L +logm) - [2logn] ThY, BERN
BOKE &t (2271 + 4logm) - [2logn] THS. M\EbE
NRICEEND logm - [2logn] BXTEEANFICEEND
4logm - [2logn] ¥, (1,m)-HCOT LRk, BMERTm b
2Rt 72\ malicious player Th- THREHEMH £
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TLEOIILEREEXOKREETHD. OREXEEMRTD
LEIE, (1,m)-HCOT LR TH S ORPALERTS.

5.2 BLEbhERBEOER

RBETHT—IRFET0 har Tk, REBRE2BHHO
VA bERNE Q(i) % Merkle KOBERE h € [log N] i8I}
DAEBMEDER p(i, D)r 2B/ 2 1-DOMWEDEARE LIET
i Q(LR) ERT) KEHRTE. ZOE#HKIT, 4.2 ThRALX
I, HE logN DAL 2 IARDEH A D106 v (T BN
ADENEL, TOEHAOEEAH N 2’ € TA(Tiogn,:) I
HTHMVAOEANBCERTENIERTES. £/, EE
RIZHTHEVALEREN D, oA ACHT ZHVWE
DERABE~OERIL, BN o, ICHTIHVEDEATEE
DBES zhoy iy AT HEEDEARIKERTENIE
ERT&S. THbH, QG h) THB, (1,2")-TOT i2kiT
SRFE I CHTIHVELRAELS, Q(i,h—1) ThHB,
(1,2""1)-TOT iz 313 ZRFKE [i/2] KT 3MVEbEAE
EERTENTRV.

AT, (1,2%)-TOT-Q(i) ¢y, 1oy WHLT, L. =2T
SN (1,2 N)-TOT-Q([/2) ¢yt eey %y 1 > 2 Th
NIE (1,2 )-TOT-Q([4/2)) ¢ty 1 2.0y ZERRT BEHB: %
BETS. Q(i,h) 11, cMOREEIX (E(I(,45)))eer,) el T
»H5.

(1) I.=2DBADEH

Qi h—1) 1%, Q(3,h) 5 c KB DREZI (E(I(¢,i.)))eep)
EBRSZETERTES. Zhix, (L,..,L)-Kicki} 3
Zh,i DALEER (61,...,0c) 25 ic BRI (i1, .., 401) 1T,
(h,..leo1)-RiTBT B Tho1,[i/2] DABERERDEDHT
»5.

(2) I.>20BE0%H

Q(i,h — 1) 1%, Q(i,h) @ c ¥ H DS (E(I(t,ic)))eep.)
ERLT, UTOHEET-THELNS I./2 BOKEX 2D
VICHWAZ & THERTES.

E(I(2t—1,i.))- E(I(2t,i.)) (€ [l./2))

ZIT, Ol EORESITi BEMN 1 %, fX0 RS
LIEbDThHDID, TOXRTERENSD I./2 BOREEL
[ic/2] BEXR 1 %, #hiX0 ZWBHLEbDOLES. Thb
H, WORABEY I,

E(I(2t - 1,i.)) - E(I(2t,i.)) = B(I(t, [ic/2])) (€ [l./2])

IhERDVIZAVEDIE, (L., l)-KZBIF 3 zh; OfL
BAFR (i1, .., 0c) Dic & [ic/2] KWEE L (i, ..., [ic/2]) i,
(L, 1) RIZBT B zhoy fi72) PMBHBRERB72DTHS.
5.3 BETI7F—4RRIObaLIzE LR
BBETDHT—IRES 9 FaNMIBiTERABEERT. BE
NAEDERLENL, RERZERCETIRENEDLER, BVE
DEAAOLRR, EHEICHET D EENEOERD = D>DERSY
RENORD. BRETHT—FRES T 2L THE, Merkle K
& (1,m)-TOT V5. 2B, =2—FRRNSbEATOA
TRV (1,m)-TOT ®/35 A—# 1), .. l..ciiFPHa—4

LY —NDOHETREL TR bDETS.
[A3y MEEEBEDERR] 4.1 TR L7 Merkle KOFIA%
RV, 23y MELEREZERT S
[AVEbERBENEMR] REFICHSLERBLER L &
BHHOMVEDLEARE QG) 24ERTS. (1, N)-TOT iz
BWTHWAEDEABTDOARLELXEITL, £RLE TOT-
QW s, ey ZFVEDENE QG) LT 5.
[RERNBOER] UTO=Z->ONEEZETL, REHEICH
THRENE LEHEICET 2 RENSREERL, TN 2%
AR TRENE AQ(),D) &T5.

o [BREBRICET IHREDERM]
FVWEDLERNE QG) &7 —F_—Z DIZx L TRERERIZ
B3 REEZERTS. REMNIZIE, (1, N)-TOT OREANE
DERRBIZBNT, ANETFT—FX—2 D = {dy,...dn},
BVWEDRERNE QG), %FA—% (I, ..., lc,c) & LTESTT 3.
ERENT TOT-A(QE), D)y, ® AQG)) ERL, B
RERICETHRENF LTS,

o [MLahtREOESR

5.2 TRLEMVWADEANBTOEREEITL, REKR
d; TET3MWEDENE Q() ZEHEDFER p(i, D)x (
h € [log N)) iZB4 2RIVEbERNE QG, k) KEHRTS. =
T, Bbhi Q(i,h) EAWVS (1,28)-TOT M5 A—4 %
(s -y lhen,cn) EET.

o [EBAMEICBET BEEDER]
FIWAEbEREOEHRLBECAR LEREIICHET S
FWaEbEWNE {Q@,h) | h € [logN]} & Merkle KD
EhiZRITZ 2 BOHADMEITH LTEREICET 5E
BEERTD. BEEICE, £ h € [logN] KFLTARN
2Dy = {dn; = V(@n3) | j € 2]}, VA bEAE
Q@i h), X7 A—=F (ln1, ... lhe,,cn) & LTEITTS. A&
72 TOT-A(Q(6, h), D)y .. th o, en) % A(QG,R)) EEL,
{A(Q(, h)) | h € [log N]} ZEHEICHET 2 RENF LT 3.
[RRERDAF] BENEORN, REZKRICETIREANR
A(Q(3) ZAWT (1, N)-TOT itk B REEEDAFAESL
EITL, RERER D 2B 5.
[REBBEDAF] BEENAEORN, HHMEICHT I EEASA
{A(Q@,h)) | h € [logN]} ZAWT (1,2")-TOT 264 3
RFEERDOAFLBEETL, ARMEOEZER p(i, D), 25
5. ZLT, {p(i,D)n | h € [log N} ZEEHME p(i, D) LT 5.
[RRBRO—BIERET] RFMER 4 & ERE p(, D) AW
T, 4.1 TRLEFECRVREERO—BEMELRITT 5.

6. ¥ @

RRB70 FaLOREM L HREENTHITETS.

6.1 ® & ¥

P =B L =2 =¥ malicious player Tho>THRET 1
k2 2.2 OREMIZBT B RMITI L%, TOT 0%
EMOFEED T TRY. 728, HCOT [4] i3 % —/33 malicious
player THoTHEM 1 237 L, =—+ 7 malicious player
THoTHEM 2 2T &5 4] TREATWS. TOT I
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HCOT M BEARRE/RETH Y, HCOT & RRICLEMERLH T
B, I TIREOEHITERTS.

Bl 1 (RREORE) +— 1 \Ma—¥hbAFTEHHEHITL,
TOT i8I ARVAbERARE T THD. $—~3f malicious
player Tho THREFOHEREB/ LNV LI TOT OF
I VRIEEIND. XoTEMH 1 2T

Bl 2 (T—AR—ZAOBE) =2—FiHP—"DOAFTE
BiEHE, REBECETEENS, EHEICET 3REN
B, a3y METHD. RFERICHETIRENELTOT 0FE
FIZX > TAFETBHERTH Y, =—F 2 malicious player T
o THOREMERN LMD Z LUNDT —F R—2DHFERN
BoRRWI LI TOT OREMLVREEND. —F, fEH
HIZET 2 RENF L 23y MER, F—FX—AADET—
Ziox U CHERE— ANy Va2 BEEBEALZLOTH
D, Ny Y2 BROREKLY, 2 —FRRBER» LD
ZLUSNDOTF—FR—ADERE/D LI TERY. £oT,
B2 WY

E# 3 (RRABREO—RURI) v v=BROBERREN
Xy, $—,2 Merkle KZFIALTERLEZ= Iy ME (1R
HADHE) ZEETHZ LR EHAOEELEETERWL. ¥
7o, EHADEIZT —F R—RADET — F \LERBE—F Atk
Ny o BREPERALEETHY, FRCEHROBEEZEET
BIERLKTF—IR—ADET—FRERETERV. £oT,
#BRS o hVTEH 3 2T

6.2 % #®

BEDHRL LT, BVEbEASR, BERNE, 23y MEB
FUEHEOKRE S 2FETS. iz, HERLLT, ¥4
BLUa—FREFTIRERIAKREOEMEFMTS. &
Bextgy LT, [12] 071 hand [7] ® OKS #2175, 2k,
OKS i, A THEL LTWETF—FRBETNERLET
LERBLLTNS. LoT, OKS 2XHOET VLA DE
TEADBEERLHERZERT S, I, BT baid
XU2) o7 v hanid, BEHRICETINTA—FEDLD
N, FORTA—FEFEDRCETIEMHEWH LN OE
ENEOKE SRR/ LTHE c=2) &T5.

#2 BEROLE
R/ESu ban | [12]07e bar | OKS[7]
VA bERR O(VN) O(VN) o(1)
BENE O((log N)?) O(N) o(1)
a3y ME o(1) 0(1) O(N)
FERME O(log N) O(log N) o(1)
#® 3 HEROLE
BRSo ban | [12) 07w bair | OKS[7]
a—¥ O(VN) O(VN) o(1)
F— O(VNlogN) O(Nlog N) o(1)

RES0 FaA TR, 5.1 CHEICRELE TOT 2AV3
Z LT, [12] @78 P AR THVADERFORE &L
2—FOHERLERLT LR, BREOBERL P — D
BRI LE. BRFo haiEay MEOKE ERT—

B—R—ZADOKE SITEFLRWED, OKSIZHERTTF—#
NR—ZAONBEPFERCEHF IND LETHDE RS,

7. FLHESHDRE

ARTIE, T—FRESa bare LT, RekLEEDHE
CETAERZE TR LT harERRLE. B2MIC
B4 5 EHL, REFBORE, 7—FX—AORE, REMR
DO—BMRIETHS. BEEDRCETIEHE, MabiR
&, OGEENE, 23y M, EREOKE SBENERT—F
NR—ZADKEZ LY H/IENZ L THD. Merkle K& XD
B\ Oblivious Transfer (OT) ##AAbEZZETINOLD
BT LATES. AT, (12] LA, BESHE
FALERBRD, REEREBIHOMVWEDENELE
FEZ B2 DOMNEbERARTICH - HER L THEANAT
5. Zhitky, BHWAbEOBEREYREFEREB/DIDHO
FIVADERNAEETIZER L. EiZ, BRIZL > TRERSE
DOKEEEFEMEERNVE DT HD, [4] TREREATWVD
OT #ILRLTHZZHEORV OT 2R L, Zh AV
L T2 OB kAR TREDEERST — 1 OHE
BEHIE L.

SHOBEL LT, BERPHEROE2ZHIBS, RO
F—IRREFNA~ORRT 0 haLOBEABETLND.
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