2005— C SE C—30 (46)

HEEA  HRLEER BRES
2005/7/°22

IPSJ SIG Technical Reports

Y-007u ha LR A Y — AR EEMTHD Z LIZHONT

43 Bt mEE O HT RAJIKRKM g -

T EEERRAMETER X2 T K ¥ —
T 101-0121 FFEEFREXS#H 1-18-13
T R RSEAE T AT
T 153-8505 BAUHED B BXETH 4-6-1
T ZHEHERNS T IE RN SRR
T 247-8501 %) 1| gk A T RE 5-1-1
E-mail: timafuku-kentaro@aist.go.jp

SE v N

HoEL ERHLLMLETERTS “BEFAN LS L LTREINZ Y-00 7o hanh, ERICITHENLR
ARY—LREELALRLMTHS ETHRLDER [ IKOVT, LVBBICZOEBLERR TS Licky, =
DEEROE®RE LY HAREICTS.

*—D—F BFHE, Y-00782 ban, REMRET,

Critical cryptoanalysis for Y-00

Kentaro IMAFUKU', Hideki IMAItf, Tsuyoshi NISHIOKATtt,
Toshio HASEGAWA' and Hirokazu ISHIZUKA

t Research Center for Information Security, Advanced Industrial Science and Technology (AIST)
Sotokanda 1-18-13, Chiyoda-ku, Tokyo 101-0121, JAPAN
11 Institute of Industrial Science, University of Tokyo
Komaba 4-6-1, Meguro-ku, Tokyo 153-8505, JAPAN
t alnformation Technology R & D Center, Mitsubishi Electric Corporation
Ofuna 5-1-1, Kamakura, Kanagawa 247-8501, JAPAN
E-mail: timafuku-kentaro@aist.go.jp

Abstract We clarify our claim that Y-00 protocol, which was proposed as a protocol achieving “secure commu-
nication based on quantum noise”, does not actually provide higher security than a classical stream cipher. We
have already discussed the claim in our previous paper [1] but we found that there are still misunderstanding on our
argument. In the present article, we describe the essence of our idea in a bit more formal way than our previous
paper.
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T BABEHEL[1 THRLTWEL I FERFETHD
EocRzB LB LARY. LOLEBL, ROX D RERD
EERREEZDE, TOLHIREROHENTA—TThHY,
R RERBEFIITIRVI ENDND. EW0HDIX, E
BORFF ¥ RINVIILTHEELTCLEIREORMBETHD.
BIZ, BT 7 ANICE > TERENEZEFF ¥ o RMZDONT
ZEDOBENKEL, BRIZAT LIV HERTOFRBORRE

RoOTLEINLTHSD. ZOHYOEHFLEZDL IV LTEID
RTHBIH. 4, 50km D774~ (Hi@%HE#% 0.2 dB/km &
LE)) Ko TEEINAERFF Y IAEEXLY. 20
BE, 50km OEREIZITRIRTORTFREONKE (=
E—L o MREOEH KT % SB, 7YARERLEDE
R CREEZITRA - LDTEBA TONMESR SE L&
JiE, ZOZo0mIZE S8 ~ 0.18F L BRI B =
LithB. ZORE, S~TH 8B ~TEERTIOTHNT
(33) i3,

pB(7) ~ 1073, pE(70) ~ 1076 (for M =2),  (34)
HBNL S ~TH SF ~ 7 2EHRL TV DO THIIL, (33) 1T

pB(0.7) ~ 1.5 x 1072, and pe(7)~ 1.0 x 1072 (35)

LI L 2R ENRiTNERSRV. A TOBRYVER (O LR)
B, BICRTOBRIVBERI D S/NERoTLEL T LIZHE
BLTIELY. ZOLIREE, RIZHBEOBEVBREG (4] 2[7)
THEHAL TV B X I ([4) X (8) BRI LT RRWED),
RECHMEREERTHIENTER., ZIT,

¥72, 7Y A» 5 100km BENT- R T OFEITIT

S8 ~0.018"7 (36)

LRHBDT, RELBEREITOHILDOOLERFHTH D
pB(SB) < pr(ST) BRALTHLHITIE, 7Y RF S L1
Daev—Ly MREFEFL2ZTFNERLRVIERD,S
([2. #8BOZE). ¥, K2 ps(SB) < pe(ST) M
Sz LTY (X6, FZ TR EAER ST b E L
TH), BRERBEERTH7-DITIT, REMHEHEER EBLER
TLEEXDHE, BOARRIIED TIESRbDLREESD

fogr pe(S9,
logepe( 0.1SE ), lognps{ 0.01S°)

2 pp(0.01SE) (LOE®R) ., pp(0.1SF) (FTOEHK , M =2
® pe(SE) (LK), BELUM =200 D pg(SF) (T
W) » SE kiFE. pp < PE 13, RELBREFOLDOLE
FEICLPBERVE LICEER.

EBIT, BRIZOVTH, EEOBIDHH I —2BMLT
k. BF70 FaLORERDREERMICEKLD L,
¢%&7u barBEORTF (FlxidBB84IZoWVTiZ1/2), S
27 U ABERTHEFREOFEHAFE, v 2&VRLEK
¥, n ¥ BFF ¥ o RNOBBRHE, na EREBORUE
LT

R = qS*vnena, (37)
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LRBIENHMONTVS 8] UHDAY VLD Y-00 TE
BENTWELIZ Shne > 1 THHIE, TOHRIIR=qv
LB ENTEE, L LAeds, ZITRTERLIIC,
Y-00 BRETHHHITiL Shnna < 1 26T hiFRb
R ZOX I REE, FOMRIT S4nme Y, BIZ[1] T
B LK O ICEENRERIZBVTY, YPFERIN TV
L O RPRITER TE RV LPEBTES.

5. ¥ & ®

UERTERLLIIZ, ABECBVTHRAIRI (1) OB
PREICERR L, TY-00 70 ha AN EHRAYR R b Y — A
BLEMTHD] LW ORBREBRELEL. Zo/RIE, BB
[Y-00 7w bainix, 4 7% (25) 2+ LI REFTL
YRL Fyo() 2882 L2fiidfRv] 0 ) BRIZRNT S
ZERTESD. BV, Y-00 72 hanilkiT HEF
HOFBHDHF L, FREFHESHFEONERLMELERTD
LD TIRARD o, LI LIIRDIESLS. EBFHD
FRIZEY, A 7TORBIRD ONAHEROHMT Sieh o
RICERLTIELY. 00X, 2R L bR2HOBR
MHiE, Y-00 7u harzkbz TEELRTHERLRVWE
HIZRY- 620

FHESHFRORR L TORRMT (KBFEORE) 11, W
SHEDERTHD, BMOTRERTIERATHD. He DS
BEOHELZ O TSRO FO—2IZBET, ThLlE, 3
WIIENUTOBERERFOODOTIIRVIESS. LR,
HIIASEORBITIZELTEXE, ReORBIT HRDHEVR
bhigholk) HBEX2 )T A DB LETFHEOEBALL
FRAEDRERLEAONADTRAEVMNELEBALTNS. Z0
BRIZBWT, HIZZD Y-00 72 bag, ZonFoEHE
LIZEMLIZE WO 2L TERRESS. &bz, ABERE
UL PREFRFZ T bALVDOEEEXEETH DT
7, LLAZIZTHELALMRATENLT BB84 2K T S
L2 RF 7o b a VOB ZRE & B HE LED D~ &
bOTHHEEZTVAD, TEEHIETHLRVILEDR, &BF
5L LToORNRZIICTHIE, HBERKKELTD Y-00 8
DEROBBIIAKEZET HO TIXARWN

HFxid, AREOMRIZLY, BFHSHRIINTS (@A
SO*E) & EREMORE BEESNDZ LE2EIFBEL
T3,

FHRIL, RBEE [RFHRBERIROHEME o—@L
LT, WHREEHASROZIEHE (BT SREITOMRERE)
LLTEBESNL.

1]

(2]

(3]

4]

(3]

(6]

(7]

(8]

—335—

X [
T. Nishioka, T. Hasegawa, H. Ishizuka, K. Imafuku, and H.
Imai, “How much security does Y-00 protocol provide us 7,”
Phys. Lett. A 237, pp.28-32, (2004).
S.Wiesner,Sigact News,bf 15, 78, 1983:original manuscript
written circa 1970.
G. A. Barbosa, E. Corndorf, P. Kumar, and H. P. Yuen, “Se-
cure Communication Using Mesoscopic Coherent States,”
Phys. Rev. Lett. 90 (2003), 227901.
H. P. Yuen, P. Kumar, and E. Corndorf, “Security of Y-
00 and similar quantum cryptographic protocols,” quant-
ph/0407067
ER &, “XEEEFES (Y-00) ~ORBIRICKE
M?PART1 " {5 #, vol. 104, no. 732, ISEC2004-126, pp.
1-6, 2005 % 3 A.
J. L. Massey, “An introduction to contemporary cryptol-
ogy,” Proc. IEEE, 76 (1988), 533-549.
H. P. Yuen, “KCQ: A new approach to quantum cryptog-
raphy I. General principles and qumode key generation,”
quant-ph/0311061.
H. Zbinden, H. Bechmann-Pasquinucci, N. Gisin, and G. Ri-
bordy, “Quantum cryptography,” Appl. Phys. B67, pp.743-
748, (1998).


研究会temp
長方形



