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Abstract In this paper, we extract and study the basic scheme about the shared attribute certification in consideration of
user's privacy protection that the entity, which certificates user’s identity, does not have all of the user's information. That is,
we show a basic model of shared attribute certification, which introduce shared attribute authorities and the modules called
user assistant. In this model, the shared authorities manage the user's attribute information by using secret sharing schemes,
and the user assistants, which can select the range about the user’s attribute information for generating the attribute credentials.
In addition, we propose a basic protocol of shared attribute certification.
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7272 L,Z Z TV ) reasonable & iX,Service Point Y A3 ¥
—E2FAEHFATCEINETHD I LETFRT.

5. ¥4
ABETRKOKBERELLLE, ARTRELE

Za haiH 328 TCRRAEBEEERL TWEINE

IMEFMETS.

WR1: 55 UserZ B UserXDIEV 2T B LEBM
L LW,

K 2: REEHEILLBOLNIFERETICERMIENR
BIIRENTWRZ LU EDHEBREBD I L %
BRY L L.

Y% 3 {14 > Shared Attribute Authority % B8 L T
ERLTHOIUBEHEBREE Y, User X ORMEN
MEAFTAZLEAEMNE LK.

5.1. B R RN

Service Point A —FEZ B L - BMEEAFIZE L T,

HIETHRID ZHELTLEIOT,AEALERLK

ID BREFENTVWERELREBE T LIXEY.

L7edio T, kR 3 2ORBICK L THBF AR

DEREEHELT VD LEUWTE S,

5.2. B AT R B

UserX O7-bIZAERESNWRETEHEFICIX, @BAL

BETBIDTHEXNREELT VAR, LT,

BUMEHELREFETTREOHELETH S User X

ERBETHIENTER.

K 112X > T User Z 2 User X DBRMUEHAETEZH

BAFELEHBETH,User Z BEOARABTZMB LN
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TERVOT,User X PBREFREAFTIHILENT
ER/AAN

—5 HE2LLTHENRAXDETRL User X @
BHEOBRMIPEBELAFLEREAE2EXLD L, TOR
ID 3&TRLD. HBBEEHABLYERT DLV,
RS A= #ERASETHBIN-BRERROESL
BRBZbDIZTHIE,ED User D,EDONHBRMITHE
ORBENT-BHEERL, £ THEERLZ O T,MEM
TARBEELNARL.

¥ /-, Service Point Y 1Z@fEMF & L T User As-
sistant UA(X) #3B# L T\ 35 A%, User Assistant UA(X)
HREEIPZFHALTWARWVWERDY, Service Point Y {318
BEBHERELZIToF—® User VDB &
XTE 2.

B 3 HL T BEEAERERTERI 2T
b BT ORI R B2V

UEDZ b, bR 3 DOKRIZH L T, BEMST
REEDOEFGE LML TVWD YN TES.

5.3. BHEE BB E g

KEIIIHTIEHTHS.

BRUEE BRI E S # % AV T Shared Attribute Au-
thority KB L THBD T, UserZ IZX>Th3 1
@ Shared Attribute Authority SAAI KB IhL LT
b, TINLELAAIFERLLIIBREFERONET LA
B LETERW. LEMN-T, EIn 1 &EHO
Attribute Authority * BT 3K IT TREFRONE
BHRPoTLEI LI RBRERESIRICHSR, BRHEHE
HORMBIZHAVWEEZRD. 2O LML RERBRRR
RO ELELZHLTWB LY TES.

/2%, Shared Attribute Authority 12 L CTb BHEEH
DRABERZPLRVWBIZR>TWBD T, User IZ& o
TRMEFRL MO TILEDL. L REFBROFAS
HBIZE > TIHEHA LI K o T Shared Attribute Au-
thority DK THTF—FE2HWEARLTH RUEEHES
ERLET I LENAETHS.

6. 5.
6.1. Dealeriz D\ T

SETRRAETATI,RES#HEZAAL TRER
BEREEETHIOT, REFROSBEBRYT I
B Td D Dealer ¥ LEL T 5.

Shared Attribute Authority A3 {E#83 5 Dealer 7> 5 72
TABEShIEBREBEROEREEZIMTIZLITThH
i£, Service Point 7% Shared Attribute Authority % i@ L T
Dealer YfEA L= Z L2220 T, 218 TR~/
2 T % Service Point A3 Attribute Authority 23R IE3 3
BHREEHETOIZ LOMRMIT RS,

Dealer DHl& LT, Z VvV y bR EILIRS.

2LV y hRENRBEERR %L 5 # L T Shared Attribute
Authority IZE AT 5. BAKIIBLEHEL TVWEEE
H®EMETS. 5 &, Shared Attribute Authority X
JVYy bR TNETRALTVWEBEERRER
HERELTBBRTAZIENTE, ZVPy ba#iX
BEEBOBREE Y PBBMRIEICFLE LI LI
7B .0EY BEHFEOHBIC Dealer L LTO&RE L5 X
BLENTES.

6.2. User DFE A5 &

BYETER T, B FE A2 /R L2 User 28, BHETE
AFIZRIN TV REFEBREF> TS User &R
—THBHILIPEETHD. TZTHICEAELR-
7~ BAHEIEBA |z D\ T,Service Point @ User #%5I 5 &
ZOWTEETS.

Bl AR TR, ERLEEREERELME LR
RATE2 R BEAMEF-RUEEATLTORMER
BERFoTWVD User *BEMIT D DITLERER
ERABELRITTAIHBEERITI VS, —F KB THRL
EETFANVTRBHEEAEL —EEXTEATIHEVE
THRITIXH Z M, User OBDOTDICHF o B2 R
RS AR

3 E T/R L7 % F /L TiX,Shared Attribute Authority 43
User 281> TW 5. L7d o T, User DL BERMEESR
FEARERIZH L TEABELITWV,BERB TE 2 User
R LTETOBRBEEAELRITT DI LMHAET
¥ BH. —7K,Service Point iX{R ID # BT HZ LiT X
S TRMHEEAELZRRLAE User B Y — b XFAER
ELR—ThHDZLEMBILENTES.

oS, FlBEERIDOTIIRL B
AREMELWVWOIERHLR ID xAVDIZLItE-T
Service Point A% User 283 L,y —AFHEERL
TW5 User BT AN BREEAFITRINEME
EFoTWA I LEAREIZLTVS.

6.3. HZHBROE H 5 ik

AET/R LA 71 b a/L T, Attribute Authority 23
BETIRMEFRIIG L TREOBR I LICEY RS
PDWRELREEL TV D, RELEHBTOFHHRTH S
NI A—4 T 2T ERMICEE T i, Shared At-
tribute Authority B AN O BUERREEBLR
MEAFEZARLR2VWEIRZT BRI LT L
T,Service Point X F %1 &L 3B 5 RUEEABIIH BN
NOBBEBRLIASERVWESIZITE S, LRS- T,
Zo78a bha)TH Service Point ABRIEEBROE D
BREBERTOHLODTAELITOLEREL FiR
BELTRITOILELRLIRS.

FREBRMERI L OAZHMRIT Shared Attribute
Authority RIZZETREIN TV T, S HBRMEIEHEIC
BRBEIRR. LEENoT, AOHROMESERRE L
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RoTHEMIRITORD Z LITEWN.

FrR@MERIT L2 RERAOEHME
ARERTHHEL LT, Dealer KEDHBEFML
BHUERRESBLCEATIIELELILNS. Z0
BERXOBRBRUETHERIERVCEL BETEHA BRI
CEWTERMEOADHR A BB T ILERDS.
6.4. BHDORIRF &

4B T/;RLEZ k3 TlX Service Point Y 23/ E
REBEFHREBREAZKPIZEI-oTRLTWS A, EE
INBBMHEABERERYHT O User X OFRE
TiZ& 5% User Assistant UA(X)T & 5. L7=# o T, User
XIRRICALRZVWERMEFREZERINLZOESTHZ
LHLAETHY, EBREAFPORLFIIL> TR
User X BEBERVAATHLrLOBBREEEHELR
HEREHTILENTEDLDT, UserX NBHTHET
TTREFRREBRTIZLLAETHS.
6.5 BUMAEBEDCLIEE

SETCRRIEKBIIZODVWTESETS.

AT#2 £ Y, User Assistant UA(X) & Shared Attribute
Authority SAAi I DFEEN b UserZ BEBREAFLE
D, ELoh0RRVE LTHEHELEYV TSI LIITE
72V, ¥ 7=, User Z IX User Assistant UA(X)IZ 7 7 £ X
TERW. LAEMR->T, UserZ R UserXDEY # L
T Shared Attribute Authority SAAi %> 6 User X O &M
BRICHET2ELREEAE AAC XAFTHZL
AR THS. DY, User Z iX User Assistant
UA(X) & Service Point Y Ml @{E»H AAC #AF L
ZVWIRY, User X OBRMFERITHIE LIz AACIZ X -
TH—ER2FATIHXE 1 2RDEEDH I LIITE
20y,

Uzer Z 7 AAC % AF L 7= & & User Assistant UA(X)
& Service Point Y [l 0 i@ {8 A% Secret Channel T 5 7=
DIZAACONEERBDZ LN TERVAAACDOAE
EEOEEWRLTEELRBEFTEXM®| X T Service
Point YIZ® LT User X DIRY T B Z LIXFETH
%.AAC % AF 7 5 72} T User Assistant UA(X) & User
XM OEEZEW LR WERIX, UserZNEETHBE
BHOLODIZHEEZH| X TV B RMIZYH User Assistant
UAX) »» bk b7z AAC A% Service Point Y {ZiL-3 <
M T, Service Point Y X UserZ A XETHEREZFXHR
ATHEMLE AAC 2ZET B XY bAEIZ, User As-
sistant UA(X) 28%ft L7z AAC 2Z{ELTWB LE X
bhad. LesoT, AI—DERIDE%FT 3 AAC 2%
BLEBAZENPODZRELEFRESTTHIREVERD
RAILSL, KBI1IRILRZNVELEEZLND.

— %, User Z A User Assistant UA(X)A* 5 Service
Point Y ~DFEEZEK LoD AAC 2 AFLEKFE
1X,UserZ2 User X O AACEXER L7 Z L2722V, User

ZIZEKDHB1IABRITHILEEZLND. EL, =
DEIBRRBIRLEOEAMEZH - RBIEICEDTH
V, EERDEEIIERBLVWEEZILNZ DT,

ABTRLEa baLVvOoBRRRBEETIIAL R
W EHIMT T & D, F 7, User Assistant UA(X)& Service
Point YIZ AAC 2 2 EIZH W TELREDIRETH
iX,User Z REYRBEEL 2EERLEThITRLA
KRBZOT,7a baOTIRKETHE | ORIR
EEIDHITELSTHZLLAIETH B,

6.6. B sy B RIZHONT

S52HiTRARAEX I BEMTRBESEL BT D
IZIXR C User R CBREHFBRIZOWVTONBBRMKTE
HETH-THLERRRINETHILELDHD. o
FONRTA—F 2 RS THBEROBEL LS
ETHLERELTEONDZER—ETHD LI RRUE
SGBIFRELBRTILERDB.

HL,EIL User DR CBREERIZOWVWTOSBBRY
EAFEOAZHBEEEIRTVIIZ, EROBRMIEHRSE
IZ2W T U Shared Attribute Authority 284K L 7= 4
BRMIEAEL LB L ACAZTOHBETEHAEN
HHIE,FEL User XFEOBRMUEBERICOVWTORMEIEH
BEYMEEMA T2 LRAREICRS.

— 5K/ 4 ETHRAREL 71 b 20T n-out-of-n
RESBFIREFALTWVWER, 25 TRiThiIZARS
RVWEBBEIRW. ¥ BEOHEBILICRRIRES
BEREZAVBILBAETHS. Z0LHIL, 7 b
ANVDITRRETREFRBOBMRLY R S HOER
EHARDZENFETHS.
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