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Abstract Secure information systems are absolutely required in the various situations. The international standardization is one of the

important factors for the spread of secure systems. The purpose of the ISO/IEC JTC 1/SC 27/WG 2 is giving the international

standardization for the technology of information security such as algorithms and protocols. In this report, we explain the present issues of
ISO/IEC JTC 1/SC 27/WG 2 and report the recent meeting results held at the Vienna in April, 2005.
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1. XL

EREX VT AETOY RIIIEENTEBH LR TR
ThHd. EREX2VTABFOT LIV LR KT aban
CETLEREELRBEORELEDTNEDH 1SO/
IEC JTC1/SC27/WG2Tdhb. ZZT, ISO X
International Organization for Standardization ([E B 42 %
{L##%), IEC iX International Electrotechnical
Commission (EBREXIFEE R ), JTCI 1L, 1ISO LIEC
PHRATRBEL-FROLBEEEEROEBREOERE

HYTIRINZERSR, TOTHMARL THBSC271L, H#H
X2V TABRWEBOEREEZRETIZERAL THS.
SC27 BAHREFETERVEOIWG2OMt, WG1, WG3D3-
DIEETN—TRFEETD. WCHIE B RT AICBITS
X2 VTABEREH, RBLEND EX2YUT4H-L'R, X
2V TARBERT DDLU BERHIARTA U REDEBER
BOREEZHYTE. EXaVT A2 RIOAVMREDBEDR
RO THD. WG3IE, X207 13 Ml & OF DAl F ik
Bb2ERFIE, SusriarulrzA V0% &FRE,
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X 2VTAREICEOITAR T/ OEBREOERES
BYT35.

SC2TIXBEIALIOA CEBERLIHEEIT). 2004
FIXARRZV U AR—NVEHE, 10 BILTSVNVREH»ITD
N ABEEIT, 2005 F 4 BiIZiTbhizy—r430
HBEBAE WG2 TREROEBBRKICOVWTHIATS.
SHBWOAR, BT, BANLOBMERIUTOLEITH
5

BR:20054 4 A 11 A(H)~15 B (&)

57 : Austrian Standards Institute — ON

WG2 OB ME(AK): A —XbFVT(2), "AF¥—(2), HT)
#(2), 77 R(2), KA (4), B A& (16), @EH(6), K—F
K, B 7)), YrHR—A1), EEHQ), XEQ), ¥E
), BT77V4(1), F—ART (1)

WG2 ORA»PLOSME (BEA R, &FHM): & £ (ISEC,
WG2 #£), XZR(UPA), & H(IBM), & Hi(JAIST), FEM
ZH(NTT), H#(KDDI), XKEE(IPA), RE(NTT 7—%),
BRI, ZXK, (T ~/), FEr, WHGEKEY)=
—¥ay), LEJSIT), BB (=Z%)

28, WG1, WG2,WG3 IXRI L& B THMI L TiTbh,
EHIEE WGEHITAWGELTXHEZAMLEREINS
FEARDOLHE WCA bBHEENS. .

ALBORLRERHHFITELLOS M A KO M
THa. HEIOELBEITITTIONTHod, FENLDS
MFRED RSN, SEIIFT A BOY o AR—NVEHL
FLESNLEL, SHBEHHICB ML TLALFRENS.
LBEPBEEREEPORBKRONST7ILE, BEBRRAKD
REL, H#LVWEELLEROIHEBCELTITDIS.

U, 2 ECHEREELCLIBCTHVONIAEICS
WTHBEATHEELIC, WG2 TRYEDLR TWAER(LE
BIZoWTEL»3.3 ETHE, BEREFORBEONTT

FMECHEEBAKORBELCET 2288522 hTh

BABESHECER T AETHHFLVWEELERICHE

THSHEREELER TS,

ML EALAB/OBH

WG2 THRYBELNTWAEELBERIZOVWTIERE 1

(SC27/WG2 V41— SRR —K) 2B BENTV. 22,

EHEEZEELTHAINIABBORAZLUTICRT. AXK

FERICEBLTIEBEABRKH S R T o TISO/IEC

Directives(3® 3 iR, & 4 hR)J 2 3L,

e WG (Working Group, fE¥7 1V —7):SC T NHE
BICEELORRERLERZBEITIIN—T.

e  SC(Sub-Committee, 3 F & B &) :SC27 X JTC1 ®
FTD27FBNERLET, IT Security ##H % $5. SC
X WG ORZERSIIHIS.

e ~ JTC1(Joint Technical Committee 1) :JTC1 X ISO &
IEC PERNADEDICRBLIEGRIENERRO 1

—156—

ZH.ITCl I REH s HFE2E H 745, JTC1 X SC
DRZEBR OIS, BEIZITCIE 1 FLhL.
Study Period (£ &f #i %) : Study Period &I34E # (L %
TOMEIERIFTHHE % . Study Period iZiZ
HIRRBEIERL, BEAEZTOINEIVLORE R
5ETHeT DD, Study Period TIEEELEITHRE R
PHEBEEIX, ITCILIINP R EZEHT5.
NP/NWIP (B (% H H# %K) : New Work Item
Proposal Of. SC ®° WG TOFRER({LEB DR
RoOZL. FHREELEBORRENIENSBE, JITCL IZ
HLT NP XEFBHL, FEICREZKE TS B
REHRD NP BABSNTERICERE(LIELEH
T3,

WD (Working Draft, fEXRR) BB XFEOER.
NEVEBEBTOBRBETHY, AXNRFREBDONAR
V. WD XECEBREREaAVINEEL T2 ER
T5. HHBEDOL~LIZELE SCHH B LS CD
I Te.

CD (Committee Draft, ZE &R R) WD DK DL
LORR.CD XFEIX 3 yAOREIIhiTbhd. &
REHZOHKD FCD ikt BREMDELZOFER
ZEELTHE CD #EiZhiTbhsd. 2 EBE® CD
BEZEBTHXES 2nd CD LEER T 5.

FCD (Final Committee Draft, R Z B &K %E):CD
DRDL_)VDFER. FCD 3EHBICaAMTES
BEDLSNVRDT, 4 7 B OBREHE IThoTNS.
B ENEL 261 FDIS icHETe.

FDIS (Final Draft International Standard, & #& [E BX
BER) BRLLTRITENSTATORE. FDIS i
2 yADBREBEZLTOND. BERZE B 2HIT IS
(International Standard) ¢LTEITEN5. 1S ¥IiTE
THOB@BRBEKIZRYT. WD -> CD (3M LB) -> FCD
(4M LB) -> FDIS (2M LB) -> IS %17.

IS (International Standard, EBX#1#8): FDIS 23 &
TRBENDBE, IS Lo TREITENS. IS ODRKIT,
INTERNATIONAL STANDARD &¢H#%F 5 (Fl i,
ISO/IEC 12345-6), RO ZAbL, HITEA B, B
AR MR EINS.

Periodical Review (F# R.EL):1S R TRIZFRRAIEL
TSEZLICHFTLRTRERORV. Z0dilidHk
TOEEHMEEERELT, RITELIAMBOARY
5 3 ERELEBUME AT, &I (revision) 757,
Wk % A % #E 3R (confirmation) 3 52, B Ik
(withdrawal) %%, % SC BB L TITClL IZ@AL,
T2 ETHIHEAREEEZRALTE. CoAREE
EEHRELLND.

AMD (Amendment, BH#) : BITEN TV IS ORNE
EEELEVMBTIXELHE. IS 2WATTH5DT



BEELI2»20T, EREBIOLERITTS.
AMD EITETOBBZKIZTT. WD—Proposed
Draft Amendment (PDAM: 3M LB)—Final Proposed
Draft Amendment (FPDAM: 4M LB) —Final Draft
Amendment (FDAM: 2M LB) —Amendment (AMD)
AT

COR (Corrigendum, ;T EX &) : EITE&NTWBISIZ
REVDHIBEICTITETIXNELHE. COR EITE
TOBREERIZTRT. Defect Report (K &E)—
Draft Corrigendum (DCOR: 3M LB) —Corrigendum
(COR)®1T.

TR (Technical Report, HE#T @& HF) : — KA IS I
HARTREBIDDROHTARTACRFEELEN
TR 2% %95 TR BITETORBEZKRIZRT. WD
—Proposed Draft Technical Report(PDTR: 3M LB)
— Draft Technical Report (DTR: 3M LB) —
Technical Report (TR) 1T .

NB (National Body, Z/E): I1SO % IEC DiFEHIZ
REEZALTSMIZ2BORVE. BMER TC
R SC OEBHWECBSMT 5% & 1%, P-member
(Participate member , /& 8 2 M E ) ¥ 7 iX
O-member (Observer member, EEEZAE) DV
THOOBMFEELRZIR TES. SC D P-member I3,
FEODRH, SC 2FB~0OBM, XEDOME, SC 2
BOBRERHORE, SCETDOWGC ~DHEMZDIR
BARLEHPTES. SCD O-member ¥, SCHFLIBER
HORENTERVAEZRE, P-member LIZIFF%
DIEBHHTES.

LB (Letter Ballot, B{E & =) : B RITIXHE, e-A—
N, BERMPHR TS Web REBEBEAREDFE TIT
IREL RBEOFLETITORED2BELHY, BH
THIEABERELHL TS BEF RO E L,
EDVRLVDOFEENTRRS. SC FHERPEITE
(NP #% %, CD ¥, FCD # X, PDAM # =,
FPDAM # %, PDTR # %, DCOR # )i, SC ®
P-member AR ETED. RERERIL, KEHD
BRADELNENTHESNS. ZHhicx LT, ISO §
RELRHPJORE (FDIS £ E, FDAM =, DTR
H X, DIS B E) i, (1) JTC1 @ P-member D Eik
BONDOEREN 2/3 2825, (2) 1SO & IEC DB
MEOBRZREONDOKXEN 1/4 ZBLR, O
MEEZMBLTVWALERE KLU ESNS.
Contribution (37 &) : NB(Z/ME), expert (§ 4
IRV (REEOME) »OREShsE
T, FRER BERR, HREH, 2 MESH
ERe N

3 ERMBEREACEEEREORAELOBRE
31, Ay e—VHEHRBTAOINVEL (9796)

AvE—VERBTAOINBELOEBRREEEDD
9796 X, Integer factorization based mechanisms (K 34y
fRIZHE S M) DB (9796-2), Discrete logarithm
based mechanisms( B B xF 1T E S #E) 0 B &%
(9796-3) D 2 DHh LR I4LD. 14888 £ 9796 D = HDH
BIZKVTAVINEL 2RORBE I TS, Avt—
BERBEELLL, BEAOPIZAYE—CDERO—HEHLL
BEeHEEH, BARIEMIZZDAYE—UNETEND
TLEBBETHEBELATHS. BT, Bikiban-
9796-1 XL LM DOE B IZLY 2000 £ ICBE LS.
3.1.1 B2 RELSMCESIBHE (S 9796-2)
IS 9796-2 13 1997 FIZEBHREOE — MR REITEN,
DYIT A 2002 FIZRITINZ. BESATHWIAL=X
AlX 3 FRTHD. EDAI=XLL RSA BLAICLVEL %
ERTEID, BEALCANTIAVE—V D7+ —< vy ER
DFEVIZEY 3 FRPBEHALIN TS, kB, 7+—=vk
EROBWVICEY, 2 FRiT, BEMBL FRN(RALEX
IZHTHEABREL), 1LFRPEERNEL FRA(FALEX
IZX$2EBZNPRUCLIERORV) RS, bk, BERWE
4 5 RIL PSSR LIZIER L THAB.

ASEOEMRELOSHICBVWTIL, By-7=MEY
AR E A ETHIENREL.

3.1.2 3 REBOTKIZE SIHWR (9796-3)
9796-3 IIBEB R BB BEICE S Ay -V HETHEL R
BOEBSRIE THD. BLED 1S9796-3 L5 M ik S0
AvE—VHETRELDORE 1S15046-4 B ETHHEMT
2003 FLOVKED A EST-. ARBOREFIIETH £
EREDS.

ALZHIT, FCD BREORKRE(9 BRE, IR E
(UK) 2B X TORMIETZo7=. UK 2 Hm /2K 0 B i i,
1. BAN=R LD EE L Bl ih &2 B &0k
DEM, 2. FEAH=X LA BREEREOT F TRE
BO2RE-T. LFEOMERE, 1 1ELTIXL T ANNEX i
LU, 21ZB8 LTI B4 (1S9796-3, 1S15946-4) 255
LicRol. ZO#ER, ECNR, NR (74> 5FK), ECMR
(R A, 2 T&E2), ECAO(H &, NTT), ECPV(*H),
ECKNR(&#E[E)D & F R BB ELENBI LIt 3.

ALHET, ABRKIT FDIS It Liczo= D,
FDIS & %EIiX 10 A S #HURRICRBEE ZLND.

32. Aye—URBEEE (9797)

9797 AV E—VRBABFSOEBEREEED TV,
Mechanisms using a block cipher(7 oy 7 5% A\ A8
) OB (9797-1), Mechanisms using a dedicated
hash-function (& Al Ny Vo B E 2R VW25 8) o ik
(9797-2)&, AL HBTH B IR REN 7= Mechanisms using
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a universal hash-function (Zz=/"—H% Ay 2% A
WHHEEHE) DB (9797-3)D 3 bR ENS.
3:2:1. |18 TayslEERAVH8#09797-1)

Tuy I EERWEAYE—CREa—NIZETAHE
Thd. BLIE, 1999 2 IS L&/ 9797-1 DKITIE¥ %
ToTHY, BECEHBREZICHBEIN TS 6 20TV
TYX LD, BORRD2HOOMACEAITLTHETS
FBELTWABTAIYXALSE6D2 DFHIBRTHIETHET
BEDLRLTWSD. AL # TIXE A I NIST
SP800-38B:2005 "Recommendation for Block Cipher
Modes of Operation: The CMAC Mode for
Authentication” (2005/3/9)» % {T&ni=l=, ThEH %
XBICRBRTHEDICHIT BB bRrok. BEE
BHOWITRTIE, AR DOEY MACTNLVIIXAS L6 D
2 2%HBIBLT, 721 OMAC & CMAC 2B ANIZ/R> TV
% LW MAC 7YX L4#5 13 ANSI X9.24 IZ&E iz
—HOENWFETHEEBENHDD T, NOTE IZ warning 73
LR EN TS, Bart Preneel KBREZFZE DTV,
Ist CD B E iz te.

322 28 HA Ay V2 HEEZRAVWIHRE
(9797-2)

HERAN Ny Va2BREAWVWEAYE—VREa—FEEDE
B Thd. BLEOEREH K IZIE MDx-MAC
(RIPEMD-160-MAC, RIPEMD-128-MAC, SHA-1-MAC),
HMAC BX T 256bit LL FDOAvE—VRIFICHE #ELINE
MDx-MAC DEFEBBBEBEIN TS ALFETIHXEM
RELMBTbh, SHA-1 HEBRITEARBIZEERN
e, RVWH AR O Ny V2 BB EBEVRALIL~DE
FBIGEERBV)DAA Mo, HETTHILTHEX
Il-. Bart Preneel KBREFZZEDD. BE, FELHE
FELTWAS.,

323 B 38 TNV EEEAVIRR
(9797-3)

~JLE¥—LY, universal hash function %\ /= MAC D#Z
LR BHRDHY, 9797 IZ/3— bR BEMLTREATHILEDR
BEENT. 97973 KHBBTIAN=XLOBEHELTIE

P6?1y1305-AES, Universal hash function proposed in GCM,

UMAC M2 F5HTVW5. Bart Preneel KB REZFZED
5. B, FEVHEELTVA.
3.3. =UTATARAE (9798)

9798 IX TV TATARBEIWCETI2EBRBET, F 1 WL
LE 6 HMETHD. EHIXENENRR -MHEEFT LY
ALER VBB - TAVINVEBELBEWER VI -5
REBEZAVIEE - Poun@BBENzBVWI 8- F8
FosBBE R ODHEE, LRoTVE.

331 18 B\ (IS 9798-1)
5180 (K ) 1358 391 R L OO 91 & T Y, i [ 0

TIUNRBTHITTHIERRELTVE.

LML A—U2BICT, WATERBLTW M —DET
HHKED NB aAVMNBEXMEDOEFHICEHTI0)%
RELEER, WiTITETIEEDLDOTIIRVEVIFE R
WCE ok, &b, bLEREFT TBILICho-B A, MEH~
DIMBERPROVIELHBALE. ThbDRREZITT, &
RIRITEZROCH BB (1997 ERR) ZMEEERTH
WHZETHELE.

332 8 2 B MHHFEHESTAIIXLEH VSRR
(IS 9798-2)

528 (R ST VAY XL VAR, 1S 1999 #
BORERRELOBHEAZLTEY, v/—r&# TiEK
FTEAIREDEIORHFNEN. BAZE LS VEND
HTOBERBPBRHINTEY, V41—V LB TOHRORE
B, RTZIITEPREENT. SRBFELREED
ISERITONDIERERSTNS.

333 8B 3 TAVINVBLAEFERAVWSER
(IS 9798-3)

B IH(TAVINVELAENERAVIEE) IEHRE
LOK#ZR X TS5, %t:ﬂ&z?rfl"/\“%&@?ﬁb\ﬁﬁt:t
HEhihofeledh, U—r 23 T 1998 ERR AR E
BRI aILBRESINTE.

334 8 5 8 EuamREkFrAVIHMMAS
9798-5)

%5 H(PomEfeRAvasBE) X oW (2004
#£)FDIS EHKTL, IS HRIZR7IENVORE TH
5.

LA, FDIS B#ERIZRHENTW=AXYRAD NB =
AURD IS IR BENARD 2T (ITTF REH BERE) 129,
REIIVXMBERESRHENE.

%<D NB I3 IR RBbolkizd, Biffare—Fo
FHEORR, KERXRBREELTRYV T FILTREL
7.

335 M6 FHMT—I/BHEAVINE
(9798-6)

%6 M(FBT—FBEBEZHVIEE) IhoOTHLEROR
BERIZTHHT, THORIFEZHMBLLAVWEAEOM
HIUTATABIEEED. BIE, 4 DOAD=X LB FRES
nTna.

U4— 2O A TEEIZ FDIS B0 RESH TWE
DT, VA—VEBTIIARED IS HRICE T ZEHER
Ihi.

34. Ny (10118)

Ny aBEROERRKEEZEDS 10118 (X, General(
o2 BB DRK(10118-1), n-bit Ty IH STV
FYXLEF AL Ay 2B #(10118-2), FH v =8
] 0118-3), EVay—HMREEAMALE vy
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(10118-4)D 4 DbEREIND. AKX FHETIX 10118-3 Ioxf
THEERELEI0118-4D2ONEHINTDOT, TOHREL
i75.

34.1. 38 HEH v 2% (10118-3AMDI1)
1S10118-3:2004 X, ~y 2B EICETIHKETHY,
RIPEMD-160, RIPEMD-128, SHA-1, SHA-256, SHA-384,
SHA-512, WHIRLPOOL D 7 DD 7 A IV X AR B EN T
EHEREEEIZRSTWS. ZRIICHL, KEREAE FIPS
180-2 IZHR A &N TS SHA-224 LENMERR A OT AR
VEEBMTHEHORITAEESNTEY, ALFETIX
TOBHIZHOVWTEHL, FDAM B Z (FDIS #EIZH Y)
ICHE T ENABEINT-.

COBRBEZBLIIFNC, BED SHA-1 ORLHEE T2
RYBIRERICH TS SC27 LLToORIEEEHHEL,
SHA-1 NEREMICT2HEROEEL SHA-1 T3
SC27 MBHDAT —hA b HP KB #THIETAELL.
342. % 4 B FMARBEA VB yY=2BKAS
10118-4)

10118-4:1998 IXEV27—HEZRA WA vy a2 BHKIC
BT5RETHD. 10118-4:1998 {ZiX MASH-1, MASH-2

LIEIZNARSARISZAVE2 2O FRABEHBEINL TS,

£ TIX 10118-4:1998 DEHM RE LN Tbhi. BA
LEEBFIASRTORWIE, HEDERBEVWILREE
HHRICELEZRRBLE. L2L, 2B T SHA-1 O &
LHEDTRERLTEE 5 ERICABELTEORATHLHER
EEPRITNERLETRIERVWEDIAVIMIEER, &b
AT Zrob REMIEETREEFGHRBRENTWZE
Mo, BHEEIZIIHITTHILTRELE.

3.5 hEERE (11770)

FEHOEHBERABEEDD 11770 iX, BEBHBE LD
BHE (11770-1), HEEEHEZAVIEE OB K
(11770-2), M HE S HFTEZ A VLB 0 R K
(11770-3), 55\ & (weak secrets)iZ 3 S<HH# O R #K
(11770-4)D 4 S LR END.

11770-1 & 11770-2 ¥X 1996 4F, 11770-3 X 1999 £E (2%
NENEBHRBLRSTVA. 11770-4 1% 2002 ELEH
DRBENTRY, BEZEHT TH5.

3.5.1 18 H#MAR (IS 11770-1)

11770-1 BB EROBRMEADHEE T, BOSTAT7H A
N BORAEINBEREOER, BEXOETMIZOWVTE
BENTNS.

AARXBMET v 7T — DL ERHBELTHIT L2
ACRLTWE, SRIOEMRBELOZFEICBWVT, il
BABEDEIETIIRVOT, AMkGEER LR,
352 3 2 W NHHEHNER VIR LEE
(IS 11770-2)

N770-2 1 XX B S HEMEZAW-RBEEORK T, Ra

VYN —RAVMORRELEE, BRE R IEAV-RRE
S, BEBRYCIERVWERESEES Ththg
ONHRELTNS.

MEE, BEBREUIZA VB IBBEO— 2R
1I2)IEx L, EX2 V7 OB BEEE# TR X1V HEN
EEOERMEPLELRoT. ZOHFK 12 ZBIR T 55T
EXBCAHTIARENTONER, KA ELTERS
n, TEXERITERELE.

e, ARBRCITOAEEH RELIZBWTS, £E,
BHFR 12 ZHIRTRELOIAVIIHT, HITTHIEI
pote.

[*] Z. Cheng and R. Comley, Attacks on an ISO/IEC
11770-2 key establishment protocol, Cryptology ePrint
Archive, Report 2004/249 (http://www.iacr.org)

353 %8 3 8 FANHFEHESETEAVIILETREL
& (IS 11770-3)

11770-3 MK SHFEZRA VW -REROHE T,
XA SICERTIREROEE IR, BIUOEZEF R,
ARBOEEFTFXNEENTRLEOLPRELTVS.

SEOEMRELOLHBIZBNT, XITTIZLHREE
Shi.

354 B4 BORBEICESIRE (11770-9)

11770-4 IIBVWHE(RRTV—FDIHR ABIRE 258
RS BRIZEHIBEWV)ICESKKREHEORK T,
NAU—REEREFEE, BIUREIE#ELTAETN
HOPRELTNS.

ALHET, AHKIT FDIS ([THELILITRo7-D, BE
BAORIZ7MEIBEAICZF A NR—MNIMEERTI 7 RERLT
HHHIZLIZRR S TVA.

3.6 BART4OINVESR (14888)

14888 [T &R B T4 VAN E A OEBRBRBEEDTNS.
General (14888-1) Integer factorization based
mechanisms (K £ 4y #% (2 2 S<HE 4% ) D $ #5 (14888-2),
Discrete logarithm based mechanisms (B # *t #5123 5<
) DR (14888-3)D 3 O bR END.

3.6.1 H1# BB (14888-1)

14888-1 It & B F ANV BEL BB L2EDOTL—LY
—JEERLTHEY, KE BREVRESFZELLTVS.

SBTRTAVINVEBLABRBOBRROF $IZONT
14888-2 BLT* 14888-3 DEEELEH-AENELN,
14888-1 I 1stCD (ZEdeZ L TA B L.

362 2 HELOMIZE SIHHE(14888-2)
14888-2 IZR M O M BEICE T4V ANV B L EH/OIR
BThsd. F#H P OERIZIXZ RW(Rabin-Williams), RSA
(RSA-PSS), GQ1, GQ2, GPS1, GPS2, ESIGN ®» 7 D7
NAYZLHH/EHEN TS, AR FH TIE FCD ICE LI &I
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R¥+TBNBRE o778, 2" CDERBIETEELE.
Louis Guillou KX REZFL2EDS.

3.6.3 35 3&F MEROHBICE SR (14888-3)
14888-3 IXBE B BRI BEICE LK TAVINVE L R,

BBIIERABICESIKFIRE ID R=2FRIZF TS,

FBTORERICIE, ERAFICEIIHALLT DSA,
KCDSA, EC-DSA, EC-KDSA, EC-GDSA @ 5 D #B# X
N, ID X—2F X &L T Hess[*2]& Cha-Cheon[*1]D 2
RSN T3, Liqun Chen K & Pil John Lee K 23R4
FEEEDD. 148883 IIFCD R E~ELI LN A EENL.

[*1] J. C. Cha and J. H. Cheon, An identity-based
signature from gap Diffie-Hellman groups, Proceedings of
PKC 2002, LNCS 2567, pp. 18-30, Springer-Verlag, 2002.

[*2] F. Hess, Efficient identity based signature schemes
based on pairings, Proceedings of SAC 2002, LNCS 2369,
pp. 324-337, Springer-Verlag, 2001.

3.7 M dh BRI SIS HE (15946)
HEAMBRICESKESRITOERRELEDD15946
tX, General(¥§ [ sh #2 £ i) D B #& (15946-1), Digital
signatures(7F 4 P F NV B L )DHE# (15946-2), Key
establishment(%>% fe 3L ) D # (15946-3) , Digital
signatures giving message recovery(AyE—VH TR E
B)DHHE (15946-4) DA ALK END. 15946-1, 2, 3
IX19984E MO #0344 £V 20024F ICEH BE R 1T, 15946-4
1320004E 0 HF #0346 £V 2003 4E ICEHBERKE Lieo T,

ARXBETH, F4REZRVEETORBLIEH RELL
RolDTEOREEITD.

3.7.1. 18 BR (IS 15946-1)

15946-1 I3 AR ICE SKESHEFROERICLEI
RBPEFR, HABBRONRTA—FDOERFIERLZORIES
®, OB ROTEBERCERTIFHEZEORETHD.
fHERELT, M ROFEEMEARBER I TS,
CABEOEHMRELOZHFICTIHVT, IS 15946-1 1%, BLIE
FE B ThHD 9796-3, 14888-3, 11770-3 HE THLALRDHE
WMBREENTHRWEY, KEDPREN A AL UK 2bHo
T EHMRELESBORE, ABORENIREL, 1
EFEROREZTORFRTHD.

37.2. B2 TAVINVESL (IS 15946-2)

15946-2 3P HBBREA VT ACINVELDOBRET
H5. BRI A ELT, EC-GDSA (K4/Y), EC-DSA
(K E), EC-KCDSA(# E)D % F RBPEBILSN TS,

IS 15946-2 1%, BAEXREHR THHRMBTAVFNVEL
DEBEHE 14888-3 ICHASNDFETHD. 20, B
EETOEBERKEOHBETHEBEAZITV, FHRBER
%, BIEShAZENERBEN:.

3.7.3. 3 MEMSL (IS 15946-3)
15946-3 MMM R ICESKBRESLIORE THS. B
SEDOBEHFIX Key agreement (83 %) & Key transport (8

W) pbied. BEFTIE, BRAZITIZVTATA1IE
NERHETHY, FOTUTAT4LEEROELTFHR
ETERV. BBETI, —FI*EFTIRBEZRELMS
WX THILTRELEITY. 15946-3 Tik, Zhb 2 &
BORBBESNLLELT, £ 10 FRBBEK LI THS.

IS 15946-3 13, BEREFR THIRESLOEBER#K
14888-3 ILHMAINBFETHD. 00, BEETOE
BREOHMETHEEREZITV, FIABREITHE, BLL
SNBIENRER SN,

374. 8B 4 8 Ave—CHREBTATINVESL
(IS 15946-4)

15946-4 IAEM BB ICE I AVvE—VERTRELOH
BTHD. 15946-2 TIRAVE—VDOLTHELBRIEDA
NICLBERELFREBVBEIDIKL, 15946-4 TiXAy
T—VO—HBPBEREDANICLEILRD, HDHVITA
vE—VDANELBELRVE S FREZBVED. AR%E
IZBWTiX ECNR (747K), ECMR (B &, #2 FTE2),
ECAO(E &, NTT), ECPV(X[H), ECKNRGEE )D& K
KXBFBLEL TS,

3.8 FLALARFTH—E R (18014)

IS 18014 IZFALARZL TFH—ELZADHK THY, 5 1 #Hix
Fei A, B2 XM b~ 2 AR T DA, 53 i3y
VIMFEN—I B ERTHRMERSoTWS. KL, A AIIZ
bIALARZ L TEERLTHRLEAELRITTE—ER
FERBLTVWBEENRHY, EOTBran R G —F
BEEIEETN TS,

3.8.1 1 #HEA JS18014-1)
EI1BRILOEEHRELOBEHICR->THWIDT, A&
BRI TEEORABELEIN. B RLERARLMUBH
FEEAIZLT, hoE« 3% ICE RbEHEHEALLE.
HADHKETEHIX, (1) seraialNumber &W)H/8FA—FH
BRESNhTVWARERENTVARVDTE  vavic T RE,
(2) accuracy EVVINRNTA—IRHINERBREZRE TS
DIXHEROT—EDOREMETRTRE, 3) RHEEFITL
V—bERITBRBERSTVARL Y —rOF ERERIN
TWARY, VIR0, ARMVDOUEERIIERZEDD
7e$1Z, (1) ASN.1 D i XML 7x—<v DA, (2) B
2P —ERTEZ b ANTZR — OV —t Rk, (3) FALLZR
o7 —ERAORBEFMEEEORS, 4) FAFIZLS
FALRZ T OFMOEB, 2ELVILD. FRHIZE
KO LRBRRELEBAREARSCOB RN BE>THITT5
Zhiipol. MATEEDOREFR ITIEABBRIRIEL
7.

382 % 2 ¥ MNP IUEERTIMME (S
18014-2)

THLELLRAMIEEY RELOBHIZR>TWADT, KL
BT TCEROBAVBEEINE. BARLARSMVRHK
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FTEEIELT, thoE 2 3HFICE R EHRER L.
BADOHITEBIL, (1) 2REES2HERALTHBPKIY
ABRE T VAT AV I EBEILRE T4 —ARIZB T
TarmiEm, 2) LRBFHADEM, TLE. AXA0D
FRIT18014-1 LB TLE. EMICEKRMRIEREZL
AREARAVDE RPBE-TREIT THILIC R, &
TEEDOREE X, AL D J. Manas KBBEL.
3.9. L% AR (18031)
HBAEROEHBEREZEDS 18031 i, ALEAERDE
TNARIALBERBOEREZ G2 EL, Deterministic 72
EEAERTNVAEYZX A (LLF DRBG)DHIEL T, SHA-256
FRAWREE AR, AES A WA K A& R,
Micali-Schnorr ¥ (LA F MS #£)72&, Non- deterministic
REBERTNVIYXLEL TR AR noisy diode % F \ 7= i
E, EBBLTNAS. 2000 EXIVEHEVFHBILTVDS
(2001 2% A kL% Random number generation 75
Random bit generation (2% &).
FCD X #H(Zxt L THE — K3t EE R LTV B A, MS &
b, LB # SN Tz Blum-Blum- Shub DRBG(LA
T BBS)X° Blum-Micali DRBG OB F£47ELT, [h
LEFIESEDIREIEDERTHAN, MEHEMIL, &

WHLRBEHEMRECBLIUERLEDEIFR)ICLY,

COBEDOERIZEEN THo-. 28 L, (LLBBS %%
BMLEZWORE, BB EICARIOEMEZH T
EUERHDIILEAEREIN, REAIBRICEDS-. £

7o, AXICRRBINTWHERZMHIZAS DRBG ThHhiiL,

## D DRBG UM ITHEATEEEOERBMBRES
Ni=ZebHY, B MIZ FDIS ~EL IR BAnT-.
3.10 BE 57U XA (18033)

18033 I3 ST NIV X LD EBER K EZED. 18033 121X
B1EIOE 4BETHY, TAENKRR -FEAHES -7
Oy S AN — AR B Lo TNV,

3.10.1 % 2 8 X BRAF 5 (18033-2)

w2 M (EXFHEE )T, ECIES-KEM (kEH ) -
PSEC-KEM ( H & ) + ACE-KEM (X £ 2 ) - RSAES -
RSA-KEM CKE) -HIMER) (A &) D 6 2D T A TYX LR
BHENTWS.

ARBIITTIONRBOR A TEEIC FCD RERKEMN
HTWED, ARBOREEDNTSFSOALLBERELEE
DT FVNRHFETIHRICHERISNT, v — 2B ITH
LEBLERSTW . U— S FHTIIHICKRERMBE RS
, FDISBRE~HELLTEENRAEELE.

3.10.2 3B 3¥ Suy IS (18033-3)

BI3H(Tay s S) i, 64 £y M & Tk TDEA (K
E) -MISTY1(H &) -CAST-128(HF#) D 3 2OF7 LAY
ZAAH, FLTI128 £y i 5 Tid AES (K [H) - Camellia (A
&) -SEED (8 [H) ® 3 DDOT7 A ITYXLAPEEFIN TS,

VA4—2ETILFDIS HE DK F THY, i K&/

BOLEPS-OT, KREEOEy a3 Tonenor.

2%, FDIS REDHERIIV 1 — v 2FH®R D S A 23
A TERIN, BEREHICI Y ABED IS HIRSHE
Erhoi.

3.103 FH 4 AN —ALRES (18033-4)

VA—VRFOHAET, F 4 B (AR —2ES) I
MUGI (B &) & SNOW 2.0 (R =—F ) D 2 DDOTLFY
ZLNPREFENTEY, FDIS DR EHF ThHot-.

BT v —IhbDHFFHLELT, HF-RAN — LK &
TN AYX L Rabbit ZBMTHEDBEMEERTNELD
BEVRDHo. ZhzR T, FRICEMODRN — LK 5
TNAAYXLEHEL, TORBRER TEHEERTI20F
NERIFTHI LRI,

2%, FDISREORBREIV A —L2FH%DS A 23 A
RHTEREN, BEREHICELVARKZO IS HRDFEE
Lot

3.11 F—Zh TR (19772)

19772 TET— % 1 72 V{LitE (DEM, XF#aiES
L MACOMEEREH) OERBERBEZHRS . NEBIiTiew.
V4 — 2EATORE A TIX, OCB* AES Key Wrap: CCM
DIDDAA=RXLBPRBBEENT V.

T4—VRHBE T, FXAXVAILOFEICLY, TS
NDBAH=ZLN 3 Db T DI RBIEIThoTo. ZOK
EBREEEZZTT, WD2H Ist CDIZEDBRENEIND
FBRDBRENT. FOREE, FCD IZE D BRTIZ (CD DB B
T)BEAN AL ELEBRNICRE T READ =X 2%
BIRTDLVIRTREH DO TIZ, 4 EIT 1st CD ~#EDH B
LCEENERLE.

RE, U4—CEBTRARBEOIS IV E “Data
encapsulation mechanisms” 7 b “Authenticated
encryption” IZEETIIEHLRELTNS.

4.5
4.1 "AFA Y7 A B

BEBITO ATM ICFRARRE DA KRBIEEBNT VT
B, ZOXIRERBIE (NAF AN IR EBREDE
¥EERTHDIE, ITC1/SC3T DR Y THB. LaL, &£k
BAEEBOEX VT 40, ABRRBIAFLEBLY — LoD
Fubal0eXaY 74 E TOZEHE(LE ITC1/SC27 H34 Y
T5. ZZTITCI/SC27 1L, NAF AN 7 AR DIEE AL T
fih>Z& B & (]l xiE JTC1/SC37 R JTCI/SC1T ®
ISO/TC68 X ITU-T/SGI17) LtER KRB idy iR
9 %7282 Ad Hoc Group on Biometrics VWK EE S
ZRELL. ZOEBRIIVA—2 3 T Advisory Group
on Biometrics L EN, HBDER Lo L T®D
LI D Advisory Group DUVA— LHETOREES
FTIZLTWA.
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4.1.1 RAZF AN 7B OEX 2V T 454 Kk R
B OH:HL I (NP 19792)

NP19792 {ZSC27/WG3 CEMIN TS, BHELTHE
1 ELLEBREB TN, BENREERRENRRS, A2#H
TiX 3rd WD REF#ENZ. BADOFEIL, N4 ANIR
BEORBULHEOT, — M ARFETHEBEEAR
FBDOTHRL, TVIAYRXAL ), ST VAT —avl
), VAT ABELT SV —a bRV TERE
HEERMTREEVILOTHD. BEMLEERRED
BRHIZOHTT, FEEORANPREST. FFERN
ETHAZAELRIERBRESR ICRELE.

4.1.2 RAF AN 7T T —MRE (NP 24745)

NP24745 X JTC1/SC37 > Bak%ﬁénumr AR
MEBTHEAMAERKIERE RS — 5&1,1*;‘—
/\Lgﬁbrr—&f\—z%ﬁﬁﬂ‘él&%@, CARY—F —5
DEX2VT 18I EBHELIZELERTHS. %EH:%%%
EREUIT TV, IOXKBEICHFEI R HSNTD
T, INER—RCBE G RRRIEREELRABTIZL
WZhpol, MEFIFEL2RHL-EEHO Park KV
L.
4.1.3 AALF ANy 2T —FDORIE (WG2 RHN#
)

TRIEEEICRRBEZF UL TOES, OKERER
ANLEENBHEINT. BEOFEFNAMAT—FEEIZ

1 SC2TWG2 V41— E—K (2005-04-11/19)

LTHSRELAOREER T, FE»LOERMEIC
WTRBARENZYD, @BEILI AHEZBRICHFELE
ELTHRHZEHEL, EEREEEN L E2—F5Z8IC
Role. — K, BAOKEBIERRBITLEB TARARER
LIciEREY— N IZEDBEIC, ‘E%“:)T{@ﬂi%%iﬁ&’&
WAL TY — "D RERREEAHKRIIICTIRE.
ISO/TC68 (&Y —E AR B OFEILEZAY) DER MO,
ISO/CD 19092 |2/ A TEB D T TC68/SC2 L L=\ &
ArBHY, BEAFEERMALEZI U XFEE SC37 L
TC68/SC2 & ITU-T/SG17 I B LiZizoi-. -, ZDA
A % #ED“Biometric Authentication Context”&V )% Hi%
NWIP O 7uy =75 LT ITCl IZR B T2ILICRoT.
MEFIFELREBLAEFTFEARSRMELE. ZOR
BICE-> TR/ TLE.

B
AARDEBREF2VTAHROBEBREELEHICTHIY,
B WG2 @R, £ SC27 ENZASZAERICIE, #
AEINVSHEEE TV, ZZICBHOBEEZRLEW.
7o, ABEELERTHICL D, BH WG2 @l"]§§:¢
X%, ¥R WGl ENZBLSEE, ¥H WG £8,
WG2 ENZES&ZR, FHRAB¥R2O=ZEKRIZINT
BhEx#R W, ZZICEBHOEEZR L.

3%SC27 Plenary (2005/4/18-19)D#E & Bk

B Hik4
g5 |2WN | moBR | amR -

AT —FA XA AT —FA

"7064 BRAELF AT (Check character systems)
| [ [ 1ISO/IEC 7064:2003-02-01 (2nd edition) % F.

9796 Ay—EHTRT 4%V E 4 (Digital signature schemes giving msg recovery)
9796-2 B8 KBRS HME  (Part 2: Integer factorization based mechanisms)

EHREL &ET RewEeE A ISO/IEC 9796-2:2002-10-01 (2nd edition) % /RH.
. OID & ASN.1 23BN 2BMEIERTS. MEEHE.
9796-3 3. BESCRHKICEE-S<HEME  (Part 3: Discrete logarithm based mechanisms)

FCD B FDIS ISO/IEC 9796-3:2000-04-15 (1st edition) 2 843T .
EHETRRES.
9797 Ayt —UZBIEPFS (Message authentication codes)
9797-1 B E: S ay /RS d AV DEHE- (Part 1: Mechanisms using a block cipher)
1" CD HETTHAMEK | 19 CD H&ZE | ISO/EC 9797-1:1999-12-15 (1st edition) EETH.
ETREE OMAC & CMAC ZiBM§ 2T LERE.

9797-2 W2 E: B 2 BE VA (Part 2: Mechanisms using a dedicated hash-function)

EMREL &R T T ISO/IEC 9797-2:2002-06-01 (1st edition) D F.EL.

Bart Preneel FIZEV\D/N YL 2 EDOREBOHEAIIIEEN.
9797-3 % 3R FHEE vl 2B VA (Part 3: Mechanisms using a universal hash-function)
[ - [F280% [ B2 8anEIL, AES 2L 2B ETOHRE.
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9798

T T AT A (Entity authentication)

9798-1 1 5%: %3  (Part 1: General)
okET - HETH I REHIGEEPENVY, ET2 P IEL TREGE Iz
ISO/IEC 9798-1:1997-08-01 (2nd edition) % F R.EL.
9798-2 52 #: XFRRE ST VY X b VB (Part 2: Mechanisms using symmetric encipherment algorithms)
EHREL | & ESi [ 1ISOMEC 9798-2:1999-07-15 (2nd edition) % REL.
9798-3 FIE: T4 ELENTERV S8 (Part 3: Mechanisms using digital signature techniques)
EHREL | [ Mkl [ ISO/EC 9798-3:1998-10-15 (2nd edition) % RLEL.
9798-4 AR WS R B DM (Part 4: Mechanisms using cryptographic check function)
[ ISO/EC 9798-4:1999-12-15 (2nd edition) Z{E .
9798-5 55 & Pomigiiie AV A8 (Part 5: Mechanisms using zero knowledge techniques)
IS tHAR & 7 - - EEORMERETRY FiFbhi.
ISO/IEC 9798-5:2004-12-01 (2nd edition) Z{E 8.
9798-6 %86 H: FHT S8R A A4 (Part 6: Mechanisms using manual data transfer
FDIS [ #m& | 18 HikRTRE | #hgAERR .
9979 ST NIVILOREFH.  (Procedures for registration of cryptographic algorithms)
Tor—hk Bl Bl ISO/TEC 9979:1999-04-01 (2nd edition) % Ak,
JTC1 COREEBREIIBITTA.
10116 n¥yh7uyJiESOFAE—F (Modes of operation for an n-bit block cipher algorithm)
Revised FCD | - [ FDIS  [ISO/EC 10116:1997-04-15 (2nd edition) Z&zT
10118 Ny 2 B¥ (Hash-functions)
10118-1 % 1 88: #%  (Part 1: General)
[ ISO/MIEC 10118-1:2000-06-15 (2nd edition) %4 /A .
10118-2 F28: nEybTuy /SRS v 2B (Part 2: Hash-functions using n-bit block cipher algorithm)
| ISO/IEC 10118-2:2000-12-15 (2nd edition) % {5 .
10118-3 $F38: HH/ v 2B (Part 3: Dedicated Hash-functions)
FPDAM SR MPERR FDAM ISO/IEC 10118-3:2004-03-01 (3rd edition) D;:B#ZERT.
“SHA-1"IZB8¥5 SC27 DEREREHT.
101184 B4 RREEEAVS v 2B¥ (Part 4: Hash-functions using modular arithmetic
EHREL BELE oET ISO/IEC 10118-4:1998-12-15 (1st edition) % RLEL.
AARLEEOREIERBIZEEIBREL, BIET—BAELEY, %A
Bart Preneel RO XT, WATTHILIC.
11770 MHEEH (Key managemen)
11770-1 % 15: #4874 (Part 1: Framework)
EMREL ET REweE A | ISO/IEC 11770-1:1996-12-15 (1st edition) % FLEL.
BEIXROADORITER THIITREGE AL Ro0.
11770-2 52 8. PRS- BTE VDX BESLER® (Part 2: Mechanisms using symmetric techniques)
DCOR Bk Co;;igendu ISO/IEC 11770-2:1996-04-15 (1st edition) DFTIEXEZ{ERT.
m BT
EHREL T 8T ISO/IEC 11770-2:1996-04-15 (1t edition) % FLEL.
FELEETD. Mitchell KANRES (ZRHE.
11770-3 5 3 80 JEIFRHE B EiE AV A E M B (Part 3: Mechanisms using asymmetric techniques)
EHREL okET ET ISO/IEC 11770-3:1999-11-01 (1st edition) Z R.i&EL.
FELREELEE.
117704 FA4E: FBOREBITESHEM (Part 4: Mechanisms based on weak secrets)
FCD [ ®m | FDIS [ #nRsfERR .
13888 7 #2B4 Ik (Non-repudiation)
13888-1 %185 3% (Part 1: General)
| ISO/IEC 13888-1:2004-06-01 (2nd edition) %4/ .
13888-2 5 2 BB XTPRRE S BT 4 A\ BHE (Part 2: Mechanisms using symmetric techniques)
| ISO/IEC 13888-2:1998-04-01 (15t edition) %1 /A .
13888-3

55 3 EB: FEXFIME S HNTE AV A48 (Part 3: Mechanisms using asymmetric techniques)

[ [ ISO/IEC 13888-3:1997-12-01 (1t edition) & /A .
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114888 WART 45 VB4 (Digital signatures with appendix)
14888-1 %1% #F& (Part 1: General)
1" WD aA L 1" CD ISO/IEC 14888-1:1999-12-15 (corrected) Z&kZTF.
KiE B KORES.
-14888-2 28 REORRICE-SHAE (Part 2: Integer factorization based mechanisms)
1"CD  [=AMyE®& [ 2“CD [ ISO/EC 14888-2:1999-12-15 (1st edition) Z&3TH.
14888-3 5380 BERBOMEICE-S<HME (Part 3: Discrete logarithm based mechanisms)
1¥CD A MR FCD ISO/IEC 14888-3:2001-09-15 (corrected) & & .
AARDIAMNI—EHBRER.
15946 FE M dRRICE-S<HE 5B (Cryptographic techniques based on elliptic curves)
15946-1 % 1%8: 5% (Part 1: General)
EHREL AT %ET ISO/IEC 15946-1:2002-12-01 (1st edition) % R.EL.
EHFEFESREERIELOE.
15946-2 E2E: TA4VFNVES (Part 2: Digital signatures)
EMREL | MR | #EER | ISOMEC 15946-2:2002-12-01 (1st edition) & REL.
15946-3 3 E0: HEWESL (Part 3: Key establishment)
EMREL | MR [ #4668 | ISOMEC 15946-3:2002-12-01 (Ist edition) % ELEL.
15946-4 | HEAE: AyE—VETET4IFNVE4 (Part 4: Digital signatures giving message recovery)
| | | 1ISONEC 15946-4:2004-10-01 (1st edition) Z{F A .
- 18014 FAL RB T $—E A (Time stamping services)
18014-1 %15 %487 (Part 1: Framework)
EHREL ST T ISO/IEC 18014-1:2002-10-01 (1st edition) % R.EL.
2ok I KASRES ICRUE.
/18014-2 828 JMSIh—2o % AR T D% (Part 2: Mechanisms producing independent tokens)
EHREL gkET ET ISO/IEC 18014-2:2002-12-15 (1st Edition) % RLEL.
AL D Maias KASREE ([ZREE.
18014-3 | 3 #: Vo ofH& b= AR T DM (Part 3: Mechanisms producing linked tokens)
| ISOMEC 18014-3:2004-02-15 (1st edition) &4 F .
18031 EL¥ARL  (Random bit generation) .
: FCD =S | FDIS | #IkR%&/ERP. BBS £%BNIT ADTHiL amendment ZHE.
18032 ¥R (Prime number generation)
| | | ISO/IEC 18032:2005-01-15 (1st edition) % FAF.
| 18033 &7 V=YX (Encryption algorithms)
18033-1 % 1% #7 (Part 1: General)
| | | ISO/IEC 18033-1:2005-02-01 (1st edition) %4 A .
18033-2 25 JEXFRRE S (Part 2: Asymmetric ciphers)
| 2¥FCD | Em [ FDIS | #uiR{ERLS.
[ 18033-3 % 3. JuysikS (Part 3: Block ciphers)
FDIS [ =AMk [ IS HERTE | MRIERT.
18033-4 548 AR —ABEE (Part 4: Stream ciphers)
' FDIS XML | IS HERTE | FIRRIERR T . BMOAN — AR SR EE. BEEGRICIoTEBM
BER T DN ERE.
(19772 F—4 H7 &\t i (Data encapsulation mechanisms)
j | WD [axbib [ 1°CD | #fg#ERRF. &/ b %“Authenticated encryption”iZZE &.
19792 RAF AN 7 EFEHF O X 2V 7 45K CRER OB A
A framework for security evaluation and testing of biometric technology
[ 3"WD | #mE®RH | 4°WD | WFRIERT. AAYL0FER M. SHEILE ERREE IR
24745 S’AA AN S FoF—b %%  (Biometric Template Protection)
@E»LHEE [aA ML | 1F WD | WIRRIER . BE D Park KAMRER ITRLE.
WG2 8 | 7SMAANyZ F—FDFBIE (Authentication of biometrics data)
FHAR HEEE HERH BEHRIAT | BAFFIV /U XFLLT SC37, TC68, ITU-T ~Eft.
& ARV D3“Biometric authentication context — BAC”’&72Y) NWIP RE
e, FET A KMRES BT
WG2 8 | WG2 u—K<y (WG2 Road Map)
A [ [ sC21WwG2 DEBREICLERICRITEND.
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