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Faster metamorphic computer virus detection using redundancy control strategy
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{ruo,takefujit@sfc.keio.ac.jp

Abstract: In this paper we propose a resolution based detection method for detecting
metamorphic computer virus. Our method is the application of formal verification using
theorem proving, which deduce parts of viral code from the large number of obfuscated
operations and re-assemble those in order to reveal the signature of virus. To make our
detection method more feasible and effective, redundancy-control strategies are applied for
the resolution process. In this paper the strategies of demodulation and subsumption are
applied for eliminating the redundant path of resolution. Experiment shows that without
these strategies, resolving metamorphic code into several simplified operations is almost
impossible, at least is not feasible in reasonable computing time.
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ENTRY || ORIGINAL CODE VIRAL CODE
BASIC VIRUS

HAT ¢ NI ENCRYPTED
ENTRY || ORIGINAL CODE | | DECRYPT CODE VIRAL CODE

POLYMORPHIC VIRUS

ENTRY || ORIGINAL CODE

L

METAMORPHIC VIRUS
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4. 2 Redundancy control strategy
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entry
point

arbage
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loop
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register substitution
redundant arithmatic opration
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state(VAR(dword_1),

mov dword_1,A )
- const(A),v,Tim(1))

state(VAR(dword_2),

mov dword_2,B )
- const(B),w, Tim(1))

state(VAR(dword_3),

mov dword_3,0 ]
- const(0),x,Tim(1))

push offset state_push(var(dword_3),
dword_3 y,Tim(1))

call ds: state(call

GetModule (GetModuleHandle),
Handle z,Tim(1))
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