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Following the Infection Process and Its Evaluations
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Abstract: The network incidents caused by Internet worms are increasing every year. Infection of worms
that exploit the vulnerabilities can be prevented by applying software patches or installing anti-virus software.
However, it is impossible to prevent an infection of worms that exploit unknown-vulnerabilities. Although
enhancements of security measures at the network boundaries such as firewalls are effective, such enhancements
cannot prevent the internal-infection caused by connecting infected terminals to the intranet. In this paper,
we implement “worm prevention system following the infection process” that we proposed previously , and
evaluate its functional capabilities.
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