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Abstract  Threat probability used for risk assessment changes with investment and affects the optimal investment. 
However, in the conventional technique for system-security design, the incident probability is calculated using an 
investment-independent heuristic value of the threat probability. Based on the incident probability, the best design that 
maximizes the expected net benefit is selected out of a certain but limited number of candidates. In fear of the limitation of 
this heuristics, we propose a technique for a more sophisticated optimization of the investment by considering an 
investment-dependent threat probability. The technique we propose is evaluated by computer simulation whose setup is 
based on an actual survey of Japanese industry. In the simulation, we choose the design with the lowest level of the incident 
probability, and see if the choice is consistent with the best one regarding the expected net benefit. The simulation results 
show that our technique gives better consistency in comparison with the conventional approach of using the 
investment-independent value of the threat probability. 
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ENBIS Expected Net Benefits of Investment in 
information Security
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