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Abstract We propose a hierarchical key-assignment method by which the transmission overhead in a public-key
black-box tracing scheme presented in [9] can be improved. The previous scheme with our hierarchical key-assignment
yields a better balance between the transmission overhead and each receiver’s storage than the original one alone.
More concretely, the ciphertext size can be reduced from O(y/n) to O(k + log(n/k)) without a substantial increase
in the secret-key size, where k and n denote the maximum number of colluders in a coalition and the total number of
receivers respectively. The resulting scheme, as well as the previous one, is black-box traceable (without any secret
information) against a self-defensive pirate decoder that escapes from tracing if it detects itself being examined.
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PFICRT End” 2RHITTHEICLVBHANy Y ZHA
5.

Enc”'(e, Yr, 8): Enc” 21775, 5L, BLFOZSAM Enc”

EREB. (1) /— ROBRIZUTOZDOREEMAS. (i)

0 < U, \X] < 2k, XU, =0, T XNU,, =U,, THS.
(ii) 0 < JUu;\X) < 2k THB /) — K v; R4 —DRBIRTNS.
2(a) IZBNVT, X = {uy,...,un} DBE, AL, WOD
J—Ris, ig,d0,i14 (XNUsy, =0, XNUi, = Uiy, XOUi, =
Uis, 0 < U \X| (= [{uzner, - usr}]) < 28) ABIRS T

3. (2) BFOMBEMA @,

o XNU,, =0 DBB, BRI log, L+1HD /—k
DRI, 0 < UNX| <2k THD/—F v NEFETZH
B ry; =ro ERATS. EI3TRVESE, r; ITro X
B 28AT 5.

o 0<|UN\X| <2k DBE, U \X = {z1,...,2m} &
L, 2k-m-1>0T»H3BE, 2k—-m-1HORA
BEHR Tma1,-.-, T2kt Er Z\(U U {0}) EBIRT .
1St L2k - 11220 T T2 Liz} = 0 mod g &l
FTEE Lo, ..., Law-1 € Z, ERDZ. Bz, Kok
Dh,: ZHEL, BERZS.

ho, i = { g";ly;:&’”j
897 i
ZZT r=r; AT 3.
Usy O X BT B2~ u AEMIEE NB AL E S
T35, 2—HFulRRRckD vy a BEHNLELD
&T3.

[zﬁl R / {(g'n yAes () (u;."v’,-) o }]

2w-1, 2k-1 i
= s{gz.uo Liu g Z.’=n Guyit

/gr.,.)- (A.,) (u)+A, B(u)) }

Lirl, 20! Low' = 0 mod ¢ MREIILIxWr/edh, IE
Lty ra BRI TEhn.

o XNU,; =U,; DIBE, 2,; R Zy ERIRL, 7, IT10
Xidr 2RATSD. KRUTKD b, 2HETS.
- BRENlog, L+1 @O/ —Fodiz, 0 <

[UNX| < 2k TH B/ — K v BEETIHE,

(¢ ¥ v; mod 2k),
(i = v; mod 2k).

1/u"i mod 2%

1/u®s mod 2k

y;:', (¢ % v; mod 2k, r,, = ro),
9%y (i 4 v; mod 2k, r,, =),
[ (¢ = v; mod 2k).

th a4 =

(16) : ZNBIFDBAL XTI ([9) O HALMETHD

- TITRUVBE, by, mod 2t Z g™ IZHERZS.

Uy, RT3V OIMNHUBICAVIEREZS Y
AEBRICHERA S EITED, Uy, BT HI—Y
SRERYLTES.

5 4 #

MRAXOLZ M LB ONTIRRT 5.

5.1 ® & &

RRARDORK £1EiT Diffie-Hellman H5# (decision Diffie-
Hellman, DDH) BMiOREEICE T TS, BHiC, BFK
ARDEBIRIHEN: 2 AT 5.

[EE 1] (BT G, (23435 DDH MMM EETSH
ZEVIREDOTT, BRARIER I BV TEDSNR
PRFTREE M.
(W] HERHBHRFH 7N T) XL ABIZHLT, A
FETHHEB LHEETHIEERA = B ERRTS. £/,
A=>BMPDB=>ATHDIELEASBEERTS. Dis &
IRV FITHETE Ly a VBEG, LDTF A
IR EMRHT DD OMBRMETINFMTNTY XL EL,
DDH % G, L0 DDH M1 % 2 < RS HEAMBH 7 L T) X
LETD. DDH AOAHIE, DDH MEOF v L JAHN (o,
92,93, 94) = (91, 92,97, 93) (91,92 €r Gg,0,c ER &) THB.
b=aTH%5 (g1,92,93,94) % Diffie-Hellman 1 &M TF, b=¢
THD (91,92.93,94) ES T AHMERK. FHT<ET &I
Dis < DDH T# 5.

DDH = Dis ZH1SHTH 3. Dis = DDH IZDWT, Dis %
MWTDDH % TEB & %R, ThERYTS.

DDH(g1,92,93,94):  @o,...,@20-1,00,...,020-3,8, ¢ ..,
A2r-3 €ER Zy ZRIML, e ZRRICLDHIT S,

e=(p, 0,91, {0 =95 }izo,...26-1, {11, =97 95 Yi=o.,...20-3,
{y2. = g} Yizo....20.-3).

s€r Gy EBRL, 4 WIRUL Enc” £HFTH. RFEL,
re, K ro Xi20 #RAL, H,, #KRICL 0TS,

Fuj Tuj Avg
H"J =19 93 (gl 93) lhv,.ﬂa'--,hv,‘ﬂk—] y

(y."’ ya)
h")'i = L ai L B
s (y. ’ga) (92 ’94)

ZZT, (91,92, 93, 94) M Diffie-Helilman #i CTH2BE, v
FicET 2y a B s THB. £I3CRVLEE, &y
>aRBRBG LRI Y LBBEETHD.

Dis i e, H,s 52 %. Dis #, sid HIZxET 5 &M
L7<8&, “Diffie-Hellman " AT 5. &5 ThaLEE,
“GH LT EMNT D, Dis Ay FICHET Ay
#eEG, LS Y LREFHEERBHAETHZNS, DDH X
4.2 517 DDH MU EHE T &M TES. [w]

(i + v; mod 2k),

(i = v; mod 2k).

KIZ, UTOZD0HBIERERNT, REAROT S
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Ry o BB ZEWT S, 235, HihEs 1 ORI
BEE DB ERL, MHUER2 SHHER 3 OEWIIHEETS.
(Wi 2 LHBhER 3 LABHER 1 DY ERROFIEIC
LOEATES.)

[fiBhE R 1] (ANy Y OBMBFATEE) o ADRIEENEIL
ENTHWRWEE, kF AOBRENRERN Y Y LBHFAANY
YEWNTHI LR G, LD DDH MK 2/E< 2 & EHERN
ICHHETHS.
[AEW4EBER) &k ADSIEERBECLL, Disc % C IZBT 5
HEMNRERN Y T EBHAANY F2RNT 2/ DOHRE
FRBH TN T XLET S, TOMORRBIE, EH1 OE
RICBWTAWEREZHEATS. ERT~REZLEE, ANC
=0, |C] = k ZHITIEBDCIIHL T Disc ¢ DDH TH 3.
DDH = Dis¢ I3B15 M TH 5. Disc = DDH (2D T, Disc
ZMWTDDH 2R TZ5Z L&KL, ThE2EHTS.

DDH(g1, 92,93, 91): £1—HIRE U (UCZ,\{0}) EBIRT 5.
UEBREM 2k LATTHD, DOEWVIIRLRIREITHE
L, Ze—HAT 2EH5. H1—FiIR (2) 2HNTI NI
ffFEnTH3ET5. Bl me(1,...,n-k} ZBRL, &
MEL—THE X = {u,...,un)} ZEDD. ANC=0%HK
Tk AOREE 51,..., 3 ZRINT 5.

EANOHEEORARD,,,..., d.,, 55D, ThoDffiz
RAWT, ds; = {(z;,v,Au(z;),B(x;))lv e Nr, z; € uu} n
D ao =log,, g2 EWI=T LB e = (p,9, 01, (97" }i=o,....26-1,
{g5' Vizo,... 2-3, {87 }iz0,..20-3) ZHFTH. TIT, e D
UL Au(x), B(z) BT LALTITEMNTES,

dey = {(zi,0,A0(2:), B’ (z))lv € Nz, = € U} IMD
ag = log, g4 WA T MR ' = (p,g, 05, {g;z }i=o,...2k-1,
(y§;}3=o ..... 2L-3, {g;‘}.':o ..... 20-3) ZEHETSH. ZIT, LD
AL AL(z), B'(z) EHDZEALITFOITENTES. £,
log,, g2 = log,, g4 DEE, Au(z)+AB(z) = A, (x)+A.B'(z)
TH5.

e &e ZAWVT (91,92, 93, 94) A Diffie-Hellman i T#H 215
AREANYYERD, T3 TRVLBABHANY T LRRDAY
Y H EZRHT5.

Disc 1= dsy,...\dsy,e, H 25 AB. Disc %, H 1M
ANy ¥ THBLHELEEBE, “Diffie-Hellman M1° LHMAT
3. EITRWVBE, I ¥ LM LTS, Disc BEEA
Ay FLEHRAANY Y EBHIETH 2N 5, DDHIBEA SN
7- DDH MBI ZM< T &ATES. £, XNC=0, |C|=k
ZMTCREBICRRTEZSLDT, XNC=9, |Cl=k &N
e THEBRDCIZX L T Dise < DDH T#H 5. (m]

(iBhEdR 2] GEEFRAw FICBITBHENE) Biohics
ANy FIEBWT k AOBIEENEN LI NTNDLE,
k NORGFEENBBRAY SIET 21y P a D REHRT
BT &R Gy o172 DDH MMERE< L &P EHIEtR
MR BETH 5.

(W0 R 3) (BREEH OMAIAFATENE) & AOREEUSNO

A—-FHGEBHAIN Y Y EHBRIETH 20BN E, k£ ADEH
HEMNWMHTHILIX G, LODDH M¥iEAR< Z & LR
ICHHETHS.

(RE 2] (75 v oHky 2 REHTELE) G, 12545 DDH
MEHSEETHDENWIREDOTT, #BHNTEHE4ITBL
TEDSNIET Ty 2Ry 7 BRI £ T.

[#EH] ctro=mit X =0 L LI L EDRARRMEHD &
MNTES, @ohER 2 &0, EHRSHEETctr, =0 TH5.
2T, ctri—1—ctr; 2 m/n EWET je (1,...,n) KLTHFE
T3, 2—H u; MRELI—FTHVEE, #ihER IS, FIE
WEEBEIXY = {u,..., 00} ELEAYTE XY = {uy,..., )
ELFEAY Y EHBRSHERTHRNT I ERRFETH D
W, ctrj_y —ctr; LK mfn 125, DEXD, ctrjy —ctr; ®
HMBRERDEE, 21— u; BEHNRERTREL—Y
TH>.

RIZ, BN Y E2RETEEMELB A REHSHE
BAD., BHEESREECETEE, MMER1ED, XnC=0
TH3RY, FEBBBRBANENIBHAY Y EZRBEAY Y
ERERICBB TS, 5T, X = {ur,...,u;} ELTRAEL
EEiaCHMBHBMERLERE, {v,...,u}NCF0
TH3. 1—H u NFEI-YFTRWEE, HEEEI H»
5, FEHB#RM X = {u,...,ui} THI3BHAvY &
X = {un,...,uic1} THDIBEHFNY T ERHTHLEFR
BIfETH B, X = {u,...,ui1} THIEHANY T EAN
L ZICHOHHRBNESHLTWAIRITHS. #-T,
X = {uy,...,u;} DEZIHTHHHBBMEILZBE, u;
REBNIREETREL—YTH 5. a

5.2 % = f#

1IIBNWT, kAR EBRFXEBARY X, N ¥
Y1 X, BIERRYA X, BHARONMOTERE, #5IEH
#t, RUMBICETIHEIR FORAN ST 3.
RELT, aRBUEOKEIFICHT 2 RRLERETHICM
WTENIEMEEER L TH AR [2) OHFAbED 3.

Xk [9] &Xk[2] AR TIE, EARY 1 XH—ETH5.
FHUITHL, 3.2 BUTRUABMAEEAREREARTE, B
ARYA I ADFESITHHT BH, FHAE, 2 =105k = 10°
DEElog, L <9 THD, BRAEMEE IS,

1K E10° LLEBE0, &HRORAKIEABICH
TEAYTYAXERIITRY. BRARIIBH DA S Y1
ZRBRBREEAKICOBEFAL TWHEARTIEMNTE
5. THICHL, MBIHBEHFRTIE, KOFHEX2EE
EEGTEY, EHBTHS. XM LRRHFX BT
&, k<n/16 BEEFHIRBIRDOHNHENTHS. X
fik[2] DAXEMRARERBTSE, KMIBICES &k offi
215/ BELID /NI WHICRET S L ERRARD AL
BYTHS. ELE5DBETBRALESVRZ/15XA—5BRD
HWETHDEBbNS.

(E7) 1 p.g, g RAMEIZEDAV. XM (2] DHRIZOVTHRKIZ n (=
Pa), 9o, h, E REDT, |p| = |q| LT 3.
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#1

R 2y d
Table 1 Efficiency comparison (P, H, S, B: sets of possible personal keys, headers, session keys, and broadcaster’s keys respec-
tively, n: the total number of users, k: the maximum coalition size, L: the total number of leaves in.a tree (L = n/2k))

HAZY 1 X
(log |P|/ log |SI)

Ay A4 Z
(log |H|/ log |S[)

BRM#Y 1 X
(log |B]/ log | S|)

BBFRERE
DEM?

HETs
HEARK

HzET3
MR b

1
log, L
logg L +1
1

[9
Wi i 4 0 (3.2 90
TN

[2

2(2k -+ logy L
%

4k + L +2
(2k+1)(loga L + 1)

+2)

2(klogo L+ L—1)

NG
2
AL
B

R4
HlFRA
PR £
SRR

2%+ L o(k)
O(k)
o(k)

oQ)

2(k + 2L - 2)
3vn

I | T

Header size (log |H|/ log |S})

L
200 400 600 800 1000 1200 1400 1600
Maximum coalition size (k)

3 f£31—Y¥H 105 DREDNYTYX
Fig.3 Header size when the total number of users is 10

F1ICRLEZTOAFRICENWT, RIEARILMTE
3. XRP 0FRELBRARNOBEARY 1 XX EHIC
O(yn) (k = O(yn)) TH DN, k Offi%E n DI T
2I2o0T, X2 OFAMK D HERIILD

REHFRTIL, BHEMBE/MTHENTED/D, #T
HBBEIIRDIEMNTES, ZhiHL, XHK[2) OHRT
i3, ApmgERSIc Lo iz, BRRYHE
TH2PE, BFLREMIEIEILDICEHZITOIL T 1
F4EMBICT DL, BHEFMKVMRT SEESNMLTLE
SH, BHRRNLAMTHBE, LEMEIZAECW.

RBHATI, FATEIREAKICERYEH, &k, #
Bz ET A RBRKENERARRHEARKICHAILTLED.
Zhicxl, X[ 0ARTIE, #IEARICERIRL, £
7z, HIBIZETARTY C/ERIIERTHS. LiRERIIH
BN, ANyFILXENEKMADILELRERTHDIBE
REARZ—DOOBRKICAZDED

6 £ & O

L OPMICER IS NEFERBRBEMLTH T I IRy s
AEBFAIERRRER G [9) DAy U1 XHIHERIEET D, B
AR DY THEEZRELE. ZOMBRZRTIDYTSH
EERERARICEALEHBRESNE KR, kA ER%
DTS5y Iy ABHHEREL, HhOBEARY L INKE
<HMEAIEALIT, BABIEAKICOBLHTSERAL
BlaEB Ay I XTERRT S,

[

2]

(3]

[4)

(8]

(6]

(7l

(8

9]

(10

(11)

(12

(13]

f14]
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