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Abstract Computer virus and worms perform randomly spyware and port-scanning to find a vulnerability in the
Internet. The fraction of malicious behaviors varies, e.g, some host performs scan contentionally and some host
scans uniformly over the IP address blocks. In this paper, First, we analysis a set of source addresses observed by
distributed sensors in ISDAS from a "macro” view point. Second, we examine behaviors of from "micro” perspective.
Finally, we study a new mathematical model for malicious hosts based on these analysis.
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