HEBEA DD0DO0  FrAsms 2006 — CSEC — 34 (39)
IPS] SIG Technical Reports 2006/ 7./ 21

SREB 1233175 PIN SREED X2V T B o !

Bi ¥ TR EE"

T E AT EMBFERT T103-8660 HFUEUHR X A AT ASHNT 2-1-1
I EXEFRAUIERT T101-0021 RAHTFRE XS hE 1-18-13 KIEFF AL 1IF

E-mail: Tyuuko.tamura@boj.orjp, Imasashi-une@aist.go.jp

HOEL SBEETIL, CDAATMIZLARABIEL EICH vy 2 i—RE 4 KTOMIES S (PIN) 2HI AL TF> TV 5.
Frylad—FB@L T, bAEOELOERBBIL, Y —FORBEMHED | HDLLT, EROBEANAT - H—FIC
RATICH—FOHEALBEED TW5. THL-EELREL, R4 1T ICH—FLPIN A S bETHIBT 2B X
THIBIEF )T A BV TRHEZED TS, RFHIHTZo T, £3°, HAESDYTHAETS 2 >ORES
RUZONTH 2 (3 ETV, ENLDOFRHREERAEDERLIT S o—F 2 AT, Bx i, BEICRlICBNT,
HABAEE A IE Y72 IC H—FEFTFL TV A TN SR TARIEL AT A A EZ YT, BEH—FEMICEA204$0
AT DI DLBERELEML. 22T, AT, KOBRNOXMBELT, PIN 2RIALRIEL AT LSS
YT, %79, 1S09564-1 ([CESNVTRIVAT LE SOOI TITHETHELLIC, 203 ELE B LT3 BN KRS
BERAOHICTD. EDIRT, ROTELIZHIIT B DLELRUEEFA 7S TEIN T3, KEBLURIOBRME
REFRRFHCBMTIILIE ST, RYTELERELESIZ IC A—FL PIN 2448 b 8 THIATAREL AT LD
Fa )T B EFEERICBAILNTES.

F—U—F ARANBIE, 204 EL, PIN, EX2UF 1 E

Security Requirements for PIN Authentication in Financial Transactions?

Yuko TAMURA' and Masashi UNE™

tInstitute for Monetary and Economic Studies, Bank of Japan, 2-1-1 Nihonbashi-Hongokucho, Chuo-ku, Tokyo
103-8660 Japan
National Institute of Advanced Industrial Science and Technology, 11F Akihabara Dai Bldg., 1-18-13 Sotokanda,
Chiyoda-ku, Tokyo 101-0021 Japan
E-mail: tyuuko.tamura@boj.orjp, }masashi-une@aist.go.jp

Abstract Financial institutions authenticate their customers at CD/ATM terminals mainly by using an ATM card and a
four-digit personal identification number (PIN). With regard to ATM cards, many Japanese financial institutions are now
replacing conventional magnetic stripe cards with IC cards as one of countermeasures against counterfeit of ATM cards. Thus,
we have been discussing security requirements for authentication systems using the combination of an IC card and a PIN. We
adopt the following approach: we first analyze IC card based authentication systems and PIN based authentication systems
separately, and then combine results of these analyses. So far, in [2], we focused on the IC card based authentication systems
which confirmed whether the customer to be authenticated had a genuine IC card or not, and clarified necessary conditions
required to be secure against an impersonation attack by counterfeiting an IC card. In this paper, we will focus on the PIN
based authentication systems as a next target to be discussed. At first, we classify the systems into five types by referring to
ISO 9564-1, and describe concrete methods of the impersonation attack, Then, we clarify necessary conditions to be secure
against the impersonation attack in each type of the authentication systems. By referring to the results of this paper and [2]
simultaneously, we can easily obtain security requirements for the authentication systems using the combination of an IC card
and a PIN when assuming the impersonation attack.
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