2006 — CSEC — 34 (26)

S )-8
tHEEA 000000 FRds 2006 /7 /20

IPS] SIG Technical Reports

A&y JIRBOBBLIZE DRERN S X T LAOEHEL

ok RS BTG BT MEE ROt &8 RN I gt
fil HEAM F st

TR RS VAT LM FEER
1 MSZITEOEA BT IR B
it B S NTT F==®

HLHEL UE, avCa—F 3Ry NT— I b I AT AANDEBE WS- EI LD S EXERTWIZEALSH
TWa., FBLRINLORBICH LT, FEILL-TY 7 Mo =T7OREERZEFMEL, 2% v 7 OIFHMEFIA LT
Y77 OMELERTIOATLAOBERAICERELTWS. Y7 by =7 OMELZERTAIZLiIck-T, 4—
ﬂ«yFﬁ%ELy7F?:Tm%%ﬁ&ﬁﬁ??é%ﬁﬁbé.&E&Bxay&mﬁmmﬁumﬁﬁ%ﬁmmé
O THD. OB L4k, 247 OB RIET50BEERTI - LIz a@dibx BB L.
F—J—F REBHMCATL, R¥ Iy 2 FL—2R

Performance Improvement of Anomaly Detection System by Simplifying
Call Stack Inspection

Katsuhiro SUZUKI', Hirotake ABE!, Kazuhiko KATO!, Akira KINNO, Yuka IKEBE!,
Takehiro NAKAYAMA' and Atsushi TAKESHITA!t

1 University of Tsukuba.
Tt Japan Science & Technology Agency.
1tt NTT DoCoMo, Inc.

Abstract Recently, the computer is exposed to various attacks from the outside and the inside of the system. We
are studying to the anomaly detection system that observes software behaviors by learning, and using information
on the stack. There is a problem that increase the overhead of software by observing the pattern. Because to take
time to inspect the stack. We proposed at improve the performance by simplifying the stack inspection for this
problem. ‘
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WSRO LT .

(2) $RCALNIBEHEEAVARNEG, HBHGHR

Y OREOIBELH HidsH

0 1 2 3 4 5 68 7 8 B
HIESMAOHBAM(LinE)

* usa termina- ® no terminstor
tor

no ptrace

B 13 linux @ Y= %= — K& @ L sz

A ETAIRNRIIBZER LB ORTEIES.

(3) ZORREILAMITBEAVRVEED b L—AEIF
L, L TEORE b L —RAEREHRCE ML HIT 5.

(4) B&ic, RENRErV3848L, Buivigdon
KB S A ZHBL, Mik-oEREHMTS.

BN BOBIRICA VT AT Y XAICHWTIE, ABTHE
WBREINOE N1 #—0 7 FLVAEY A MEL, £D L
POV AN ERRT H MM FEE AV, E b r—2E
HEE, KXyl PL—RRBUIBWTRY v 7 7V —Lk#»
FERDOZLTHD. DEVSBEDRY y I E2AY v I DEKE
TRy y hL—ALRSE, PL—2ERIL5EIL RS,

HBRTIL 2 >OMRORLDZ Y7 Fy =T Az Bk
1219 &, tar & make & Ugee THS. tar k7 —4 4 7»
67T ANEFRERIEL, EHENTHWAT—h/4726RML
T, EOWTF A A2 T 7 AN EHE A E VI LRERY IR
LiTH. cofkd, RBRESBRLADCHLBLONDH
TH3. make R gec it tar DX I I —HDOREEEL LRY
B Y7 b7 T, e 2BEHRROHERD Y 7
YT Thd. ZORDRBRENRSEVHFHHIRVESE
2bh5HTHB.

5.2 RE&HR

FEREEREE 11 LIE 12 (RLE

& 11 X linux ® Y/ —RA=2— K% tar THRGR, BBAL/- L&D
BT TH5. HIHIC mozilla-1.7.13 DA L R F—F AREHEN
TWBT—HA4T (7740820 2RHTHLIcd»T,
HENEOFER21To. ®RiZlinux-2.6.1620 DY —Ra—F
RBAENRTWBT—HAT (77415 204311) %AW L,
Ry P8y 7 b L—ADEEAN Y DEIENRTE 22 WE
L. tar ® & SIS, MMARRBERBELTITI YV 7 b7 =7
TiE, KEHCHIREIET, R¥ v 75y 2 FL—RADOERER
6 W ETHIMT & .

& 12 it tar % make L7= L E O THS. #)HIC hello-
21.1 EWH/hET OS5 L% make TH I LT, HiRNH
DR EITo7-. KIS tar-1.14 @ make 21TV, RAZ v 73y
2 b L—ZOHIREIRKARE L. make LU geec D& D,
HHERARETH> V7 b7 CREBRJFENRHEVHHTIE
RWboOD, 2 HOHIMH TE 3.

-189-



&0 ICH T DHREME 13 TR T ZhiTtar T
linux-2.6.16.20 Z B L 1= & & OMIEM THD. 1/0 O
BEflic L A REE T HNTHRRT 572%, RAM EIC{ERL
ERIcH L TR AT 7. L LTHi240 (1) D
A—ri~y KOLOREF (no terminator) &, BERETH
& & OMEBER (no ptrace) &R L7z, #sitd@ofIMIZ X
D, (2) DF—rA~y FRYAFRIBERTNB ZLADNS.

6. FLHESHROBRME

A=A RF Y IIZEDL IRV I—T FLARIBLT Bh
WANCEE L (Mniid) 2RRL, R%EB 24
BY3RITbNDB RS v 718y PL—RREEZHETHZ
Lickh, REBRMS AT AOF—ri~y FEERT D Fike
RELL.

BRFESHPLTION, FRIZL>TEFVEEML,
a—ARE Y7 LGB AR AR L THMT 2 R R
AT ALATHB.

SHOBEIE LT, L HROLBEIEROBIRGEEBR,
WMd 23 L, REFESRBWROOBEI 5 AIEBLH
RN L 7w,
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