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H5FEL Tate =7V 74 E#IcH$+5HEL LT, Duursma-Lee 7Y XA L EOHRETHD qr T Y
VIRBB. TNLOTATY XA, (1) HEIHARETOHE, (2)6 REXETOHHE, (3) bLOoFMETO~E
RHRLEOEE, DIRAFyThbRD. gr T YL 7OTATY AT, (3) DEFTIVT 3 RBEHAT
ZUERDHD. KHTIE, (3) PEAEERL i BEOA—FCREMBERMOTALTY XADF REBZ LI
F3ILT, SRROMAELEL LRV g 7Y L ZOTATY XL%BKTS. I, Difie-Hellman <7 Dl
TITIE 2 PDORT YV ZOHERLETHHR, 2207 Y U IR RFICHAL (2) OBIEHRTHIILT, HA
ERBIBENERETAVT) X2 2BRT5. BEFRNIEEFRL LB L T 30~40%DRHLBBRTED.
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Abstract Duursma-Lee algorithm and its variant (nr pairing) can efficiently compute Tate pairing over supersin-
gular curves with small characteristic. The algorithms consist of three main steps: (1) computations in a finite field.
(2) computations in the extension field of degree 6, (3) exponentiation calculation in the base field. We have to
compute relatively slow cube roots in step (3). This paper proposes some novel algorithms for computing ny pairing
without cube root. The proposed algorithms compute 3'-th power for each value in the i-th loop in step (3), and
thus the cube roots are removed (but we obtain the pairing value powered by 3 for some k). Moreover we propose
some efficient algorithms in which two pairings are computed simultaneously and the part of (2) is improved. The
proposed algorithms ensble to enhance the speed for verifying a Diffie-Hellman pair. We can achieve 30~40% faster
computation comparing with the previously known methods.
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WEAPIRRE T LN TED. El, Tate T Y 2RV

1L BLHE % short signature Ti%, BARVBEROMALREAIE

WRMRLORBBRTY VI EBVZ LT, IDAR—2R
B 5 [4] % short signature[6] D & 9 RF LVEFF AT LM
WRERS. HAHREOBRBT I 7L LT, Wl X7
Yo7l Tate X7 Y I/ 8H DR, HANGRAL2IDEF
T Tate 7 Y Y BRAVSLR TS, ID R—XEFF T,
HROARBFT L XBRY, 2—F 0 ID O X 5 REEMON

ADOBLEEBZIRD.

Tate T Y 7 DHBYRT A Y Xhid Miller 12k T
BAIC#R &N (18] Duursma & Lee 2k Y, AWVW5H#H
BREBETH LT, JOPHRPLRTATY LR HEZ L
HREN[E, TOTATY XLBHASA TS [12. EiL,
A—7 OERBH 50%E 2D nr T Y I RBRENTY
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3[2). Tate TV T L p RT VU, HBRERELD
TEREVAN—FTHLVHIEENDHD. LhrLledbii
BTATY XLERVTY, MOARERS - & LTl
2 REEE I, Tate RF VLI Rgr X7 YL FOTF ALY
XL BT D LRRELFRT —2TH 5. HEOHE
KD/ Tate X7 Y Y DN—Fy =7 RELHRELTH
3(9],[11). ‘

BORALERBERE TEDI &, HRIETOE F0M
M EROKD A Y T —H5HIC Triple-and-Add 2 AVW5 2 L
RTEZHEAT, B3 OEN Tate <7V U FZFLTW3B.
ERHEM 3 DEROBEEES.

Tate X7 Y7 qp R7V DTN TY XLDA—TH
e bz, (1) H2FMETORE, (2)6 REELKETO} N,
(3) ROFMECORERHALWOEH, HT6ND. o
R7 Y I/OTAAY XATIHL, (3) OIS T 3 RBEHET
HLERDHD. FRTE, (3) ORSERAL i FAOL—T
TREMNRTOTALY XLD 3 fL2BLHTHILT,
IRBONAELEE LRV g TV YOTATY Xuk
BT 5. ZORRICKOHIERNH 15% BIREhD. $i,
Diffie-Hellman X7 DRAEITIZ 2 2ORT Y VDY RAMNSLE
THAHN, HREOWMEIZLY (2) ORH>OHENRBMSH,
B R 30~40% KIS RIET ALY XARBOLHADZ
L&

Diffie-Hellman <7 O RO R RIS E L LT3y FREEA
5 [7),[10], [15). ZHIBIKO~T DRIEE | AIDRIETS 2

EATIFHIFEETHY, 2EORT Y V/ORICEY 2&h.

3. ARRHHER 1EORIES o AL RRTS. £D7HK
MOBRFE LAy FRIEL 2HARDER L NTE, HY
) Difie-Hellman 7 %% 1.4 BTV V7 OHRERIZ L -
TIFITLBTEDRLIILIRD.

2. TateR7Y ¥

{4, ID ~—RBFF[4), short signature[6], 1Ay
a— K&y X MES (5] 2Y, HAERO Tate X7V /2%
DOFPEAWERG AT AOMRFBATHS. Tate 17
YU EROBHF VAT LI, ID ~— R [4] %2, short
signature 6] 33 5. q ERE p ORE, F, ¥ ¢ BOHAM
tk, E%F, LERShIEMABHRL TS, O % E DRRER
T3 1% g EEVIZRR | #E(F,) dWMlTEBRLL, k
(" -1) LB EORBADERBRLTS. +5L, Tate
R7 Y IRER

(v EFp)l] x EFp)/IE(Fo) — Fou /(Fn)'

THY, Pe EFLI—{O} KHLT, (PQ) ¢ (Fu) &4
5 Q € E(Fp) BFET L (JEB1LiE), EROHADER e iz
HLT (PaQ) = (aP, Q) = (P, Q)] MY > (MERFsHE).

ERICIE, (P,Qq=g(D) tEEEND. ZIC, ghRET
OHR UP) - 1(O) = (g) ZWI=TKTHY, DIT(Q)-(0)
L [Rffi72 D ® support & g @ support & NEWZHELEFT
»H3. BFIZoWTH([14) 28R

(P.Q) € FL/(F.) THENG, (P,Q) Otiz—RITiX
EELARD. TOLDEET 7Y r— a0 Tate 7Y
YTERAVWSEEIZ(PQ k (¢ - VI RTBLENRDHS.
e(P,Q) = (A" V' L ERBENEAT VL S ¥ reduced
Tate pairing & FE5.

k&% (hl) | #EF) &M+ ERKL 3. $5L

e(P,Q) = (P, Q)l(q“_l)/l = (P, Q)g:‘)—l)/(nl) I

NRY Lo [8).

2 MOMABROARDT (P,Q), (R, S)Icx LT, Zhd
ORT Y 7Dl e(P,Q) & e(R,S) WELWEE, Zhbid
Diffie-Hellman <7 T % &' 5. Diffie-Hellman X7 ORIE
I short signature 2 ¥ THWHNR S,

2.1 AKX k & distortion map

E % F, LEBELMASER, | 2 1| #EF,) L 250K,
k#i|(f—1) 2 METRAOESEKRL TS, T5LR2M40
BAIKLY 1M I0 Y b, Fa 1024 ¥y 2B K
JITBEZ LR THB.

Tate pairing * BT 5-HOHARE LT, UTO LS
REABRMANTHEINTEL ().

K| HRO% |_*

REF, MY {2 =2 (1-b)z+b, be{0,1) [ k=2
Fan WV+y=a3+z+b be (0,1} k=4
Faon |y =2—zb, be{-1,1) k=86

(1) pitp=2 (mod 3) L p=3 (mod 4) Wi TREK.

B3O Fan TREBKEVI LX) HHEBROERE
EHELCEDRY, B3I OETOD Tate 7 Y V7 DIHFR
BEATOA TS, FRLRYK 3 OBE LR, MMM

Eb:y =2 —z+b, be {-1,1}

ERAVD. 28, nik6 LEVERTRITHIER S T[S,
n=+1, 35 (mod 12) &725. Eb(Fan) D3I,

3" 43241 p=11 (mod 12) D& &

Eb(Fan)=
#E(Fsr) { 3" —p3P /2] =25 (mod 12) D& &

B, £, EOTRTOBET #EFsen) = (35 +1)°
THY, (3 +1)|#EFgen) L7255, ZHIFBEKR (1) &b
{P,Q)gsny; ERDB LT Tate X7 YV YDEARHATED
SLEE%TD. D%, B#RELLT(E-1)/(3%"+1) =
P o1 REFILILY, BRI Tate <7 Y > /D
e(P,Q) &125.

3 OBE, Tate =T Y27 (P,Q) i3 P € E(Fgn), Q €
E(Faon)/IE(Faon) IC3t LTESR SN D, LN LRBIOHET 7
Yr—a Tl P,Q € E(Fsn) KR LT, _7 YV i
LiThidie 72w, P e E(Fan) 2 51E P € E(Fgon) THD
e DRV, Q € E(Fan) I8 LTIX, E(Faen)/IE(Fson)
DE~NFETHERBLETHY, 0 X5 R2ER% distortion
map &PRE. 1 mod 6 DfHICEERZ2<, distortion map ¥ 13,
(z,y) € E(Fyn) IZXHLT, 0 = -1 2T 0 € Fan &
p° = p+b &Mt pe Fasn EAVT %(z,9) = (~z+p,1y 0)
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LEBEND. distortion map EAVE L RO L I RRTY v
Y e NERSHhD.

é: E(F3n) X E(Fan) — F3on
(P.Q) — &(P,Q)=e(P,9(Q))

é(P,Q) % modified Tate pairing & FER. &(P,Q) DRI,
| #E(F,) L RD2ABMILH LT, 11D (P,Q) £BIIL,
ENIHEDOME (- 1)IRTHILEIVHHENS. =
DREREFAE~RE LOEE. & i3IEB{LIE L R EEAT
w3,

3. R7YLIOFNITYXL

§3 TITYBIZ 2 2O reduced Tate pairing( & € NHEH) %
RDBTNAY XLERAL, 220FHLWTATY XLkt
®T5.

Algorithm 1: Computation of (P, ¥(Q))43n 41

(The Modified Duursma-Lee Algorithm (char 3) 12}
input: P = (zp,up), Q@ = (zq,¥¢) € Eb(Fa" p U}
output: (P, %(Q))s3ny,

1. Ry ~ 1 (in Fyon), zq — 3:: Vg «— V: (in Fyn)
d +~ (dn mod 3)

2. fori—0Oton-1do

3-a. Tp — z:, Yp — y: (in Fyn)

3-b. ro +=Tp +2q+d (InFyn)

4-a. Ry — —rg — Yp¥go ~Top— p* (in Fgon)

4-b. Rg — R} (in Fgon)

4-c. Ro ~ RoR; (in Fyon)

5-a. Vg — —¥g (inF3n)

5-b. d = ((d = b) mod 3)

6. end for
7. return Rp

Fan /Fs DEER n OMIcE>TRAEY, FET RO
IHALERBMINGZ LBFW. RF v 7 4a ZHBVOYIC
¥ B HIC distortion map DEFECHAVE o,p Z#-
T, Fyon [Fan DEEX (1,0,p,0p,0°,0p°} T5. c & pid
o =-1p=p+b(be {-,1}) 2WMAET. Fyon OE
a = ag + 610 + az2p + 030p + asp® + asop?,a; € Fan MM
IZ (a0, 01,02,a3,a4,a5) E/BL Z &IZT 5. Algorithm 1 {28
BRI, Fso COMMRE, R, 3 RE, Fyon TOMREH,
RO, 3RHATHS. (ORALIRHEE 2ETLELRV. ) Fan
TY Faen THMBEEIT2 X R 2BV VRS, Algorithm 1 D=
A b% Fsn TORRE 3 RPOEKTHETS. M i Fan R
BDaRXb%, CiiF COIRFADARERT LTS, &
B, Fgen R, Karatsuba #EEEI ZLIZLY 18 ED Fyn
TORW (LIMRH) CTHATE (11], Fyon TO 3 REIT6H
D Fan TO 3 RH (LMRK) CHACES. Algorithm 1
HA=2x IR 1OL SRS,

&I [2] © Deffinition 1 CEBEND nr T Y 7 E2RD
BTAAY ZLEBATS. B3I OETR, pr 7V
BINECLARITHABRE ¥ =28 — 2+ b LTEE
ENBRTY Y/ THB. Algorithm 1 A—7DESN n
THolM, p X7V ZDOT7AFY XAOA—FDEK
(n+1)/2EEFCHD. TE ZWE

® 1 Algorithm 1 OHK= 2 b
step operations executions

1 23, 2 cublngs in Fan (2C)
3a 28, 49 4 cubings in Fgn (4C)
4a 13, ypuq 2 multiplications in Fan (2M)

4+b R} 1 cubing in Fysn (6C)
4c RoRy 1 multiplication in Fgsn (18M)
total 20nM + (10n + 2)C

T = —p3n+1)/2_ 1, Z= _bs(n+3)/2,
W= @)@ - ER -8R 41 @)
(= (% -1)/#E'(Fan))

LEBTS. nr(P,Q) ARMBER WA S2VK, WRL
= p(P.Q)Y IRBBMAERRIET. ue = nr(P,Q) L3¢
Eow = u, wa =l fu, r(PQY = ua-
@) kY gr(PQ)Y RREICHEITE D, FR,

mr(P,Q™)T = ¢(P,Q)* @)

EVSRERIEY L (2. nr(P,Q)Y b &(P,Q) & R®D B
FEM (2 TREESATVSHE, =2 TREBEHLFEY
525, BRK (3) ofax —b3-N2I R, p= (P, Q)%
LB E, BRKE(P,Q)" =y (7383 s
BEND. BT, B

n n -b
éP,Q) =u (¥ W)

R@{LND. i, RO §1 TRT L IZ, Fyon THOZ R
RILKEID Fan OIIRITIEH TRE B,

7r(P,Q) ERDITNTY Xhidn OB L >TEDS.
ZIZTHn=1 (mod 12) iLXTBTAILY Xbhi b2 3.

Algorithm 2: Computation of nr(P, Q) [2]
Input: P = (,,05), Q = (2q,¥q) € E*(Fyn)[I)
output: nr(P, Q)

l-a. ifb=1then y, — ~yp

1-b.  Ro + —yp(Tp + 24 +b) + vq0 + ypp

2. for i « 0 to (n—1)/2do

3. ro —ap+xg+b (in Fyn)

4-a. Ry — —r3 +ypyes —Top— p°  (in Fgan)
4-b. Ro — RoRy, (in Fyen)

5-a. Tp - zh/3, yp — y}/3  (in F3n)

8-b. Tq T3 Yg — ¥3 (in Fyn)

8. end for

7. return Ry

Algorithm 2 DB RIIR 2D L 32423, RiZFsn TO
IRBICHLBELHRBERLTHWS. Fan TO 3 RHAUZOWNT
i [3] RfHRD §2 BB, Fan TO 3 RBOMHILRIL Fan TO
RED2FLUTTHS.

# 2 Algorithm 2 OHRERE
atep operationa oxecutions
1-b  —yy(zp + x4 +b) 1 multiplication in Fyn (1M)
48 ypva 3 2 multiplications in Fyn (2M)

4+b RgRy 1 multiplication in F3en (18M)
6a zif3, pifd 2 cube-roots in Fyn (2R)
5b =3, 32 2 cubings in Pyn {2C)
total (10n + 11)M + (n+ 1)C + (n+ )R
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#3 §3OTALY XLOKE

Algorithm Hh HRE HARORN

Alg.2[2] (P, Q) (10n + 11)M + (n + 1)C + {n + 1) | (12.06n + 13.05)M
New Alg.8 | nr(P,@)¥" "% | (1on + 11)M + (5n + 5)C (10.26n + 11.25)M0
New Algd| nr(P.@Q)° | (10n+ 11)M + (10n + 4)C (10.67 + 11.2)M
Alg1(12] | (P,#(Q))gny, | 20nM +(10n +2)C (20.5n +0.1)M

M i3 Py TORROHEIAL, CIRF] T3 REOKN=X b, RIZF} TO 3 RBOHE=2 b,
RABEART Y L 7OMEBBICR, TATY XAOHORB~EEHRTZLTBH S,

3.1 MRAEK

Algorithm 2 25 3 RRIBY BEPNIETAIY XLk 20
BB+ 3. — (Algorithm 3) it nr(P, Q™" AL,
% 5 —> (Algorithm 4) iX pr(P,Q)%" AT 3.

ER Algorithm 3 % 4 OHAN S r(P,Q) PUELRDH S
DI iE Faon OTD 32 ig o 3" RIREHEL L
G o2V, 1RO §1 TRTE i 3" iR XM ELIC
HET& 578, Algorithm 4 2o T nr(P,Q) £ AT
&35, &, mr(PQ)Y OBBRHLLY (mr(P,QY)" =
(ar(3®-0/2p, QP IW v 2zt w, 3n-1/2p DRI
&b Algorithm 3 %82 T (P, Q)Y #RDZH = L TE 3.
2E (z,y) € Bb(Fan) 23X LT 3(z,9) = (2° = b,—3%) &%
Y, 3-0/2p 3 2(n — 1) Blo 3 RECHETE S,

Algorithm 3 : Proposed computation of (P, Q)3In+n/=
input: P = (3p,1p), @ = (zq, g) € E¥(Fan)[l]

output: nr(P, Q):’("“)n

l-a. ifb=1thenyp +~ ~yp

1-b. d—b (inF3n)

l-c. Ro +— ~yp(Tp +xq +b) +yq0 +ypp (in Faon)

2. for,i — 0 to (n~1)/2 do

3. ro +~Zp+zq-+d (inF3n)

4a. Ry + ~r3 + ypyeo —rop— p* (in Faon)
4-b. Ro — RoR; (in Fgan)

5-a. yp ~— —yp (in Fan)

5b. zq — 23, yg —y3 (in Fan)

fc.  de—{((d—b) mod3)

5d. Ry —R} (inFyn)

6. end for

7. return Ry

Algorithm 3 © i HHOA—7 Db Y TOEHA Algorithm
2OEMD Y RLRHEIICHBELTNS. £5F5H-¢T
Algorithm 3 726 3 RIBOUAEHRY KR LM TE, £
W nr(P, Q™ L. BEL XARO §3 2 BR.
Algorithm 3 D= X FRIR 3 DX IR 3. Lok, BRBT
YU EBBITIEW L SR~ ELLETHS.

# 4 Algorithm 3 OBR
step operations executions
1-c  —yp(zp + T +b) 1 multiplication in Fyn (1M)
43 yYougr TS 2 multiplications in Fayn (2M)

4-b RoR, 1 multiplication in Fyen (18M)
5b z§, y§ 4 cubings in Fyn (4C)
5d R} 1 cubing in Fyan (6C)

total (10n + 11)M + (5n + 5)C
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Algorithm 4: Proposed computation of nr(P, Q)3"
input: P = (2p,1p), Q = (zq,4q) € E¥(F3n)[l]
output: n7(P,Q)%"
l-a. ifb=1theny, — -yp
1b. de—b InF3n ‘
lc. Ro — —yp(®p +2q +b) + yq0 +vpp
2 for i — 0 to (n—1)/2 do
3. ro —2p+x9+d (inF3n)
4-a. R1 — —r3 + ypygo —rop—p? (in F3n)

4b.  Ro—RoRy (in Fyn)

5-a. zp — 23, yp — y3 (in Fan)

5-b. zq — 337, yg — ¥&7 (in Fgn)

5-c. d — ((d + b) mod 3)

5d.  Roe— RJifi<(n—1)/2

Se. Roe—R3ifi=(n—1)/2 (inFn)

6. end for
7. return Rp

Algorithm 4 @ i HFEOA—7 Db Y TOEHIL, Algo-
rithm 2 OFMD 3% F (BBONV—FCHLI¥ 1 F) L 25T
V3. £078 Algorithm 3 i1 nr(P,Q)*" #MAT 3. Al
gorithm 4 @ 5-¢ IXEED 3 ROHPBOLDIZLETHS.
Algorithm 4 O} IBRIIR S DL Ik D,

#5 Algorithm 4 ORR R
step operations executions

1-c  =yp(xp + o + b) 1 multiplication in Fan (1M)

48 Yplq» rg 2 multiplications in Fgn (2M)
4+b RoR, 1 multiplication in Fyen (18M)
52 z3, ¥] 2 cubings in Fgn (2C)
5b z7, ¥’ 6 cubings in Fgn (6C)
5d R} 2 cubings In Fyen (12C)
5 R} 1 cubing in Fyen (6C)

total (10n + 11)M + (10n + 4)C

Algorithm 3 OIEHT{HRD §3 T{T-> TV 5. Algorithm 4
DRESRIE Algorithm 3 L IZIER L THS.

BT Tate RT Y X R RP VY T ERDBZT A
UXLEBAL, 3ERELBL LRV TV TDT N
Y XL ERBLE. LOLZABOTATY XL 3RA
BHATWS. nr(P,Q) PHED L OOMITLE & 4FIER
{LBRBRT Y V2 SBETHTIY r—ya it Al
gorithm 3 ZHWA Z &N TE S, 3" R Fyn TOMBH
ZICHRETE S, Algorithm 4 X 97(P,Q) D% £ F
ETBT 7Y r—varsLTh Algorithm 2 b Y &7z
5. C < 1/(4R) 72 B ¥ Algorithm 3 X Algorithm 1 £ O %



BHTHS. C < (n+ 1R/(9n + 3) 72 5T Algorithm 4 3
Algorithm 1 & Y $h#a9TH 3.

B3 THRALAETAAY XALEKBCRRLETALY XAD
HEIIRI DL HITRB. Fyn TO 3 RHROMEIZ F3n COR
HO2EUTOaX FBALETHD, 3HRHEO=R MIRK
ISHARTH D&V (3], fHED §2). &3 DRAROBKET
X R=2M, C=005M &\ e, TOF¥, Algorithm 3 Dft
$UEkiZ Algorithm 2 DESIRDHY 10.25nM/12.05nM == 0.85
BCThs. BL, BEOROFRYICEY R< M L3584
bHY, RAPEVEERERDOTATY XhHLXRRTCREL
TN TY XL LORAROEINEL RSB,

4. HEBIEHR

ZAffiCid Diffie-Hellman ~7 O 2 R+ B8 T 5.
§3 LAMRIC M % Fan TORNOHIK, C % F3n TCO3 R
HOMAR, R% Fsn TOIRROMRABERTLL, Eic
Fr BBBREDO m FOHNBRERT LT3,

4.1 Diffie-Hellman R7 DR

2HDRDT (P,Q),(R,S) 8 é(P,Q) = &R, S) &Mt
L%, (P,Q) & (R,S) & Diffie-Hellman R7 THB &\ 5,
i, short signature DF4 RIE T Diffie-Hellman ~7 ORIME
%#179. Diffie-Hellman X7 THIMnY 5 MF~BIZIL2 2D
_R7YV o IDHEERDDLBERHS. & 5T Diffie-Hellman ~
7 ORIEC SRR RIIR 1 XY d0nM+(20n+4)+2F330_,
Tha3.

BRX (2 DX S ICEBSNET, ZIZH LT ged(3T2,2) =
1THH L LHEEHA (3) &Y

&(P,Q) = é(R,S) & nr(P,Q)" = nr(R,S)¥

SRLY MO, TIT, WA (2) TEBINBMTHS.
# - T Diffie-Hellman R7 DREEIC pp 27V VX ERAVD T
LHRTE, ZOLEORIOMMIT, Algorithm 2 2> &
(20n + 22)M + (2n +2)C + (2n + 2)R+ 2Fw, Algorithm 3
{55 & (20n + 22)M + (10n + 10)C + 2Fw &2 5.

4.2 BERZORBLICK SR

R7 Y Y OREIL, §3 TRALLTATY XLERHWT
(PY(@)n R nr(PQ) R YEHBTIRF v L, Bk~
EEMHHETIAT Y TILBTI OIS, &(P,Q) DREAFAEL Y
&(-P,Q) = &(P,Q)7! BV LoD,

&(P,Q) = &R, S)
& é(P,Q)-é(-R,8) =1
& (PY@YE N (LR p(SHE IV =1
(EDEHRLY)
@ (P.QN - (~R,SN)T IV =
BRYMD. pr TV Z7OBREVAMTH 5. T,
Diffie-Hellman ~7 OREIL 2 BEORT7 Y I OHH, 1E

DRM~E, 1 EO Fyon CORFTHTSI 2 ENTES. ko
<, Diffie-Hellman ~ 7 ORIEIC LB A RIT, Tate <7

=23~

Y S ERD L& (400 + 18)M + (200 + 4) + Fysnyy,
o N7V 7ERBVWD L &1L, Algorithm 2 2815 &
(20n + 40)M + (2n + 2)C + (2n + 2)R + Fw, Algorithm
3 %5 & (20n + 40)M + (10n + 10)C + Fyw L7235,

4.3 BERZ20HE

BAWBRTY L IDOTATY XA LT, Difie-Hellman
RT DREZBSOVTIREHA L AR T 5B48H5. Algo-
rithm 1 285 &, (P,9(Q))gonys (N = 33" +1) RHAEHh
5. Bf~E OREOMIL (35 - 1)/N = (3% -1)/(3%"+1) =
3" _1THB. 39— 1= #F, THDTLICHEE. HRE
DR LY, z€Fgen lZRLT

2 =1eze Fgsn

BV, #-T,

éP,Q)=é(R,5) ¢ ((P,Q)gsn41- (—R,S)gnyy)” "
&~ ((P,Q)38n+l . (—R, S)38n+1) € F:;Sn

BEYLD. kT, (PQ), (R,S) ® Diffie-Hellman X7 @
BEEICIL, (P, Q)gont1-(—R, S)ganys EBHL, TOMAH Fga
DOTETHINY I DEFRANIZLL, BEREELLEL LY
V. 223, Faon/Fan DEEN (1,0,p,0p, 0%, 0p°} D& &1,
T € Faen X LT

z € Fyn & 0, 0p, op  DEXRN 0

ERBIED, Fan OTTHEME 5 DIMMICE~<ONS. =
DD Diffie-Hellman X7 QRO R FBIT (40n + 40)M +
(10n +5)C L725.

4.4 BRAR

Diffie-Hellman R 7 DBIEI B TRE~Z % 1 Bic TS
dZ¢L, BARLE->TRAETHALERALL, iz
Diffie-Hellman ~7 O RME % Wiz 3 5243, (P, w(Q))~ -
{(—R.9%(S))x ® (P, Q) - nr(—R, S) DHROBHE{LNLE
THD. ZITEH2O0OXT Y YORERDBITALTY X5
¥H2 5 L0, Diffie-Hellman _7 ORMEO/HT ATV X
LAERRRTS.

Algorithm 5: Proposed DH-Verification based on Alg. 1
Input: Po = (2p0, ¥p0), Qo = (Tq0, Yeo),

Py = (zp1,¥p1), Q1 = (Tq1, Y1) € Eb(Fan)[i)
output: (Fo, 'b(QO))aSn-H (P, 9(Qs ))3“1-1
l-a. Rg + 1 (in Fgen)
1-b. Tgp — zgo, Yq0 +— Ugn- T — zgo, Y- y‘:o (in P3n)
l-c. d—bnmod3
2. fori—~0ton—1do

3-a. zpohzgo, o — Y30, Tpl 2Dy, Ypr —p (in F3n)
3-b. (A0, A1, A2, Az, Ay As)

Aaud S(zpo! Yp01 g0, Yq0s Tpl s Ypl> Tql,y Yql» d)
3-c. Ry — (AO)AIQAQyASDAhM)

4-a. R ~— Rg (in F3sn )

4b. Rop — RoR; (in Faen)

5-a. Y40 +— —¥q0> ¥g0 — —Yq1 (in Fan)
5-b. d — ((d —b) mod 3)

6. end for

7. return Rg




ZITSRROXYBYITITATY XLATHS.

DH-Verification Bubalgorithm S:

input: Zp0, Ypo, £q0, Yg0: Zp1, Yp1 Zq1,¥q1 € Fan, d€F3
output: (Ao, A1, 22,23, A, As) € Fzon

0l. rg «— zpo +2Zgo+d, r1 — zp) +xq1 +d (in Fan)
02. 12« ypoygo, s — Ypivg1 (in Fan)

03. rqe+—rory (in F3n)
04
05,

. rgerary (in Fan, ypoypryeoyer)
. Tge—T3+r0, r7T=r3t+n
(in Fsn, ro + ypoveo, 71 + yp1yqg1)
06. rg+—ro+71 (in Fan)
07. A3 —rgry —~r¢—r5 (in Fan,royp1vq1 + r1vpoveo)
08. As —ra+rs (in Fan,ypoyqo + yp1¥q1)
09. Ao~ 1‘2 —r5+brg
(in Fan, r3r3 — yoovp1teoyer + 10 +71)
10. Ay —rgA3—rads (in Fsn, r3ypivg + rivpoveo)
11, Mg+ (ra+1)rg+bd
‘ (in F3n, riri+rorf+ro+ri+1)
12. Aq+—r3—-r¢+1 (InFan, 3 +rom+ri+1)
13. return (Ag, A1, A2, A3, Mg, As)

be {-1,1) HMFHROERR y? = ¢° —z + bk >THE
¥ 5. Subalgorithm S DI (Ao, A1, Az, Az, Mg, As) 1

M = 73r} — ypoypr¥eoya + bro + bry

M= Ry + rivpoye

Ay = riri+roridro+rm+b @
A3 = ToYpi¥q1 + T1¥p0Ye0

M = rdarom+ri+l

As = Ypoligo + Yprtiel

LR2oTW3, Algorithm 5 i, #XOHEEFIA L THBE
X (4) EHEOCHATI Ltk y, MEEEIRLTVS,

& IZ Algorithm 5 @ IE % & % /& 4. Algorithm 1 £
PrnyQm (m = 0,1) ¥ AL L EDOEME, HIZ(m) %
TRy Lict 5. HlXiE, Algorithm 142 Po, Qo 2AN
LA L &0 Ro i Ro(0) L#&ENSD. % i 123 LT Algorithm
1 & Algorithm § DOA—T DT

Ro = Ro(0)Ro(1) (5)
MR D 3o TWhiE, Algorithm 5 IXIE LU BifET 5. BGAR
(6) RUTFOL S IZLTRENS,

Ryi(m) = (—ro(m)?, —yp(m)ye(m), 70(m),0,-1,0), m =
0,1 THEINL, HIRIZLY

Ri(0)Ry(1) =

(r0(0)*ro(1)* + yp(0)us(1)wa(0)wa(1) + bro(0) + bro(1),
70(0)*yp(1)we(1) + 70(1)*y5(0)32(0),
ro(0)*ro(1) + ra(0)ro(1)” + ro(0) + ro(1) + b,
70(0)yp(0)ro(1) + ro(1)yp(1)ya(1),
r0(0)” + ro(0)ro(1) + ro(1)* +1,
¥p(0)ya(0) + up(Lwe(1) )

LRBILMNEHBH. Algorithm 5 Tik v A8 1o(0) IZ, 7 A2
ro(l) 2, Ypm 2 yp(m) IZ, Yom B yo(m) IHEL TV S, o
T Algorithm 5 ® 3-b &V

Ri = Ri(0)R:(1) 6

L5,

Algorithm 1 @ 4-¢ BTN BRI Ro(m) & Ro(m)’, 4-c
BiFbh i #dD Ro(m) % Ro(m)” &+5. AHRIZ Algorithm
5@ 4-b MTHNBWM®D Ry % Ry, 4-b BTbh®&D R %
Rg &35, BGR (5) ZEFTBITIX, T_TOilcLT

Rf = Ro(0)" Ro(1)" (1)
ERDTEEFEEFATHS.
i =00 & Ro(0) = Ro(1) = Rb =1 PR (6) L0 B
B3R (7) R D SLoTUV 3.

i = j TRRR (7) MRV oL BT B, $BHE, i=j+1
DL ETHR

Ro = Ro(0)' Ro(1)' ®)
LY > TS, Algorithm 5 O 4-b Tt

Ry — RiRo ©)
AHF&h, Algorithm 1 ® 4-c TiX

Ro(m)" — Ri(m)'Ro(m)’ (10)
Mibhd., LkoT

RD(O)”RD(I)"

= R0y Ra(1) Ro(0) Ro(1)
= RiR)

= R

Ly, BERK (7) X RENT. Lo T Algorithm 5 DIE %
MRS,
Algorithm 5 OH BRI 6 DL IIZRSD.

(10) £
(6),(8) &9
(9) &1

® 6 Algorithm 5 OMHR
step operations
1-b 3301 !l:or 3:11 y:x
3a By, vho. 70y, ¥
3-b Subalgorithm S1

executions
4 cubings in Fgn (4C)
8 cubings in Fan (8C)
10 multiplications in Fgn (10M)

b R} 1 cubing in Fyan (6C)
4-c RoRy 1 multiplication in Fyen (18M)
total 28nM + (14n +-4)C

Tate ~7 Y 7 C® Diffie-Hellman ~X7 Ci¥, Algorithm 5
E—EAVAETTRIELZITI LN TES. Lo TREOH
PRIT 28nM + (14n + 4)C &5,

Rk Algorithm 2,3,4 2% L T% Algorithm 5 D X 5 7
Diffie-Hellman R7 DRET N TY XL Z P LK TS,
Z Z Tt Algorithm 3 ¥ RIZ & 3 Diffie-Hellman ~7 D
BE7ALY XhEEX5,

-24-



27T Tate 27 Y Y%V Diffie-Hellman ~7REOHAR

Alg.1[12], ko Jik (§4.1) Alg.1(12], {RBBRER (§4.3) New Alg.6
(40n + 18)M + (20 + 4)C + 2Fan_, | (40n + 18)M + (20n + 4)C | 28nM + (14n + 4C)
((41n + 18.2)M + 2Fgsn _,) ((41n + 18.2)M) (28.7n + 0.8M)

#8 gr ~7 U 2EMBS Diffie-Hellman ~7REOHE &

FAAY Xd Alg.2[2) New Alg.3 New Alg.6
EROFE | (20n 4 22)M + (2n + 2)C + (2n + 2)R + 2Fw | (200 + 22)M + (10 + 10)C + 2Fw -
(54.1) ((24.1n + 26.1)M + 2Fw) ((20.6n + 22.5)M + 2Fw) -
HRMROREL | (20n + 40)M + (2n +2)C + (2n + 2)R+ Fiw | (20 + 40)M + (10n + 10)C + Fw | (14n + 34)M + (Tn + 7)C + Fw
(§4.2) ({24.1n + 44.1)M + Fyw) ((20.5n + 40.5)M + Fw) (14.85n + 34.35)M+Fy)

(TE) BHAROME, M iXFsn CORNOHEAR, C 12 Fsn TO 3 RUOHNAR, F., REN~E (m R) OHKE.

Algorithm 6: Proposed DH-Verification based on Alg. 3
input: Py = (250, ¥p0), Qo = (240, Yg0),
Py = (251, 41 1, Q1 = (Zq1,¥q1) € EP(Fan )]
output: (nr(Fo, Qo) - 17 (P, Q))*" 7
l-a. ifb=1 them ypo — —ypo, Yp1 — —¥pi
I-b. de~b (inFan)
1-c. Ro « ypo(xpo + Z40 + ) + Y00 + ypop,
Ry — yp1{zp1 +2q1 +b) + yq10 + yp1p  (in F3n)
1-d. Rg +~ RgR;
2. fori—0Oto(n-1)/2do
3-a. (Ao) A1, Az, A3, Agy A5)
= S(Zp0, Ypo: Tq0s Y40, Tp1, Yp1, Tql Yg1,d)

3b. Ry + (A0, A1, A2, —A3, Mg, —As)

4. Ro « RoR1 (in Faen)

5-a. Tqn — Tgo- ‘qu — ll:u' Tql +— zgp Yq1 +— ygu
§b.  de ((d~b) mod 3)

5-c. Rp — Rg (il‘l Paan)
6. end for
7. return Ry

Algorithm 6 DEEBIL Algorithm 5 L FHRIZT& 5. Algo-
rithm 6 OHRREIF 6 DL STk B,

#9 Algorithm 6 DK

step operations executions
1< ypo(Zpo + 260 + b, ¥po(Tpo + zq0 + 1)

2 muitiplications in Fan (2M)

1-d  RoR) 1 multiplication in Fgan (18M)
3 Subalgorithm S 10 multiplications in Fgn (10M)
4 RoR: 1 multiplication in Fgan (18M)
5-a 205, Y30, 251, ¥51 8 cubings in Fan (8C)
5c R 1 cubing in Fgen (60)

total (14n + 30)M +(Tn + T)C

Algorithm 6 %{# 5 & ¥, Diffie-Hellman ~7 OREEIZ i
Alorithm 6 % 1 E& W = (3°" — 1) /(3" + b3("+1/2 1 1) et
BE1ETISBENHS. LoT, ZDL&d Diffie-Hellman
~7 ORFEOHUBRIL (14n+34)M + (Tn+T7)C+ Fw L7223,

Diffie-Hellman <7 OREORRDHE L §3 CRELET
NIV XL LD FELERRTIE, RTPREDEIITR
3. 2 LARICHAROER TIZIC =0.05M, R=2M &
B, Tate R7 YV Y YERWSFAR, BRLETAIY
ZXERAVD L BEREOHHENM 28.7nM/41nM = 0.70

Bz, pp ATV 7MW BBER, BRLETATY
XLERVS L BARMOBK~E ZRBHOHERNH
14.35nM/24.1nM = 0.60 ffiz#2 5. BEIZ X - Tid Diffie-
Hellman <7 OREEIZ BV THRBAREBFTBEIR D L ERL
T

XR Diffie-Hellman ~7 D3y FKIE (7], [10], [15) KD
N7 OREE 1 BOREZ 2R TF 5 FETHY, kit
BORTY A YORRESEE L, §4 OFER 1 BloRE
e AR RICHELTE, HERN 30~40%8Ehs. ¥
e, R7Y T ERWETS a—- FEr X MNEF[5] OB B
X200RT Y S DI E(Pr, Pa)é(Ps, Py) DEHREZR VBN,
Ihicd A OFEEANTHEMTITI ZENTES. (22
TP, PP, P iMEBORL TS, )

BHE® ARSI, MOLTEGEAF T RN - EREFES
PRBIOZICHFR [Pairing Lite DFF MR O—FE LT
fibhie.
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ft &

1. HX&ETO 3™ REAOKHK

n =1 (mod 6) (0%Y ¢¥ = -5, " =p+1, (PP =
PP—p+1) DRED Fyo, DD 3" RIRORDFEHRB.
(a0,01,02,83,64,08) € Fyon ® 3™ RiR#& (bo,by, b2, b3,b4,b5) €

(b0, b1, b, b3, ba, b5)5"

= (bo + b10 + bap + baorp + bap? + bsap? )"
= B33 03"+ 83" 383" (0p)3 "+ 83" (02)3 4] (0p7)"
= bo + b1(—0) + ba(p + 1) + ba(—o)(p + 1)

+ba(p? — p+ 1) + bs(—a)(p? — p+ 1)
= (bo + b3 + be) + (—by — bs — bg)o + (b2 — ba)p

+(—b3 + bs)op + bsp? — bsop?

= (bo + b + ba, —b1 — by — b, by — ba, —ba + b5, ba, —bs)

LieB. ZhR (ag,01,02,83,84,a5) EBLVVED, H—RHBAX
ERL I LIRLY

-bp = ao—az2+aa
i = —a1+az-—as
b = ag+tag
bg = -a3—as
bs = aq
bs = -—as

2HBOEND. DY, Fgn OO 3* RIROMHICI, Fan RAEL
BE LRV n=0,23,4,5 (mod 6) DBRELRHETH S,

2. SMRISDONT

B KHDL 5, nFOmod 3, Fan /Fg 2 3 HABEL oL &
itor= E::ol riz; € Fgan ({CHLT

=
N - : -1 :
PINPLTEE LD D IRE R LD Dt
Hn=3u+1

Dicoraia! + 23350 s rappat + 2/ 3o raigast
ifn=3u+2

L5, £oT, oL /3 & z2/3 eHRLTHITIE, 12
2 EIDRA, «1/3. E;:ol raipr2’ & 23/3. ;»3—01 rgipaz! CHET
&3, 213 L 2B FBRFEATHE0T, 3 RBOHIABRIEIZH

BTEDIRERHD.

8. Algorithm 3 M8
oz 8" L oS” EB/AB. u2 =1, =p+1 DBETH,

sn_ [ o n=0(mod?2) .
? {-—a n =1 (mod 2) a1
p n=0 (mod 3)
A ={ p+1 n=1(mod3) (A2)
p=1 n=2(mod3)
p? n =0 (mod 3)
" ={ P2=p+1 n=1 (mod3) (A3)
PP4+p+1 n=2 (mod3)
E5.

Algorithm m @ R % Rolm] B¥ LB/ 2 bicF5. i=j DL
& Algorithm 2 O#&A—7 DM Y COH Ry[2] & Algorithm 3 OF

=T DY TD Ry[3]
Rof3) = Rof2]”" (A-4)

BRYL-THI L EFREETHTHD. i=j0LE, HTALTY
XLDFEA—TOHDHY TIL

=pld] = (2%, wpl3] = w2,
3] = 24[21¥, ygl3} = (-1¥yel2/¥,

BRYIL-TWEZ L IRBICAND. B

(A-5)

Ri3) = Ra[2) (A8)

ERL, TAMDZOBREE->THER (A-4) 27T

=0 (mod 6) DL &, BER (A1), (A-2), (A3) XV
¥ =0, 0" =p (A =¢% d=b (A7)

ThB. Algorithm 2 & Algorithm 3 D27 » 73 &¥

(wpl2) + zql2] + 6)

22)% +zg[2® +b

Tp[3] + z4[3] + b

= r[3)

rol2)®’

(A5) kv

I

(A-8)
&#5, LT Algorithm 2 & Algorithm 3 DRAF 7 4-a &V

R[2¥ = (upllual2le — rol2l® - rol2lo - A
= pl2l® w21 0¥ — (o[22 - rol2l¥ ¥ ~ (01
= vplBlygldlo — rol3)? — ral3lo — () (AT)(AB) XV
= Ry[3]

L#%. £oT, j=0 (mod 6) OEFIL, BIRN (A6) BRYIZ-T
(AR
7=1,2,3,4,5 (mod 6 M) & & LEMRITAES (A6) RV ILH>T L
EFRTILHNTES.

T OREREMST, BERA (A4) EHEDRBEICLS>THRT. i=0
DL & ITBIR (A-4) BBAODIRY 2o,

i = j TBMAR (A-4) PRV Lo TWB LEETS. T35 L EHM
@ Ro[2], Rof3) io#L T, E#ikd Rols] M

(Rol3]R1[3))® = (Ro[2®' " Ra[2P¥'*")® = (Rol[2| Ra[2)***

4B, Rol2) BEHG Rol2R1[2] L2555, EFkTIE Ro[3] =
Ro[23** £ %23, o
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