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An Intrusion Detection System by fixed—point observation of
network security data
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Abstract Today, unlawful network accesses such as Internet Worm and DoS are
increasing and have caused a social problem. As a counter measures for these threats,
we propose an anomaly-based IDS analyzing and finding a change of time-series data
obtained by fixed-point observation such as IDS Alert log. Time-series data is converted
to multiple patterns by a fixed-size sliding window. When the latest pattern is not
similar to patterns of normal status, it is determined as anomaly status. For efficient
pattern comparison the proposed system converts patterns to principal component
scores in low dimensions. When principal component score of the latest pattern deviates

from scores of normal patterns the system judges the latest pattern is anomaly status.
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