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Access Control Policy Inconsistency Check Using Model Checker
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In recent years, it becomes a serious problem that a user carries out confidential information
to the outside of the office or that the security incident occurs by miss-operation in addition
to unknown attacks from the outside. One of the causes of these problems could be decentral-
ization of the system used in an organization, and complication of the configuration. Even if
each system configuration is designed correctly, they may be not appropriately in cooperation
with other systems. Therefore it could be a problem such that a user can perform operation
beyond the user ’ s authority or a user cannot perform operation which should be possible.
In this paper, we propose a method using model checking that can verify the configurations
which are defined in different document management systems. The advantage of the method
is that it can detect undesirable situations about confidentiality or availability of the system.
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fi;
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{ul, u2, u3, ud};

bool u_in_gil;

mtype =

bool u_in_g2;
mtype = {directory_a, directory_b};
mtype =
mtype file;

mtype event;

mtype u;

{create, read, write, print};

inline gl(u){

if
::(u==ul || u==u2) ->
u_in_gl = true
::else -> skip
fi
}
inline g2(w)

{
atomic{
if
:(u==u2 || v==u3 || u==ud) ->
u_in_g2 = true
::else -> skip
fi
}

active proctype policy(){
file = directory_a;
event = create;
u=ul;
do

i:true ->

atomic{
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if
11 true -> uw=ul ; gi(ul) ; g2(ul)
1t true -> w=u2 ; gil(u2) ; g2(u2)
1t true -> w=u3d ; gi(u3) ; g2(ul)
: true -> u=ud ; gl(ud) ; g2(ud)
£fi;
if
:: (file==directory_a) ->
if
(u_in_gl==true) -> event=read;
file=directory_a
(u_in_gl==true) -> event=write;
file=directory_a
(u_in_gl==true) -> event=print;
file=directory_a
(u_in_gl==true && u_in_g2==true) ->
event=urite;
file=directory_b
:: else -> skip
fi;
::else -> skip
fi;
if
(file==directory_b) ->
if
(u_in_g2==true) -> event=read ;
file=directory_b
(u_in_g2==true) -> event=write;
file=directory_b
(u_in_gl==true && u_in_g2==true) ->
event=write;
file=directory_a
:: else -> skip
fi;
::else -> skip
fi;
}
od
}





