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Abstract: We propose a new Car-to-Car communication system using a Dual Channel Mobile Ad-Hoc network.
In the proposed system, Car-to-Car communications will be divided in to 2 categories. Normal mode transmissions
and Emergency mode transmissions. Emergency mode transmissions will be done using a dedicated channel thus
overcoming packet loss due to packet collisions. The proposed system will also adopt PKI technology to prevent
unauthorized access thus making the system more reliable. We report that packet routing for up to 9 hops was
possible within 50miliseconds. We also report that adoption of PKI technology would not impair the system
performance.
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1 Introduction ing and a system like this can also warn vehicles
about other vehicles approaching them from blind
corners. A Car-to-Car network can also be used

to warn the vehicles about accidents, breakdowns

When considering Car-to-Car Communication
methods, Mobile Ad-Hoc Networks(MANETs) ap-

pear to be the obvious solution. Mobile Ad-Hoc
Networks do not require any roadside infrastruc-
ture to route the packets which makes it a very
economical solution. Moreover this makes a Car-
to-Car Ad-Hoc Network easily adoptable.

A Car-to-Car Mobile Ad-Hoc Network will en-
able the vehicles in the network to exchange in-
formation such as traffic congestion data, weather
information like rain, snow, and road surface freez-

and sudden traffic blocks helping to prevent pileup
accidents making the road a safer place. Unlike
the other information exchanged in the network,
warnings like these need to be transmitted to all
the nodes in the network with high priority. Broad-
casting can be used in such a scenario.

Many Car-to-Car MANET systems have been
proposed in the recent years. For instance Peter
Davis et al.[1] suggest a single channel Car-to-Car
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MANET which will flood emergency data. For this
solution they carried out an experiment utilizing a
50 node single channel Ad-Hoc network with 20-
25 nodes within 1 hop range and a maximum hop
count of 5.

We had the opportunity to conduct an experi-
ment by creating & MANET of 130 nodes at the
EXPO 2005 AICHI, JAPAN. The data collected
during this experiment showed that packet colli-
sion can occur in a high node density Mobile Ad-
Hoc Network{2]. So it can be predicted that packet
collision will become a factor for a Car-to-Car Ad-
Hoc networks, increasing packet loss and bringing
down the transmission speeds.

In this paper we propose a Dual Channel Mo-
bile Ad-Hoc network to prevent the packet loss due
to collision during emergency message broadcasts.
This System will adopt Public Key Infrastructure
(PKI) technology making the transmissions tam-
per proof. We also conduct evaluation experiments
to verify the loss rates in common channel broad-
castings and dedicated channel broadcastings, to
measure the transmission time up to 9 hops and to
measure the loss rate at the 9th hop.

2 Proposed System

In the proposed system, each vehicle would have
two separate Wireless LAN(WLAN) adaptors.
One of these adaptors will be used for the normal
mode communications. The other adaptor will be
used for Emergency mode transmissions and will
use a different dedicated channel for the transmis-
sions as shown in Fig 1. ”"Dual Mode DECENTRA
Advanced” developed by SKYLEY NETWORKS
[3]was used as the Ad-Hoc routing middleware for
this work.

2.1 Dual Mode DECENTRA Ad-
vanced

Dual Mode DECENTRA Advanced is an Ad-Hoc
routing middleware which creates a Dual Chan-

nel Mobile Ad-Hoce Network. Dual Mode DECEN-

Normal Mode
trans I:[liwssj,gngmwm

oy

. N,
Different transmissiomn

Emergency Mode
transmissions

Figure 1: Transmission model

TRA Advanced is a Hybrid routing protocol. It
has a parameter called "Scope” and packets will
be routed to the nodes within the scope specified
number of hops using proactive routing and rout-
ing beyond the scope value number of hops will be
done using reactive routing.

2.2 Normal Mode Transmissions

Each node will transmit hello messages in the nor-
mal mode channel to advertise their presence and
create an Ad-Hoe network. After entering the net-
work each node will then exchange the link_state
data they have. These data will be used in the
packet routing process. The normal mode trans-
missions Which consists of traffic data, weather
data etc. will be exchanged using normal mode
transmissions.

All the transmissions in this channel will be en-
coded with PKI technology. This is to prevent the
data from being accessed by third party nodes.

2.3 Emergency Mode Transmissions

This mode is used to transmit the emergency warn-
ings when ever they are generated. These trans-
missions will be done using a dedicated channel.
Emergency mode does not broadcast hello mes-
sages. It assumes the network topology of the nor-
mal mode transmissions.

There are two methods of transmissions avail-
able in the emergency mode. One is the broadcast
method where each node broadcasts the packet to
all the nodes within 1 hop range. Each receiv-
ing node will re-broadcast the packet. The other
method is a unicast based broadcasting (unicas-
tXn) where the packet will be transmitted to all
the nodes within 1 hop range one node at a time.
This way if there are 4 nodes within 1 hop range
the sending node will have to transmit the same
message 4 times instead of the one time broadcast-
ing. The link_state data from the normal mode will
be used to identify the nodes within 1 hop range.

In order to increase the reliability of the system
each emergency data packet will be retransmitted
5 times. All the emergency data packets generated
will be digitally certified by the node who gener-
ated them, to prevent foul play before broadcast-
ing.

2.4 Security

In order to prevent any unauthorized accessing and
alterations, this system use PKI technology. A dig-
ital certificate will be issued to each node by a cer-
tification entity. The nodes will exchange their cer-
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tificate with the other nodes in the network. When
ever a node (Node A) recetves link state data con-
taining a new node ID (Node C) from another node
(Node B) Node A will request the certificate of
Node C from Node B. If node B does not have
Node C’s certificate then Node A will request it
from the next node who send link_state data con-
tain the node ID C. Meanwhile Node B will be
requesting the node C’s certificate from the node
which sent link_state data containing node C’s ID.
A Certificate Revocation List (CRL) released
by the issuing authority of the certificates will
be downloaded when ever the node has access
to roadside infrastructure like Electronic Toll
Collection (ETC) sensors or Dedicated Short
Range Communications (DSRC) transmitters.
Each node will periodically check the validity
of the certificates it has by comparing them
with the CRL . The certificates collected will be
deleted once a fixed time has passed since the last
interaction with the corresponding node.

3 EXPERIMENTS

This section will provide a detailed description of
the verification experiments we conducted.

1. Ezperiment 1 was conducted to measure the
normal mode packet loss rates at 9 hops and
the transmission times for 7, 8 and 9 hops, in

a 10 node 9 hop MANET.

2. Ezxperiment 2 was conducted to measure the
loss rates and transmission times at the 10th
node for emergency mode transmissions. The
same network as Experiment 1 was used for
this experiment.

3. Ezxzperiment 3 was conducted to verify the
certificate distribution system. This ex-
periment was repeated at different the Ad-
vertise_rate (hello packet interval) and Re-
fresh_rate (link_state packet interval) parame-
ters to see their effect on the certificate distri-
bution times.

4. Ezperiment 4 was conducted to verify that
encoding or digitally certifying the packets
would not affect the system performance.

3.1 Experiment setup

We used up to 10 notebook computers (Epson en-
deavor N'T2850, Windows XP SP2) and 20 USB
WLAN adaptors (Buffalo WLI-U2-KG54) for these

experiments. Each notebook computer was placed

Figure 2: The experiment set up.

on a wooden trolley 70cm high and the 2 WLAN
adaptors were placed 75cm away from the com-
puter as shown in Fig 2 Dual Mode DECEN-
TRA Advanced was used as the middleware im-
plementing the Dual Channel MANET. The appli-
cation used for the experiments was developed on
VC++2005 express edition. AiCrypto [4] a cryp-
tographic library developed by Akira Iwata Labo-
ratory of Nagoya Institute of Technology was used
as the cryptographic library for these experiments.

3.2 Experiment 1

10 nodes were placed inside the Nagoya Institute
of Technology (NIT) campus as shown in Fig 3.
Using buildings as barriers to make sure that each
node could only transmit with the 2 nodes on its
either sides, we created a 9 hop Ad-Hoc network.
Then 100 packets with a payload of 1024 Bytes
were transmitted from node 1 to node 10 at 2000ms
intervals. The times taken by the packets to reach
node 10 and the number of packets lost en route
(loss rate) was calculated. This procedure was re-
peated 5 times. Table 1 shows the loss rates at the
10th node. All the transmissions were done with
plain text data packets.

As shown in Table 1. Nearly 50% of the packets
are lost by the time they reach the 10th node. The
Ad-Hoc Network used for this experiment has only
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Figure 3: Node distribution for experiment 1 and
2.

Table 1: Loss rate at the 10th node.

Experimentno | 1 | 2 | 3 | 4 | 5 | Avg
Loss Rate % | 43 | 47 | 54 | 25 | 57 | 45.2

one possible route from node 1 to node 10 and
this plays a significant part in the high packet loss
rate. In order to achieve 9 hops with 10 nodes we
had to keep them at the absolute edges of their
wireless ranges making the network very unstable.
A detailed inspection of the collected data showed
us that most of the lost packets were consecutive
ones, pointing towards an unstable network.

Fig 4 shows the transmission times for 7, 8, and
9 hops. The results show that 7 hops can be made
in around 32ms-35ms, 8 hops in 36ms-40ms and 9
hops in 42ms-46ms.

3.3 Experiment 2

Using the same node distribution as in Fig 3.
We measured Emergency mode transmission times
and loss rates at the 10th node. We transmitted
100 packets with a payload of 1024 Bytes from
node 1 to node 10 using broadcasting, and another
100 packets were transmitted using the unicastXn
method. Each packet was re-transmitted 5 times
and each one of these packets were broadcasted
with a 2000ms interval. All the transmissions were
done with plain text data packets.

The same experiment was repeated thrice. First

29 30 3 32 33 34 35 3B 3 38 39 40 42 43 4 68 391 1565

tine(ms)

8hops,

35 38 37 39 30 A0 41 42 A3 A4 45 46 4 4 ST 55 73 366 1570
tme(ms)

@ hoos

o of mckete

Figure 4: Transmission times for 7, 8, and 9 hops.

each of the 100 packets were retransmitted 5 times
consecutively (Oms interval) then the packet re-
transmitting interval was increased form Oms to
5ms. Next the packet re-transmitting interval was
increased to 10ms. The loss rates and transmission
times for all 3 different re-transmission times were
compared.

Table 2: Emergency mode Loss rate.

Re-transmitting interval(ms) |0 [ 5 | 10
Broadcasting loss rate % 49 | 45 | 82
UnicastXn loss rate % 41 | 37 | 28

Table 2 shows the loss rates for emergency mode
transmissions. The loss rates in broadcasting is
quite high. Again the obvious reason here is the
availability of only one possible route for the pack-
ets. In a lean network like this unicastXn method
shows more promise with a lower loss rate. That is
because Unicast packets are re-transmitted at the
network level in the case of a packet loss. However
unicastXn has its drawbacks. When we look at
the transmission times in Fig 5 we can see that the
unicastXn method requires much longer transmis-
sion times than the broadcast method. This can be
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Figure 5: Emergency mode transmission times.

explained by the fact that unicastXn method is a 1-
to-1 type transmission which does re-transmissions
in the case of lost packets. However broadcast-
ing is a l-to-many type transmission where no re-
transmissions are done. This difference in routing
makes the unicast Xn method more time consuming
than the broadcast method.

3.4 Experiment 3

In this experiment the time taken for the certificate
distribution was measured. 4 nodes were placed
on the 5th floor of Building number 20 of NIT as
shown in Fig 6. At start, each node had their own
certificates only. The nodes were switched on from
node 1 to node 5 and in each case the time taken for
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Figure 7: Certificate distribution times.

Figure 8 Node distribution for experiment 4.

the certificate to reach node 1 was measured. The
same experiment was repeated at Advertise_rate
(hello packet interval) and Refresh_rate (link_state
packet interval) values of 2000ms, 1000ms, 500ms,
200ms and 100ms.

Fig 7 shows the distribution times for the cer-
tificates. We can see that the certificate trans-
mission time is a function of the Advertise_rate
and Refresh rate. Also the Certificate distribution
times can be brought down by reducing the Adver-
tise_rate and Refresh_rate.

3.5 Experiment 4

Five nodes were placed in locations as shown in Fig
8. Then 100 packets of 1024 bit plain text data was
transmitted from node 1 to node 5. Next the same
experiment was repeated with the data of 1024
Bytes encoded at each transmission. The encoded
transmission times were measured and compared
with plain text transmission times. During the ex-
periment all the nodes had aequired the other 4
node’s digital certificates and the data was encoded
with the public key of the destination node (node
5) included in the respective digital certificate.

Fig 9 shows the transmission times for encoded
transmissions and transmissions with digital signa-
ture. We can see that these extra security measures
do not have a negative effect on the transmission
times.
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Figure 9: Secure transmission times.

4 Discussions

The experimental analysis we did shows us that
we can rout data packets even 9 hops away in less
than 50ms. This speed is quite sufficient to warn a
motor vehicle on a highway of a imminent danger
(A car traveling at 108km/h travels only 3 meters
in 100ms). We also established that PKI could
be easily adopted in to an Ad-Hoc network and
that encrypting or digitally signing data packets
do not increase transmission times. However the
packet loss rates at 9 hops are still too high for
this system. Further experiments with a higher
number of nodes providing multiple routs for the
packets are needed to verify the expected loss rates
in a real situation of Car-to-Car Ad-Hoc network.

5 Conclusions

In conclusion, we proposed a Car-to-Car commu-
nication system using a Dual Channel Mobile Ad-
Hoc network. We showed that this system can
transmit data packets up to 9 hops within 50ms,
and that PKI can be adopted into this system. The
results so far look very promising for practical im-
plementation in a Car-to-Car network.
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