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Abstract In the society preoccupied with gradual erosion of (electronic) privacy, loss of privacy in
current DNS query is an important issue worth considering. We firstly analyzed the complete DNS query
process now in use; then, from each step of the DNS query process, we discussed the privacy disclosure
problem in each step of the query: Client side, Query transmission process and DNS server side. For
solving these problems, we propose a new DNS query framework with a well-known query scheme: Private
Information Retrieval, which was proved to achieve theoretic privacy.
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1 Introduction and Motivation declarations and laws vary. However, all require

that personal data must be kept secure. Thus, in-

With the development of automatic information formation systems must take responsibility for the

rocessing, it is necessary to consider privacy pro- . .
P & Y b Y P data they manage. Therefore the main challenge in

tection in relation to personal information. More- data privacy is to share some data while protecting

over, the surveillance potential of powerful com- personal data.

uter systems demands for rules governing the col- . . . "
p Y & g However, an issue: “DNS Query Privacy” was

lection and sharing of personal information. An ignored by those laws and declarations. Nowa

overview of the evolution of data protection is pre- days, when surfing on the Internet, DNS query

sented [1]. Expression of data protection in various is the most frequently used function. Moreover,



while enjoying the DNS query service, do you to-
tally trust that service can securely protect your
privacy? Most Internet users always don’t know
that is there anyone watching, peeking, or eaves-
dropping “what kind of websites I am attending to
access?”

The primary motivation for this paper is cur-
rent lack of privacy in DNS query. By reviewing
the whole process of the DNS query, we analyse
those privacy threats. Then, for avoiding these
threats, we construct a simple and flexible privacy-
preserving component based on a well-known client-
to-server query scheme: Private Information Re-
trieval (PIR)[8].

Our new DNS query framework could provide
users a privacy-preserving query scheme, by our
scheme, users could protect their personal privacy
to a new level. What’s more, we believe that our
research could make average users aware of both
the need for effective DNS query and the need to
protect their privacy.

The rest of the paper is organized as follows:
first, we give a careful review of information pri-
vacy and of the whole DNS query process in order
to show that there is little privacy protection in
the query process and to show the importance of
privacy protection in the DNS query. In section
4, we introduce One-Server based and Two-Server
based query models: PIR. In section 5, by review-
ing a One-Server PIR based query model(Range
Query|[10]), we present some prons and cons of that
scheme and for the Cons, we propose a Two-Server
PIR based DNS Query model, moreover, we also
give a comparison of two schemes. Finally, we list
the remaining issues and give further research di-

rections.

2 DNS Query Process

DNS stands for Domain Name System. The
DNS is used on the Internet to make correspon-
dence between IP address and readable names. The
part of the system sending the queries is called the
resolver and is on the client side of the configura-

tion. The name server answers the queries. Think

of a DNS query as a client asking a server a two-
part question, such as “Do you have any TP address
for a computer named hostname.example.com.?”
(Fig.1) When the client receives an answer from
the server, the request is then passed to the DNS
client service for resolution using locally cached in-
formation. If the queried name can be resolved,
the query is answered and the process is completed.
Else, the resolution process continues with the client
querying a DNS server to resolve the name. When
the DNS server receives a query, if the queried
name matches a corresponding resource record in
local zone information, the server answers it au-
thoritatively. Else, the server then checks to see if
it can resolve the name using locally cached in-
formation from previous queries. If a match is
found here, the server answers with this informa-
tion. Again, if the preferred server can answer with
a positive matched response from its cache to the
requesting client, the query is completed.

If the queried name: does not find a matched an-
swer at its preferred server-either from its cache or
zone information, the query process can continue.
This involves assistance from other DNS servers to
help resolve the name. By default, the DNS client
service asks the server to use a process of recursion
to fully resolve names on behalf of the client be-
fore returning an answer. In most cases, the DNS
server is configured by default to support the re-
cursion process.

From the analysis of the DNS query process, we
can clearly get the result: the client’s privacy could
be leaked in the whole query process. A client only
query one specific hostname(target) on the Inter-
net, and the target hostname and the returned IP
address may be passed through several servers and
resolvers. If anyone of those third parties (agents,
servers, responders or distribution points) is com-
promised, then we say that our privacy was dis-
closed to others illegally. In the following discus-
sions, we will introduce our analyses of several pri-

vacy attacks to DNS servers and DNS queries.



Server-to-Server query

DNS Client (resolver) (recursion)

Client-to-Server query

DNS DNS server Other DNS servers

Resolver .
Cacho S A
s ) ; i ]

Figure 1: The complete DNS query process

3 Privacy Threat Analysis

Based on the analyses to the whole DNS query
process, in this section, we analyze the privacy dis-
closure of each step of the query process: client
side, data transmission between clients and
widespread DNS servers, DNS servers side.

3.1 Privacy disclosure at the client
side
The privacy disclosure of DNS query at the client

This
threat does not like the form of direct attacks by

side has been recognized for a long time.

viruses or hackers, but rather the form of moni-
toring programs surreptitiously installed on com-
puters. These monitoring applications are called
spyware, and serve to record and transmit a user’s
computer uses and behaviors to third parties. They
are normally not directly malicious as the secret
spywares, but they do send out information from
user’s computer to a third party. Most commonly
some kind of habit tracing or statistics of surfing
or similar. Tt has been estimated that, excluding
cookies, almost 70 percent of consumers ~ comput-
ers contain some form of spyware [4].

Spywares differ from virus and worms in that
they do not usually self-replicate. Like many re-
cent viruses, we found that spyware infected com-

puters for commercial gain. Moreover, it has been

found that toolbars from any other then the big
players like Google, Yahoo, MSN and similar very
often contains spyware to some degree today. Sev-
eral US states have enacted anti-spyware legisla-
tion but currently, without being creative and ap-
plying anti-hacking laws to spyware, there are no
federal laws. Internationally, laws have been and
will continue to be enacted.

In current condition: with the lack of specific
laws about the E-Privacy and without a perfect se-
cure enough anti-spy software, the best protection
for client is: Do not dowload peer-to-peer appli-
cation bundles; do not install suspicious software,
even if your are familiar with it; and finally, which
is the most important, integrate a spyware moni-
toring and sweeping program just as you have be-
come accustomed to do with anti-virus measures.

3.2 Privacy disclosure during the
query transmission

Nowadays, based on cryptographic techniques,
such as Transport Layer Security, digital signa-
ture and authentication techniques, some of data
transportation problems can be easily remedied at
the technical level, however, at the same time, we
have to concede that there are still some privacy-
disclosure problem which users and many institu-
tions ignored. Here, we discuss the most often
privacy-referred DNS query attacks: Eavesdrop-
ping and Man In The Middle(MITM).

Eavesdropping attacks are enabled by the use of
shared media in networks. In an eavesdropping
attack, the attacker configures the respective net-
work interface in promiscuous mode. In this mode,
the attacker’s computer receives any packets sent
on the network, including packets destined to other
nodes. If packets are unencrypted, the attacker can
read packets’ data, possibly including passwords
and other credentials. Many easily available appli-
cations can be used for eavesdropping, including
tepdump [5] and wireshark [6].

A secure version of DNS, DNSSEC(7], uses cryp-
tographic electronic signatures signed with a trusted
digital certificate to determine the authenticity of



data. DNSSEC is an Internet standard that ex-
tends the DNS technology for name look-ups. What
DNSSEC adds is primarily more secure name look-
ups and reduced risk for manipulation of informa-
tion and forged domain names. However, when
related to the domain name query, it is similar to
the DNS, it still query only 1 unencrypted name
at 1 time. So what DNSSEC Provides are only:
authenticity and integrity, without privacy protec-
Moreover, as of 2007 DNSSEC is not yet

widely deployed.

tion.

3.3 Privacy disclosure at the DNS

server side

In this part, we discuss the threat to DNS query
privacy disclosure at the DNS servers side. Here,
we would like to focus on a “not illegal” DNS query
privacy dislosure problem.

Suppose one of the DNS servers is interested
in aggregate, statistically signaficant, properties of
his clients. For example some companies wants
to construct an aggregate model of its employees’
web access interests, or want to statistic each em-
ployee’s web-suring activity during their free time.
However, many people are becoming increasingly
concered about the privacy of their personal data.
They would like to avoid giving out much more
about themselves than is required to be aggregated
by the local DNS service. In this situation, how can
we protect the dislosure of our private data? Since
until now, there is no specific protection aims at
this kind of privacy protection problem.

After giving a carefully threats analysis in this
section, in the next section of this paper, we would
introduce a famous query mode-PIR. And we con-
struct a new query model based on this model.
Since the perfect privacy is very intractable [2], our
new query model aims at maximally decreasing the

DNS query privacy disclosure.

4 Private Information Retrieval

The notion of private information retrieval PIR
was introduced by Chor, Goldreich, Kushilevitz

and Sudan [8] and has already received a lot of
attention. The study of PIR is motivated by the
growing concern about the user’s privacy when query-
ing a large commercial database. The problem was
independently studied by Cooper and Birman [9]
to implement an anonymous messaging service for
mobile users. Next, we will introduce the One-
Server and Two-Server PIR, and then we will present

our framework’s prototype.

4.1 Omne-Server PIR Scheme

The One-server PIR problem consists of devising
a communication protocol involving just two par-
ties, the database server and the user, each having
asecret input. The database’s secret input is called
the datastring, an n-bit string X = (21, z2, ..., Zp)-
The user’s secret input is an integer ¢ between 1
and n. The protocol should enable the user to
learn z; in a communication-efficient way and at
the same time hide 7 from the database(the triv-
ial and inefficient solution is having the database
send the entire string B to the user), the communi-
cation in this scheme is n. For more details about

it, please read the paper [8].

4.2 Two-Server PIR Scheme

In this section, we introduce a two-server PIR
scheme that allows user to privately obtain the bit
x; by receiving a single bit from each of two servers.
The user uniformly selects a random set S C [n]
(i.e. each index j € [n] is selected with probabil-
ity 1/2). The user sends S to Serverl and S & i
to Server2. Each server, upon receipt of the mes-
sage I C [n], replies with a single bit which is the
XOR of the bits with indices in I). The user XOR
the answers it has received, thus retrieving the de-
sired bit x;. Clearly, none of the servers has ob-
tained any information regarding which index was
desired by the user (as each of the servers obtains
a uniformly distributed subset of [n]), the commu-

nication in this scheme is n'/3.



5 Discussion on PIR and DNS
Query

Based on the PIR introduction, in this section,
we analyze a new DNS Query model which based
on the One-Server PIR, and then we propose a new
DNS Query framework which based on the Two-
Server PIR, and at last we give a comparation of

the two query schemes.

5.1 DNS Query with One-Server PIR

We propose the query model based on One-Server
PIR [10], in that scheme, a new query model “Range
Query” was proposed: instead of querying by a
specific host name, the client queries a range of
hostnames [1, n] (n: max index number of the
hostname in DNS query). The only information di-
vulged to the server and other third parties is that
the target query lies in the interval [1, n] which
translates into the probability of correctly guess-
ing i: P, = % Only one 1 hostname is the target,
and others are all generated randomly.

5.2 DNS Query with Two-Server PIR

Our new query model is also based on the Range
Query: the client queries two hostname range to

two separate servers (Fig 2.), Q1 = (Hi, Ha, ..., H;y):

hy h, e hy
X
X1n1[X1n2| Thn

k=32]bit]
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Figure 2: Two-Server PIR based DNS Query

However, this requests a higher hardware-demand,
such as huge disks to store such a large amount of
data, a larger cache to receive the entire database.
So, for common users, it is very intractable.

As we have mentioned, a DNS Query method—
Range Query had been proposed [10], In the pro-
posal which based on the One-server PIR, an is-
sue is the bandwidth, when client send queries to
server, the communication cost is Hgye*(m + 1);
so the response is (m + 1)*32[bit].(Hyye means the
length of TP address)

After an anylysis of it, we found the pros and
cons of this scheme are very obvious, Pros: send-

ing m+1(n) queries together, could hide the target

hostname range without target; and Q2 = (Hy, ..., Hy,, in the range; client can protect privacy of their data

H,,1+1): hostname range with target. Hy,,.: Aver-
age length of hostname; we assume that common
cost does not include DNS query protocol over-
head. After received two range of hostnames sep-
aratly, servers compute A; = @x;;(i=1, 2, server
numbers), then send back to client. By two re-
sponse from two separate servers, client could re-
trieval the target IP address (Z1hm, Z2hm, -, Tnhm)
= A; ® Az (XOR answer of two servers’ response).

5.3 Comparison of two schemes

For a perfect privacy situation with One-Server
PIR, as everyone knows, the server should send
all n bits(the whole DNS Database) to the user.

by perturbing it with a randomization algorithm;
for the response information from servers, the re-
turned IP addresses are also a range with equal
probability of its memebers. Cons: In brief, huge
computation at servers’ side, and huge communi-
cation cost is also a serious problem.

With a Two-Server PIR shceme, we could get a
diffrent communication cost. For Queries, it is the
sum of two servers: Hgye*(m + 1)+ Hype*m. And
for Response, from the fig 2, it is 32[bit]+32[bit]
(length of 2 IP address).

all metrits from one-server query scheme, however,

This shceme inherits

compared with the cons(communication cost) of
one-server scheme, there is some diffrence.

When comparing the communication cost of two



schemes, in the query part, the cost rises from
Hgue*(m+1)—(1-server) to Hype*(m+1)+ Hape*m—
(2-servers); However, in the response part, the cost
declines from (m + 1)*32[bit]—(1-server) to 32[bit]
+32[bit]—(2-servers).

However, when concerning about privacy-preserving,

we can get a more optimal value with the Two-
Server scheme. The client sends hostname ranges
to two separate servers, any single server can not
make sure whether the target lies in the range
that it has received. It is more secure than One-
Server based range query under the assumption
that servers can not communicate with each other.

On another side, we have to discuss a weakness of
the 2-server PIR scheme with a special condition.
If we suppose one server conspires with another
one, the server can obtain a hostname which the
clients wants to know. Also if the attacker can
monitor all of the queries from a client, the attacker

can know the hostname.

6 Concluding Remarks

Getting some inspiration from the Two-Server
PIR query model, we proposed a new DNS query
framework based on a Two-Server PIR scheme,
and we proved that we could get a more optimal
privacy-preserving value by the new model. We
also gave a careful comparation with One-Server
PIR based DNS query model and gave some pros
and cons of two schemes.

As with many simple solutions, the challenge lies
in the details(our new shceme only fit the 32[bit]
length IP address). We must concede that there is
still a long way from applying the scheme since pro-
tocols we are using must be modified respectively
to support new proposals. Many wonderful secu-
rity and privacy enhancing techniques have been
proposed and launched by the research community
only to quietly fade into obscurity due to usabil-
ity issues. As mentioned earlier in the paper, DNS
query is unfortunately ignored by the majority of
Internet users. For this reason, finding simple and
unobtrusive ways of making average users aware of
both the need for effective DNS query and the need

to protect their privacy is a major challenge. We
hope our work could be an initial step in this line
of research and will attract more attention from

the whole society.
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