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Study of Detection and Inactivation System
for illegal PC.

Toshic Saruta’ Katsumi Onishi Hideo Nakano™

Almost security violation were cavse by right user in his consciousness/inconsciousness.
In this research, we exermine the net system based on open-source software,
that detect and inactivate the illegal PCs in low cost.
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Table2. List of illegal PC detection tools
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Fig.2 Detection and Inactivation by ARP spoofing
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—bash—2. 05b$ cat results. txt |grep Vulner

. Vulnerability found on port epmap (135/tcp) :

. Vulnerability found on port microsoft-ds (445/tcp) :
. Vulnerability found on port microsoft-ds (445/tcp) :
. Vulnerability found on port microsoft-ds (445/tcp) :
. Vulnerability found on port microsoft—ds (445/tcp) :
. Vulnerability found on port microsofi—ds (445/tep)
. Vulnerability found on port microsofi—ds (445/tcp) :
. Vulrerability found on port microsoft-ds (445/tcp) :
. Vulnerability found on port microsoft—ds (445/tcp) :
. Vulnerability found on port blackjack (1025/tcp) :

. Vulnerability found on port epmap (135/udp) :
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Fig 3 Detected vulnerability of Windows PC
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May 706:37:52 192.168.0.10:2337 > 192.168.0.254:1234 SYN ##3¢*sgs
May 706:37:52 192.168.0.10:2338 -> 192.168.0.254:1236 SYN ¥+++*25+
May 706:37:52 192.168.0.10:2339 > 192.168.0.254: 1231 SYN **##s3g*
May 7 06:37:52 192.168.0.10:2340 > 192.168.0.254:1235 SYN *#***25*
May 706:37:52 192.168.0.10:2341 > 192.168.0.254:1291 SYN $##+++g+

May 706:37:52 192.168.0.10:2334 -> 192.168.0.254:1204 SYN *+#3+1g¢
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Fig.4 Portscan detection log of Snort
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