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An integration method of access control policies using adjacency matrix

KAzZUHIRO KONO,* YOSHIMICHI ITO," AKIHITO AOYAMA,
Hiroakl KAMODA®t and NOBORU BABAGUCHI

Recently, it becomes 2 serious problem that information leakage occurs by fraudulent action
from the inside and by mis-operation. To prevent such a problem, organizations introduce
access control management systems and set access control policies to application softwares
and systems. However, the access control policy in each system is defined independently,
administrators have to set the polices for all the systems when their security guideline is
changed and new systems are introduced. In this paper, we propose a method for generating
an integrated policy so as to manage every policy in each system and application at the same
time. In the proposed method, we integrate these polices using graphs and corresponding
adjacency matrices. By using them, it is shown that the problem of integrating policies can
be reduced to that of matrix operations, and this enables us to constitute the integration
algorithm easily.

HilfE9 % Microsft Windows@®Rights Management

L BLoik Services(RMS)Y, Adobe #0 pdf &£ HHT %

SR, Y OREFHREHL I 2 X 3 REH,
b DEMFENEL B o TWV5, TONEE
LT, 77 ARES A7 LEEAL, 1—HIcHL
T7 2R AFEENF BT L THISHEENTNS.

HROBHRY A7 LT, 7722 A
TLERAGRATERENR TV 3. BHEMICE,
2w bI—2, BXUY—E 2 OFE A7 L, %
BTALI MURRET 7 AIADT 7 & I,
EBIT, TrANNDIDERERIENRREE 22
T7AIVRE AT LNEESTS. fIZiE, 774
IREY A7 L8 LT, Microsoft fE0) office (&%

T ORBORAER R TSR
1 HMREH NTT 5%

Adobe®Livecycle™Policy Server? HEIF5N 5.
TNGREBIC, 77BN TEDENET 7R
MERRRET HHAERIRML, VAT LEBEII NS
DY AT LIRS L T 7 AHIERY o —E2HR/E
3.

—fic, 7R AREY AT LORY —IF, Fh
FNDVA T LTHEIERENTWS. 20k,
BUVATLEATNENLU L3 BRY —2RELT
WAEZEMDLY, BEERLTOVATLCHL
TRU & GEFEBEMNITHELZICR) v —2FET S
BENDD. PIZE, EAEREEEREADEF
VT HARIA VHEEESNES, EEEIEN
FRARICKHGT 2RENH D, SREEHE HHH
WEEED., ThiE, RYVy—%2—ELTERTS



PEHBWFE LW TH D, S%O7 7 & XM
VAT LOEKE, BIUDTEREERTZ L, RV
V- ORERMBNERARTHE EEZLNS.

R —ORBICET BHTEL LT, XMk 3),
4) BDEFONS. XHK3) Tk, BB cCHLE
TBTF—RILT VAT B HERERLTEY, HE
DETFTVLBNT, —HEERETVEL, 527
DEFIICEDLEZHEERELTVS. X 4) T
&, BER3BRBIHZ R —ICFENMEELEV L
I, BEEIEEZ AW TETVOREETY, RY
—DIREERTOT NS,

CNEDOMEF, LI RBAC (Role-Based Ac-
cess Control) ICBIFERY V—DIFEEERRICLT
WA, RBAC &id, O—JL (¥ 7z F ks -
BRERZRENCE DV TIRD D3 e IV —T) 1 &D
WTH TV, UV—X, 7oavD7rkA
FEZITS> AXTHY, THOU—VBETET7 7+
AR 2T EOT—IVICHEREI NS LW S #RBI%
DEET S B2, BROBETST7 7 AERIEE
LFDOE).

—J, TO&S AR, —RIiZY V-2
TrvaViiHUTREETS. Hl2E, 77 1E
#E A7 LTHB Widows RMS *° Adobe Livecycle
Policy Server Tld, 77 ¥ a VT U THEABED
FELTW2 RETEZANIHRETE3S). L
MNoT, Y7V b, UVU—R, 7To¥arnzEh
FROATIVICH U THRRREZERLIEFLE
ERIDADIDHENTH S L VR 5. BT,
INGRTOATINCH U THREBERZER Lz
TNEEAL, WHREEZRII—DEENLFND
Z—ELTEERT L LATRERHESINERY —
T 2 FERRET 5.

i, IR, RO REREHVTER
PEEENG D, BTLERBELORVKETEE
BEZ258L0LEE-> TV, AR TRERTSFER,
MARBERZFRT HBRICGRER TR R I I 7 2RV
TWad, KOHENCERELEWHEFEESZ
BLDEBZLTVD. BRTERELI, FIT7DEK
E UTHBTII RV 2 & T, BEOBIcnExet
BEZETTHOEECRETEZ L RRY. ThIC
&9, RELRBRY—RFEETE7VIU X L%
RET LML S,

2. 7U7RARBETIV

AT, 77 RA@E, (525972 b,
EDY V=R LT, WingBT I a i TES

MEFET D) BWREL EEL, ThEETRLELD
BT 7L RFERY o— (MUTF, £U—) LR F
Te, RBBTIE, Y7V THVaY, UVY—2R
DENFNDOH T IVICH U THRBEDIFEST 2 €
FIVENGEE TR, BHTTVICHT 5 SR RO
7, 1~ 3 ITRT.

PIZE, B LIZBWT, “RE D “FR ITHE,
IR, THBEY TV 78, $BYYV—XicHL
T, “BE TEZRLE, ZOY TV ML, 20
UV—RER/UT, “BR° TEB) L0 #RER
ZEHT S, MliBWTiR, “—B8" N, 53
UY—RCHLT, 5773 arwHFTER4EH
I, RE” &, FOYV—RIXLT, #O7 I3
VERITTES) LV EKTHS. AR 3 TR,
(B30T W0, “WELE HLT, 57
I avEEFTESRELIE, FOY T Yy M,
CNBAXET KM LT, FOF Y a v EEITTER]

EVIEHE LD,
~BEA
[an]
ox [amxa |

M2 $7v:=srpB3 V=D
ARBBEOH AEAEBROH

[mn ]
(22~ [m# | ]
(2x ]

M1 7ovav0
MAERRROH

—RUREBIRE, T TV 27 b s MU V—R o T
WHLUTTIvaY an NEFAIENZELIE, 7922
b s BUYV—Ar RLTT 733V an BFATEN
) LECRTED. ThiE, (si,7e,0m) — (55,71, an)
CBEET A, COEBEERAVEE, KBTI R
£ 2 3¢ — O]REGRIZ,
(86,75, FRFE) — (si,7%, TE—)

(Vsi € SUB,Vr, € RES)

EREND. J#EL, SUB, RES X, #hFhy 7
V7 FOEE, BEXUTYV-RAOEETHS.

COBNCIBII BT 7 3 v OMEBERIE, FEOY
T RV R VBRI TS DT
BB TOXIIE, HAMEBRIMEOST IV ICE
T BRKEIMR LI RBRICBGIT B C L RN LR
ARETI, MDA 7T LI R RO Bk
5. LiehoT, ook Hig& HEE - 0
E—" LT BT LT 5.

3. MERVY—DER, BLUREBROM
BOBE

RETTI, HERY >R E TORER, BIU
HARBBROFEIT DOV THHT S,



3.1 MAERII—(rROEH

ARETEIETNVTE, ¥ TV b, UY—2
ToavO&A T IVICRBEREEHIEETS. ¥
Te, ATV OREBGRIE, M7 TV r—a
URVATFLTEICRIESTWS.

ARETE, KU —RERT B, RD 3 B
WS TERT 5 FERERET 3.

(1) &h73V) CLICBEBREREEST 3.

(2) BMEINIZ3DOAT7IY OREMGZE, 1D
DAEBRICKET 5.

(3) BEEVEAWIZR)V—ERETD. 205,
ME LI REGRESRBT A LT, MOFRY
T—E HEMICREINS.

3.2 JSVIKEATRELER

1I~H 3 IRLzEBO, MRBERIIERS ST
TRESNS. RETE, $REGFEERET BN
BRI 7ERICDVTEHET 3.

T57Lid, HERERENZEEDESV E, VD
HE%E 5 2 DOERDIEFEHNPER L T2 L EN
BERDES B hoBRENBEEON G(V,B) D
CLeTHD. HADEESV LHEDEAE B R EICH
LT HRENRWVES, YO URBIC G LERTS.

ARETHRS V571, TRTORBICAEHRD BN
TWAERTZI7THS. £, AETIE, HELS
2 DDTERESES 2 AL LOF®, BE—DEEAZES
BRI NEET S TRk .

Rz, 727 GV,B) IBWT, b, G(V,B)
DIEE LR & DR EICRNAERE vibivabs - - br-1vn
THORE b D v & vy BIREELTEDEDTEH
%, v ZHEOWERE, v, ZREEVS. bi#£b (£
7), DD £ v (14 7) ThaBEEEELNS. E
7o, BBBEIEBNT, v =v,, Thbdb, thie
BEaD—BLTWEELE, ZOBEIHUTWELE
#£L, LTV AEFEREER

MEONFEEZT 72 AHIH 25 L ACS,
DT ayOREER ACT., ThboDT7 73y
X T B ELDMEBBROESE ACTR, 235
&, ACS, D7 U ravOlRBEBREKIZ TS T
Giw(ACT, ACTRy) TRETZ 5. T, A,
ACS, DY 7Y 2 7 + OMEBGHRE, BIUYYV—
ADMEBFREEE, TNEFN Gy (SUBL, SUBR),
Gw(RESk, RESR;) THT.

3.3 RA—AT7dVICEH DRBRORSE

WABGROREE, B—27dVIcB38HEe%%
NENOAT TV LU THE->7E, 3D0HFd
U OHEERERET 2T L TEEENS. LITFTI,

H—n73V (D%, 7rvavhe7 s avE
1) e BT BHAICDNTIHRNRS.

3.3.1 FE—A7dJICBI 2 AERORARIZE

REOWMRETZ N O AF LB BE—N
73U OHRERE, FNEFN GL(ACT:, ACTRy)
3% (EL, kK E1<k<N). ZOkZ, FH—
AT IVICEBT BHEREBEORESOERRIER,
REGTDMEBBONEESR L 2BETHE. RT
RILLUTOEBOTHE. EL, BEEGOMNE
B okiBD, MEEEE G(ACT,ACTR) kL,
a,k(k =1,-- ,nA) WwWrovay, na &7 23y
DEEET.

ACT = ACTy UACT, U---U ACTN

:{aha?"" ’a’"A} (1)

ACTR = ACTR; UACTR2U---UACTRN (2)
UL, RESE L ZBER T T, ERPAER
ICERTBEENE TS, RO/NTD SR, BXU
TERHICEY SHEIC DV TIRRS.

3.3.2 B B&

PER L IE 32 HITEHR L& BD, FSTOHESR
BEHALIEOT ETHB. HROMEK 4 107T.

ME LR, BENEE LSS, BREERT
BPERIIASEEGRE RS D, FOHREEICKS.
T, BEFETE, FBROESAZ2T 1 DOHES
ELUTHEEL, BREHIRTSAHEEE 5. k%
BHLU, HIBRT 35DV TIE 4.2 iTHRAS.

333 nT B

MEERRICETI2HETHY, ROXSICERE
ns.

EE 1 HEIEELZVERYS T G OHEEOE
BZEYV ={v,v2, - ,up} &L, BB 2DOOFES v,
Bu(RIEL, i#£5 T, 1<i<pBLT1<j<p)
’\krﬁjh‘aﬁbﬁ BH3L95. ZDkE, v; D vy
NEEZRE 2 U EOENEET IHBE, FOK by
EERREERT 5.
TIRAROHIZR 5 1R9. [ 5 1B TRERRIE
WO TH S,

v, WD v NAD IR TH S & &, Z0OKH
HTH, HBHEID v b v, OMERDDS. Uit
MWoT, TORBRITERE LS. FARELREOHEH
BNy 3L, ZhRZGERSZEROBMICDOENS.
ZTTT, REFETE, NEARER2TYIRTS. 7
BAEZREL, BIBRT 2 7EEOVTIE 4.2 TR
N5,

3.3.1f0, 3.32H1, BXU333HiHE, A—HF
JVICBIT 2 REBEBOFE LI, LUTO 3 DOBE



TEMHEND.
(1) HRLEIEROWERBEORESS L 3.
(2) REESEL > MEBIRICH LT, BEZRHE
U, Z—TEFoERT 3.
(3) BEMDEELRVMERERICH LT, AR
ERIL, HIBRT 3.
o ]
[ ] (e

(=]
5 TRk

4. BHETSIZBWMARY ¥ —DfERFiE

T, F—h7 VBT 2 ERBEROHSIC
DWTEHAL, BERRERERLL. AT, B
BT ERWTHE— 7Y OREICB I3 hon
BT FEEMNS, Tk, BREA7IVICH
FBEBEROBEIC DV TLHIAL, AEOBKT
HERY —DERETOTOY AERT.

4.1 BETREZONE

TS T7DER, BIUZORERRENBFED—D
LT, BBIERAVSHELNSS. LT, KRET
ZEEETY), BIUFOMEOER L, EARNKEE
VR UNA-N

EFE2 V={v,v0, - ,vn} BEALLTEOH
WA T2 7 OBEITH R = [riy;] BRO X S IE
B/IB. 2L, i,jl31<i<n, 1<j<nTh53.
1 (b v N D BEAEET B) 3)
0 (ALY

EE 3 BETHoMmEL, EIESHELVWYS
T OBETIICH L TR IS, HEEAROZELY
2DDTS5 T OBHEITHI A = [ay;], BEU B = [by;]
LT, Mk A+BREEZLOMTEETS. &
7L, BBRICBY AL, #ENTHS. Thbb
0 (as; = bi; =0) (4)
1 (ENnL

a4 MR

Tij =

@ij +bi; =

T 5.

TDEE, v; D5y NALIEX p DEIEET D
THODEMFELT, UTOREMNLENTVS.
FRE 1 BEETS R TEEHINBEETS TGO
EHRESZV = {vi,vs,+ 0.} £T 5. TDLE,
v D v NEADIEE p OEMNEET B 2D ONE
ML, RP O (6,5 RAWN 1 BB ETHSB.
4.2 BHETHERVEHERY Y —OERFE
AT, BETHERVIRER) O — 0K
FHEICDVT 2 BBICH TRR B

4.2.1 FA—H7IAVICETIHEEROKSEL
Y, YTV, VYR, T avD&A
FAV BT BHEEEERET BFHICOVTHIH
5. BLARALCFEERAVTHET 20T, AETIk
7O Y a vy OREBERERE T BEEICDOVTRNS.
T, MAREREHETITRET AR, FRlomE
BRURERTS I, HEONKELBEV AT L
D7 7 aYDEEE—RTZLENDS. DR
NEDVATLOT 7Y a v OMEBIGEERT V5T
X, HEHUY ACT = {a1,as, - ,an, } ZIEED
BB LELOTHRLTELRENH S, $iz, B
BITPITRET A, 773 vOUUANRTO
VAT LTHEUEFICR> TVABRENS S,
HREROMESE & Bi2/E

B TH ZMABROMESE & B 8MEE, 1
RETDWETHONERETTEZ LICHYT 3.
TNEFNDOV AT LICBWT, 773y OlkRiEE
ERTBERITIE Av, MESNIET 7Y 3 v Ok
BIRERITHETIIR A LT 3L, choliiXoR
&> THEEBEDINS.

A=A+ A+ + An (5)
RARIROARDOR /HIR

FIBROFIEICBIL T, i 1 A DL T OEEMED
n3.

T 1 BHETI R TERINBERASS T G I
nBOEEERDETS. CDLE, ¥57 G kH
BOEELEVWEDOREFLEMFE, RP=0t%k
5T LTH%.

FE2 BT R CREINAERITT G
BT, v ZFUES [ ORBMNEET 2 ODO0E
THEME, R D (6,0) RNV 1 BT ETHD.

EH 1 ORI, ARETIIEKRTS. EHI, BX
UREHE 2 05, MEBGROMBROBRE, BLUHRA
EEROFIETETING. 1271, BROSIRAE
1ZBE9 BAERRIEHRE T 5.

(1) I=2¢73.
(2) ADIFREHETS.
(3) A D (4,i) BAN 1 THBEA, KD i)~vi)
2115,
(i) FEBeAD | BOHESARZNER,
{e1,62,- - ,at &L, TDI3B, HBH
B oom W UTUTOBREREITT 5.
(i) FARR L 2B L TOIEEDOF|OREMEE
BL, HERREEEm Pt BERZ S,
(i) PAEE LR B 2 TOESDFTORELPE
BL, #EEZEmfTEBEEHZ 5.



iv) (m,m)BmZx0IicT 5.

(v) BEmTLEmIERL HEBLE3E
RERDT, BXUFIETHMORKRE,
Izl TERITHIR A L HESETS.

(vi) 1 Z21CLT, (2 KE3.

(4) A'OFRTOETH0%5IE, 7T 7ICIEH
BOVFEELRVDT, 2O7)VdU LLEKT
T5.

(5) [ Z1HEPLT(2)IKES.

TOREGEMOBH /81

TURAMOFEICEL T, ME1HSROER 3
NEMIND.

EE 3 BETY R TEEIND, HBMEELL
WEIBT S 7 GIEDWTEZS, COLE, By,
MEEER v; NAD I ENTNETH 3 HDOBRE+D
ST, BETFIRICHLT, $51>207FEL,
RO GBIV ERBILTHS.

EE3 LEHE1DE, TEAKORE, BLUHIR
DFFEIROFIETEITINS.

(1) 1=22F3.

(2) ADIFREHETEZ NI ADEAOKTSHS.

(3) A BIUA D 3G,) BOHEbic1THS
B, v Dy NADIFRITAETHBEL
T, (,5) ZRET 3.

(4) A'DRTORHH0%E6IE, AERKELT
RRLEZADESEETOIKL, zoyid
VALZERTT .

(5) IZ1HRLT(2) IKK3.

PLEICHEAR 220703 XL0E, #E1IcE-
TEREOBRETHKRT TS T LHMREHEINS.

4.2.2 RGE3H7IVICET BEBROBEEL

TR, BTV I b, V=R, THvavo
B AMEBREREST 5FEICDVTCEHIET S, ##
ABROFEEE, Fo 7B TERWICIT RS T L
LTEBN, KOE5ZFICk->THRLENYL—3
VHEET B8, BOUDERBICENTHS. Fix,
TOFETETIVIY XL TEETZ T L LRk
THB. #T THEETIE, Policy Product £S5 HE
ZEEL, TOEEICESOWTHEBERERST 3.
Policy Product &i&, 2 DDEK B H 7TV Ofk&E
BREHRET 2ITRIOERETHD, UTDOXSICES
9 5.

EFEa A B%, BWICERBZAFIYOMAN
FERTHETIIE TS, 2FL, A n ROEHTT
B, BiZm ROEEFA1TFIL TR, CDrkE, AL B
@ Policy Product # A®, B £&KiL L, KX TESE

5.

L, @@/ axy h—HETHD, I, & m ROB
TR T. &k, kT IFIONH X = (z,,] & q
Tr¥OARY OVuxy A—B X QY ik kgtT ir
HDITFITH D, (6) RCEHERENS.
.TJnY .”EHY
X@Y:=| : : 6)
TeY oo znY
DL ETEZE L7z Policy Product ZFHWT, ¥44H7
VO NeT Uy a v OBEBREREST B ERER
~3%.

YTV DA GRS G(SUB,SUBR), 7
7 ia yOMEMBGRE G(ACT,ACTR) £ $%. ¥
o, TNOERTERTIE, ThFNh, S ALY
5. TOLE, YTV I M7 737D Policy
Produt 217> 7173 S ®, A &, SUB x ACT L
DYABRERTBIETIE LB LIHERTES.
L, SUB x ACT &, SUB = {s1, - ,Snsh

ACT ={a1,- ,an,} LT BL, ROXSERB.
SUB x ACT =
{s1a1, - »81@ny, * 1 8ngQl, " ,Sng0n, }

ToiC, UV —ADHKBR G(RES, RESR) %#;

BB, P = S8, A®, RZHETS. &

KL, REVYV—ADHERBREERETITITHS.

RES ={r1,-- ,rnp} £53&, PRRRTESEZE

NBH8E SUB x ACT x RES FOMEMGERET
SUB x ACT x RES =

{s1a171, -+ ,5101Tng,  * ,81An T,
T3 818n,Tng,s T, 8ngQiTL, 0, SngQ1Tng,
C8nglnaTl, ", SnglnaTng b

Pllekb, Bi5 3D00h53U L2 TOMKEEZD
#E DY Policy Product I & DATREL 5.

TTT, HEWiTHNE LI, HEINIHRREG
DHEPTIEEREETN E 2 D ERIT 20BN S
5. THCELTE, UTogEMEONS.

FE 4 BEETH A, BXU B TREIN &N
BFA, ELIEREEER RS, BHETY] A, B
TREEN DA RISER TS T,

EES5 BRET A, BXU B TREINZ#&
BN, ELICHRETERRESERVELIE, B
75 A®, B TEHINAPEABEBIREREES
FhL.

T4, BIUEHE S OB, HE 2 2HVS.
KBTI, FEH 4 OHHHTS.

MRE2 AlX n ROEATTH], Bidm ROEAT



T h COLE, UTFOMEIRIITS.
(Im ® A = I, ® A¥, (7
(BRI, = B*®I,, (8)
(A®In) - (In®B)=(In®B) - (A®In) (9)
k

(A® B) = (AQ L)' (I.®B)*'  (10)

I 4 O BRI A, B3, FRER, 0k
BIU, mROEATITHD, HET 55571k L
LICHBERERVWET S CDEE, 1D,

A'=0 (WI>n), B*=0 (vk>m) (11)
L% TNHDEHELY, (AQyB)™ =02%5T
LEREE, AQ, B TREENAYS 73R ES %
BNTEDN, EH1KDREING, A=A®I.,B=
IL.®@B Bk, HE2XVUTFOREES.

Al=0 (VI >n). (12)
B*=0 (vk>m). (13)
(A®, B)™ = A'B™L (14)

£z, (m—l)(n—l)ZOc]lZ:‘g, mn—n+1>mh
BhNh5. Cﬂ%@i&i@,

(A ®p B)mn — ZAlenfl (15)
l=0 mn
=Y ATE = (o)
. k=mn—n+1 ~
RBRTEATES. (GESHE)

REDEEMS, RORMESNS.

1 BETY A BLU B TEREINGMES
B, LI NEAREE SV ELIE, B
13 A®, B TREEINZHERIRIIHE & TEZRK
2EEZV

L7zhi o> T, MEFDOMARBEFRENIETORFIVIC
BOWTHR L TERREE £ 40 NIE, Policy Prod-
uct ZAWTHEEINRBRBERE, HoIcF oy
IETHETERL, BRLAERREEE AV L
MMREEENZ T Licxs.

iz, BRI EFEERNT, 7Y b,
Tovay, V—AD 3 DOMREKEREFRET BB
&, ZNoOhTIVICBOTEREAEEN TV
&, Sy A®, ROFEICX > TERTES.

4.3 RUY—EERITZETCHOIOLX

KEORHKIC, R —EERTZETO L
EEEDD.

RUV—ZERTZ2ETOTOLAUL 4 BEH D,
HTo#ELTH%.

(1) RUATIVOMEBBROWE
(2) BAa2h73YOWEEROKE

(3) BEHCXZRI I —OHRE
(4) XACML ZEDORV —idREFHICHA

1DH, BLU2DEHDR T v 7T, WEEEZD
WERITS. TO%, TORESENIEKERERV
THRY V—DERE 3 DEDAT v I HITS

3DHDRT Y ST, ETEEENRY O—2H
TR, FO%, BETAERCT, &k STEL
BIFICHLTERY U—BRETS. chicky, &
HEOFHEE L b, TRELBRERENTSEC
T, ELSRY—FRETEEHAEEL 1B,

BEDRT v 7T, 3DBDAFY I CHIEh
TR =2 TE XACMLY & LTHNT 3.

5. #& b

ARTE, Y7V UY—=X, Traye
TICRRBIRZEA LT 7 7 v AFIHEF VMR &
L, 88O7 7 HHY AT L, —8E L TSR]
BB 7 UL RHIMR Y — R T B FEEIRRE Uk,

GROBEL LT, YRTLRDRY —HELL
REENTVAEDRIET 3 FEICHT BRI, R
O, IR IN—TCLZFHREZ R
TACRIRESBFELEDH 5. B FHEICBHLT
13, REMICERENBTRINEKRE A\~ R 175 &
TRTEND, FRWTITHOEENHE LS.

2 £ X ®

1) Microsoft | Windows rights management ser-
vices, http://www.microsoft.com/japan
/windowsserver2003 /technologies/rightsmgmt
/default. mspx.

2) Adobe Systems: Adobe livecycle policy server,
http://www.adobe.com/jp/products/server
/policy/.

3) C.Pan, P. Mitra, P. Liu:Semantic Access Con-
trol for Information Interoperation, Proc. of
11th ACM sympostum on Access control models
and technologies, pp. 237-246 (2006).

4) B. Shafiq, James B. D. Joshi, E. Bertino, A.
Ghafoor ! Secure Inteoperation in a Multido-
main Environment Employing RBAC Policies,
IEEE Trans. KNOWLEDGE AND DATA EN-
GINEERING, vol. 17, No. 11, pp. 1557-1577,
Nov (2005).

5) D. F. Ferraiolo, D. R. Kuhn : Role based ac-
cess control, 15th National Computer Security
Conference, Available from http://csrc.nist.fov
/rbac/ (1992).

6) XACML and OASIS Security Services Tech-
nical Committee : eXtensible Access Control

Markup Language(xacml) committee specifica-
tion 2.0, Feb (2005).





