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Abstract In this paper, we argue that a novel virus mail detection system. Recently, detecting virus programs
is difficult because they have been complicated and been diversified in order to hinder exiting anti-virus solutions.
According to [1], e-mails can be classfied into virus mails or non virus mails by using Mail Form Information,
instead of analyzing attached virus programs. We collect 4130 virus mails and 2504 non virus mails, and consider a
signature-based virus detection method with Mail Form Information. We also explore a way of decreasing the false
negative errors, and consider an AdaBoost-based virus detection method. Finally, we present a hybrid detection
method which employs both the signature-based detection method and the AdaBoost-based detection method. Qur
preliminary results show that true positive and total accuracy can be improved by comparing with signature-based

detection.
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TRy, KRN THHPEBEREEOTNVIV XLTHS
AdaBoost 2BV 4 VAR —IVRENC DWTH#RT B, Ad-
aBoost {3, [EEHN 5 FROERZUHFEEHSDE, TO
BHORRCBOTEAMPISEREITI> T LickD, EES
O/BWESERERT S TNIV XL CHS.

FCT, FRLLCBOTA—LORRLLTHELTWVS EW
DEN, MIME <LF73— L OR, HEE~Y 548, MIME
boundary DRA®D 4 HEBMS, A= 4 )VAA—NTH
BHIEY L VARV THEHEDOHERTTS Bl ERT
%. 5B, AdaBoost DRBL, R & 5HEHREIHME
TETRENSS. TTTIR, A—BTLNVAELHELE
5-1(8) &, TV NVRARELHEELES 1) BT L LL,
FRTHREBICOVWTUTOL S LB EZRELE.

e H;: EW {HICELAUI LD
EW fHICEANMMEITNE 1 2, EhdbhT -1 2T

o Hy: MIME <V % 73— F ORBIZ RIS E D
MIME <V F 73— F ORI ORNRENH 3 ML bETHhE
%, EOhiT -1 BiET.

o Hy: I AHIISREITEOD
HIBA Y RO RS H AMAL O IIFNIT 1 2, BiFh
I -1 BET.

e Hy;: MIME boundary ORZIZKEEIENE VD
MIME boundary DR RIENH ZBEL DEITNE 1 2, &
g -1 KT
R Hy, Ha, Hy 1, DA WA=V THNIRBRONR
EHHL, DA NRA-NVTHNITRREMES KBNS
hE COBRARRICETNTNS.

BREDNTOMENH RN T SR E LTI, 2 BTN
rFEEHVS. %35, 6, 7, FA-LORKRBROSHER
. HlRiE, AU MIME </LF78— FORREZRHO A—LH
fLIZ ZVERE, log(1)(= 0) THD, TOA—IIVORREIE
BHTHWEEZXS. T, 1193 HOA—LH 1 DOR URR
BERAE LTS, COBAR, log(1193)(= 7.08), FFRHE
MEHTENEEXS. TTTR, RAUNEERETE A
D = B log(z) 2 4 HORAEMES KB LT 3. &b, T
OBMENREFHERIYENTLDOTHH, 4. McHBNTES
KERTS.

Ric, TOESKKULTHFERLUEERBERWT, 3.1@cE

Bk T IWAR=N | ETLIVARA—) | £tk
log(z) < 1 23 235 258
1 Llog(z) <2 33 174 207
2 £ log(z) < 3 45 336 381
3 < log(z) < 4 181 231 411
4L log(x) <5 291 279 570
5 < log(z) < 6 299 0 299
6 < log(z) 1193 0 1193
;6 HHENy FONHROEBRSH
Rk TLWAA—= | FET L WARA—I | £tk
log(z) < 1 21 103 124
1 < log(z) < 2 31 100 131
2 5 log(z) < 3 175 175
3 £ log(z) < 4 281 286
4 S log{z) <5 95 249 344
5 < log(z) < 6 0 0 0
6 < log(z) 1913 346 2259
# 7 MIME boundary QR
Hetk TANWARRA=N T4 WARA—1 | 24k
log(z) < 1 5 37 42
1S log(x) <2 0 27 27
2 £ log(z) < 3 8 82 90
3L log(x) < 4 48 29 77
4 log(z) < 5 52 255 307
5% log(z) < 6 185 288 473
6 £ log(z) 1767 536 2303

TR UI2BET— 51y bxL AdaBoost Ic & 2 HHZEY
#iTol. FOER, @50 Y L VAA=VORAT VY
ZL%ER 1ICRT. HIECX>THRENENS Hapa BED
MTHNSIET 1 VA A=)V, B3 TRFNET L VAA—N
ThHLHUET ALY TES.

Hapa=0.20-H, +080-H2+041-H3+0-Hy (1)

AdaBoost CRERBOHVERI SERICEHIETHE,
RROEBETHLTVL. COBITIR, &Ej H, OXRIC Ha,
Hy, H, OB CRNUEEFERT— Sty bcBiiETsT L L
Zofz. TTT, 1 BEANCHIGLE R H, MELSHET
ok A—Lk, 2B/BECHELE KR Hs BELLHIE
T288, O Rk H; OBZREIHL %5, Kohc, &
Hy MELL PIETCERA—IVZ B Hs NIEELLHIETZ:
LLTH, R Hs ORMIEFNEEHLESEV. KR H,
DmMBMN 0 LIE>TWEDIRCDEHTHS.

Kz, BERT—2ty FORA—NVCBWTEEHEEC
e HT 5. O/ LIEEIcOWT, FERT—4ty
MEBWTHED A — USRI URHE R L THE 0 E{NS
Tkickb, BAEREHL, SRERSEICNABHEEND M,
ZOHDHENEHAME, 1DV VAR—VORAIT IV
FYXLEZRNTI L IVAA—VOBRNET IR EER 8IC
K. TP X 86.25%, FP & 5.98%, £k EEHRI 89.18%
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8 AdaBoost ZFVBEDRA—ILOYERER

#10 FEVALNWARA-NVDIFRF v EBOIENAT Y w FARICE

Btk DAWARA=N | FET 4 VA A= | B BRA—VOHERR
Y4 IVA LYIE 1781 75 1956 ik YAWAA—=N | FET A WA A=) | Bt
FETLIVRALHIE 284 1179 1363 VA LYIE 2060 20 2080
i 2065 1254 3319 JEY 4 WA LHE 5 1234 1239
&t 2065 1254 3319
£9 NATVv FARK &3 A—)LOYERR
Btk VAIWARA—= | JED L WARA—IV | &
U4 IVALHE 2060 75 2135 hated —_— e
T2 WA LYE 5 1179 1184 %000 - - e
it 2065 1254 3319 0w
T000
ThHole. 3 1ITBREVTRFYRDY 4 VAREEITS g =
AR TIE TP 5 98.21 %, FP M 0.00% CHol-T L2#HEX3 & wx
¥, AdaBoost EFVREITIE TP ANEAL, FP AMIML F e
THh, BT 5 LEENBELTHWB L EXS. nm te
3.8 NATUY RBRODILAA-LERH 0w L
TNET, 31IKBVT, YTRFYEOY4IVAA-N e Yeall aed
BENL, BHERELEBTLINAR—LRHD, T4V AA— o x A

WORBUBRET B WS MENSH S T LB~ £k,
3.2fIICBVT, AdaBoost ZREY ¢ WA A—)ILOBAN
FRAMETH BN, VTR FvBOY 4 IWVAA— BRI L R
LT, D4 VARA=I, FED 4 VA A—LORBBUCKIBEN T
MNoTNBT otz

ZFCT, AAREZEBADEENATYY FRIOY LIV
A—VICDOWTEXS. Thbb, ETREOEV T2
FoBDT 4 WA A—VEHFEEBIEL, T NWVAA—NVT
HBLARTERDST=RDDA—)VICH LT, AdaBoost %
AWERAFEREST S, chickb, HERELZ> T
A=V THHENMTDNhB 12, FN BgEohs L
Eibh3.

£ ok, RERT—Zty ML, EROFEIKEXDT 1
WA RA—WARIET> B OBRARERZRY. 3319 DA —)
i, 2028 BT AIWVARA—NTHB LIRAEACETH b, B
D 1291 iFED A — WK LT AdaBoost ZRWzRHME{To 7
B, ¥5iC 2 WOV NWAEBHITER. Th&d, D40
ARV BIET L WA A=)V L BRI L =B T2 F %
HRTI 37 o7, N7V w FARTE 5 i L
T3, ZDHRD TP i 99.76%, FP i 5.98 %, ERESRIE
97.50% THo 1.

CCTTC, FPRZEGITHLTIHITE, ET2IVZAA—NLD
TR FrEHRATHRERY. Thbb, YIRFAETY4
WAA—VTHBEHELUK 2028 |, FEVANVAA-NVTH
3 LHE LU 831 iliZRR 2, YD 460 BOHEREE o
fe A= L TOH AdaBoost iZ & ABATRITV, FOR
ReR 10KRT. TOHXD TP i3 99.76%, FP & 1.59%,
Ef2RIE 99.25 % THo =

COBRETZFABIDT £ WA A RHIH R RS
g, FP TEMML TV B E DM, TP ki EARIE
HMLTHED, RAFMERRHENS. Y4 LV ADRANCHBN
T, TP, FP, 2FMXERBOLNEHRATINRI AT A

FSFFPLLP PP PP LSS
o
B3 [N TP RU FP icHEXBHKE

BUORY —iL &> TREZLEXONBA, T TP i'H
{, RIT FP I ENBERENZ LI WBETR, ¢J
AFXEOT 4 VAL DLENTHS. Ok, YFX
FY RO 4V ARANC, AdaBoost ok AR EEHE
bl 7Yy FRRMARREHE TR, FELD
BnsST Mol

4. & =

FRXITHNT, A—h il USROS RS =T
NUEIET WA A=, BINUET A VAA—VTHBLEX
V3., CORERLDESICRETHHMEME>TTFHITS
e, SEDERTCIRETH-/. B3IE, log(r) >a &
3@« ® 0H5 6 £T 0.2 FOMELEX TELI LR
2, 3.2HiCHRRIEARD TP & FP ITDWTHR, F57¢L
LTELDHEEDTHS. X MichlE o, Y EIIZ TP L FP
ORET HHE (BI%) TH5. B LTk, BEERL
FTAZLIRED AT NVARA—VTHB LPESNDH
BHTHD, FOFHER TP L FP OEANTHS. Ritic, @
HZREL TR LICED, A—ABTLNAA—NTHB LY
EENBHBHNLEND, ZORR TP & FP O\mAN LI 3.
CTT, MfIH 4.6 DL E, TP X 84.21%, FP iX 0.00% &
3. Koz cE30THNE, 3.3MRNRS
NAT Yy FARERWB T LICED, TP X 99.71%, FP ik
0.00%, S&HERRIT 99.82% L5 W 4 IIVARA— )V
MNEREL RS, L L, A=A 2 LA A—IHIET £ VA
A—NHDBEMEITIRNC TP ® FP ZHIB L3 TERN
fedh, BABNCEMD 4.6 LW O BFERET ST LIIEET
53.

-375-



BRLBERERTIFHLELTR, Y4 VAA-LVORA
MEbo g, DY NARAY T M ELEBLTID
T 4 WARA—VRARERBSEL o e DM E 5 D EER, Bl
ZEE REMICRET 3 AENETONS. TOXSETHHE
oM, FEHRT—Lby bRRAKTILTLRUITENSB L
EX1bh, SHROWELTS.

5. & )

Y 4 WADTRBRFE A —IVTHB. FBIZRE, A—Ii
BHENTVWBRVLIAZDEDERITT 5DTIIRL, A—
MEEENTVARRBRIEBINT Y A IVARA—IVEIET 1L
AA—=VEEFTHZHRCHEL, ThEESWTYIXF¥
BORBARICOWTERL:. Fk, TOARTREETRLE
LRBA—MCH LT, VA WVARA=NVEEILVAA—LVT
H3LBBAITHHBREE SICES T, BHREBREZOT
W) XL THS AdaBoost ZAVE Y £ VA A —IVIRKIFHE
ZRRLUE Z2OLT, YTXFvROT 0 VARHARXTE
RAITCIZBIEREL 5 A—)L%, AdaBoost ZRV iz 1)
ARHARICRIEER T LickD, VA VARA—LEY 4
WAA—=L e UTHET SHHABNINTE80D, Y4 VA
A=)V BT L VAA—LE LTHIETSHANELL, £
RIZERSEL LETA LW ISMRANBONE T ENGho k.

SHOBEIL, THREYRITS VAT LOMRTHS. BE
DY 4 IV ARANC BT B ERBLBH O OMEWO»ZR/EL,
FhCEoT M4 VAA—IVTHB) LES RRIEOMME,
B’ TP & FP HBoNA LS KAMMICERT VAT L
MROONS. ¥, TOVATFLDSRAIKE Y EEHT—5F
v FOEFHETARELED, COTEREOEVEBEOY £ IVA
A=VBRRh e kB LEI LGNS,

X 23
] $HftZ @ A= URRERVEED VARV, 2007
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