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Abstract Sanitizable or deletable signatures attract much attention because of their privacy-perserving property
in which after generating a signature on an original document, partial information can be masked with keeping
the integrity of disclosed part. Recently, Sano et al. combined these signatures into the sanitizable and deletable
signature. However, there is a restrictions on subdocument status. In addition, possibilities whether similar signa-
tures can be constructed was not discussed. This paper analyzes signatures of Sano et al., and constructs a new
sanitizable and deletable signature with no restriction on subdocument status. Moreover, some similar siagntures

are also constructed.
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RiT, M SIKOT-I1 &b &/8%— 2.1, BEAR (32—
> 2-2) DFNBRETEHAREBNPX 0O EELS. TD

HRIZBRHNHEDORNCH S, B NBORNCIHS S E
Ny YaficBERX B LREARCHEED, SIKOT-II
BANBELZ 1 HERLTVWBDICHLT, K&—r 21,
BARN (32— 2.2) RENSLZHERLEV. Thickd
NRE— 21, BRAX (35— 2-2) R 4 i£HBVT SDA
#& U SDP DEFMEAN SIKOT-II b diflx 5. Thbs,
SIKOT-II it SDA H5XU SDP DFREEIHKE ®'~@ O 4
ATHADICHLT, RE— 2.1, BRAX (34— 2-2)
ERE Q' ~® D8 ALAB. &oT, R&— 21, BEA
R (18— 2:2) DBGETE HREBAMEA 2.

6. £ & &

B« HIRBRICBOT, LTORSIFRBEOERF L E
BERETRLHFLVERD - BHRARRER L. B#RAR
i3 Aggregate B8¥ 2 FISAVTVL A, 1| EISITIRBIARAST
BIEAC &, 2 S CIRAREMEATIECSH 5 C L BT,

SBRFFRICHT HLARERSEICONTELZ T M
WETHS.
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O KeyGen
AN B G DERUT go, 18 p

(1) sk Z/pZ SV HLICERL, pk — g8 LT3,
tH : BREOWEE - NIRRT (sk,pk) € Z/pZ x G2

& Sign
AR SXER (My,..., M), BHEOWESR sk

(1) XEBESBINF ID L5 XBMRITF I1D; BV LICER
L, M{ —ID, M} — ID||ID;||M; (i=1,...,n) T3, IzE
LU ID; BRIERD XS KEET 3.

(2) BESXE M! (i=0,...,n) HL, by — HM]), @
SEB 0i — HID||ID:|ihs]|0°)*, 7 — H(ID||LD;||hs||1°)%*
ERHB. F7EU, 0 LT OD c Ky bRERT.

(3) Aggregate H% o — 'ﬁoa;, T — 'ﬁOTi ERDS.

(4) WA SADA — (L,...,n}, SADP — ¢, SPDA —
¢, SPDP «— {0}, SDA — ¢, SDP — ¢ ZRBEL, R
G; = {SADA, SADP, SPDA, SPDP, SDA, SDP} &¥5%.

(5) BHME Gs — {oili € SADAUSADPUSDA}U
{rili e SADAUSPDAUSDA} %83 %.

W XY (M, ..., M3), BRIRA Gg, Aggregate B o, 7,
KB G

O Verify
AR XEP) (MS,..., M), Aggregate B o, 7, R G;, |
ZEOLMA pk

(1) X ID ORI
BEIXE M OXWETFH M KELONERIETS. K
L7441k invalid ZHALTRTT 3.

(2) H22E ID ORI
BN M ORSFXEBET I1D; BBIICE > TV ELER
T 3. RLBEE invalid ZHHALTHRT T 3.

(3) Aggregate % o DIEYMERI

i € SADAU SADP E¥|I=TBIXH M} KDOVT, =5 —
H(ID||IDs||H(M})|I0°) 23RS,
%7z, i € SDAU SDP 2= T8 XH/ M (= h}) kKD
W, o «— H(hi||0°) ZRDB. RIT z « [[z; 2R,
e(0,92) = e(z,pk) BRI BHEREST 5. KB LEBEIL
invalid ZHALTRT T 3.

(4) Aggregate BH + OENERE

MRENTVS (i€ SADAUSADPUSPDAUSPDP %ifil:
T ) BIE M; IKDWT, y; — HUID||ID;||H(M;)|1¢) &R
H3.
BROINTWS (i € SDAUSDP ZIzd) B M} (= h})
OWT, yi — H(hi|1°) ZRBB. RKiT y — [Ty, BRY,
e(r,92) = e(y,pk) MRUTZHERETS. KMLAEBER
invalid ZIHLTHRTT 3.

(5) valid Z#§HLTRT T 3.

{ Revise
AR SCER (MG, ..., M), BRME Gs, Aggregate Bé o, 7,
HRE G,

(1) HBHXE M7 (= 1,...,k) OFLVRERBGES 3.

RBIZFELRSTEEW.

o ic SADA THHABINE M) OBHAR
Aggregate BE%E o0 «— ofo; K. BRMER
Gs +~ Gs\{oi}, {n} k. BFEWREE SADA ~
SADA\(i}, SPDP — SPDP U {i} l.E#¥ 3.

o HMoXH M; OM%E SADA — SPDA ZEE
Aggregate BB % o « ofo; I, BEHRE R
Gs +~ Gs\{oi} I, BEREE SADA «~
SADA\{(i}, SPDA — SPDAU (i} L E#i¥3.

e JBAXH M ORME SADA - SADP [ 1)
BRMAE%E Gs — Gs\{n} &, BFMER SADA
SADA\{i}, SADP — SADPU (i} IcBEH¥ 5.

o i€ SADA THHEWHXEH M} OBRY ( SDA)
BB % M; — ID||ID:||H(M;) CEHT 5. BER
#% SADA — SADA\{i}, SDA «— SDAU {i} icHH
T35,

o HHAXH M ORMWBE SADA — SDP (83 :)
BaX8%E M — ID|ID||H(M?) iLEHY 3. BF
WME% Gs — Gs\{o:}, {n) k&, BFREE SADA
SADA\(i}, SDP «— SDP U {i} iCE#HiT 5.

* i€ SADA THHHBHAXE M} DB
BRSISCE M ZHIRRL, Aggregate H&% 0 — o/0;, T —
/7 KWEHTS. SRMEE Gs — Gs\{a:}, {n} KE
45, BFEMEE SADA — SADA\{i} iKBHT 3.

* i€ SPDA THSBHXH M OBl
B> ® My ZHIRRL, Aggregate HE® 1 — /7y IC,
BEMEE Gs — Gs\{n} &, BFEMER SPDA ~
SPDA\{i} CERTT 5.

® i€ SPDA THHAIBHXW M7 OBRHIBER
HBHMER Gs — Gs\(n} KBFTE. BEadr
SPDA — SPDA\{i}, SPDP « SPDP U {i} ic ¥
T3,

® i€ SADP THHHHXM M7 DARHHAT
Aggregate BE%E 0 — ojo; &, BEMEE Gg
Gs\{o:} L EHT B HFRE®RX SADP
SADP\{i}, SPDP — SPDP U (i} LE#¥ 3.

e icSADP THIWBAXE M OBRY (SDP)
W% M; — ID|ID;||HM?) CEFHTS. &
BMEE Gs — Gs\{o:} KEHT 2. BEMa%
SADP — SADP\{i}, SDP — SDP U {i} ICE#F 3.

o WHXH M} ORW®E SDA — SDP 1XE
HEMEE Gs «— Gs\{oi}, {n:} KEBHTS. HBFMeE
% SDA — SDA\{(i}, SDP — SDPU {i} lKIE#i$ 5.

® icSDA THHIBAXE M} [02:]:73
BBo Sl My ZHIRL, Aggregate WHE 0 — o/0i, T —
T/ CEFT B, BEMEX Gs — Gs\{o:}, {n} KE
Fiv3. BEME%E SDA — SDA\{i} KEHT 5.

(2) HFE/BBEYVFNRUTTS.
WA XBR (Mg, ..., ML), BERE Gs, Aggregate Bf o, 7,
Kig G,

M9 7AdUXL
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