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Abstract Considering invulnerability for a quantum computer, many multivariate public key cryptosystems have
been proposed in Japan and abroad. As a universal method for enhancing the security of them, authors have
proposed piece in hand matrix method. For piece in hand matrix, we could have two types of matrices: linear and
nonlinear. We have already proposed on both cases. However, in the case of the nonlinear matrix, the degree of
public key polynomials becomes three, which makes the key length longer. This time, we devised a nonlinear piece
in hand matrix, where the degree of public key polynomials is kept two.

Key words public key cryptosystem, multivariate polynomial, multivariate public key cryptosystem, piece in
hand concept, nonlinear matrix

T, EFRECBEREMEEREBATECLICLIHR
ZHELI-— AR ERRB LI [24). COBBIE, BEE
TRHLNTWEWLS, 2004 4, AXDF—ITHIREHRY
IACR O ePrint (BB L 737, 8L L TRETEHWHER

1. £AHNE

ST SHRIL, 1980 £, SH - ik, dHSK
FoThhohic. dHFE, 1085 £, STHANARSOE

LLFLLT, G B2 FEEERLEY, €75
DR, HERHOBE, EFREZRAVESERAMH
AESHSWHEND C LRENE (), [22),[23). ThEOR
X3, AXETOIRELOTERMICIIMSh TS
1eDTHBHY, 1993 4, Shamir I3, IEFAEE L AROFER
MW B853% CRYPTO TR#&L, F4E, Coppersmith 25
KEORBBRENTWVS (4], [21]. tHSEZ, SFSOBRNES

REIC XY 24T 2 RIE, Ding SHED TS (7).

nE - SHSIE, HBE& F, O n XLk K DL ED
AT MVERROBEFEEBICFHAA L MI (Matsumoto-Imai)
&% 1083 EICIBR L, 1988 £, EUROCRYPT TR#&L
7z [17],[18]. 1995 £F, Patarin {3, THERRITL, B 1996 {Eic
¥, MI B§5% 43R L 7= HFE (Hidden Field Equation) 2%
BELTWS [20]. TOUIHSBEM BTSN FERRNIC

-283 -



ER(L UL A RHHRRE hifsb I8 [5), (6], [16], [19], [32],
MI BESRZOHANFR L L> TV 3. BOETL, TR -
1, LS, CORFCERIEMEST TS 2], [3], (10~
[15].

IhEDHFRBRBICERT 3HhDL S, BLEBMSREN
DERFETHZSERBENOBAMEOREICHBNTS,
1999 £, Kipnis & Shamir {3, HFE B3 2RR323HNT,
Relinearization &MEAEERRL, 2000 4, Courtois Fd,
ZOYRKRTHS XL EERR L. i, &K, AF7L
FRAIEEEZ R BOERRTHZ LT HER, T5X
LN BEYUEGHE A LARRZRHD, REPTVEDOE
A LLBRMEI NS, NHERESOHRRET,
FAEBSETIHTREMERINCBAENTVWS, JL7TiE
BERDIURBHT N TY XLE LT, Faugere itk b, 1999
FiTi3 Fy WS, 2002 Eicid Fs PSRBT QI FLT, 2008
£E, Fangére & Joux i, Fy /L7 FREHBIZ KD, Patarin
K> THRVE M= first HFE challenge (80bits) ##EHL T
W3,

1980 FEOZEHHBRIFSHIIZ, RSA B L OHEEL
EEARDBERVAZ LB TH - 2H,, FDi% RSA IFESR
FArJahiRrE S AR EL S 5 REABS AT PEBNSNE BT oY
Ea—&ick b RENICESEARMETRMI NS T EAHESH
iZiko i, BEOMARBRILOFTRICE, BFaCa—
ZRFHROFPRICHA D LS EBOBE OMNThiciibo 7z,
2006 &£ 5 A, ~VF—T, 1HT, BFI/Ea—KER
DEBFBICWT 57— ¥ av S, PQCrypto (Post-Quantum
Cryptography) A\Hfiidh, SHOWRXIRKZETHIZ(1).

SEMEHAL, SVLALBEHBHEN, Thbb, TORK
BES VH NCEDISHERDRE, TOFRAEE NP B
TH5H, fHRETL LT, SERSHAEZFHAT B8,
B LEZEMAERIER 62, NP BEifEMiflhbh
BORLNHEE LS.

CThET, FEFRE GhHM), MI (4 - $H), HFE
(Patarin), RSSE (%[f - #3), fRBulim (Bilfth) ... E%
R DEEFLHRGEEARMBEREINTELD, FhHDRKRE
i3, SEHSFEXNOFRAMEICHT 3 —-RNRETHE LT
FREHRT VIV LR ES>T, SUFLSTHSHANICL
RLT, NEAHBERTRAEEINATLESI LAFREH, &
fz, Thid, MEEPICETEOIal—a v TLENDS
TLHTERS.

ZTT, BR, ERTQTELRLTSERLMRGS AKX
SV LBERESHANSEIIB LD, ThonRe
HERANICALEESMEL I VIRFHRL LT, WEFR,
REARXERRLTEE:. BEARLR, BEFSFEICBVT,
BLBSEHRAMARE AN (FAX) &L,

o HER: FAROLHA GHEIFURI ML) K50¥
L (BHERRRY b)) BHINLIRS FVRREAEROR
& EEAPRT V) 2T 5.

o MHEHL . XEBHER, FRAXOLNMHR GHANXI b
) BRVWTREXEEBERELL, JFHAROBI G, chz

KET 3.

e #H5, EULREENETIBENTHIHEHITAL
FESIEIERITSI%, REBENEBECRTIC LicLD, 5
YHLBEHEL, FAXOHEX®B, Fhk, FEHROH
B7NTY XN &> THET 3.

EWSFETHB.

RRATIICE, BTN IERETANER oNB. BEFT
3, FPHEDSNIEBEBERLTHITITHADIIHLT
JERUBITRNIR, EXO—PRERL L TSOITHTHY, B8
R, RIEUEEEXrOWEERDOML T, #EITRIZMR
T3,

FEARICBV TR, SYALRZ{tML, HBOE, Fh
ZBRETELSEMBLT B0, PXEHLD, XOBHS
<’%&b (overdefined), 7 L7+ HERBSICHNTIHENS
Ed25ZLeHELENZ0DT, ABERRMAMLT, ZHOK
ZRBMKL DA E T B3FH20]~(31] LEZEDLYE 3.

COFRECHBWT, SBMEREMMTELIRED, AR
IMCELBEBN S ENS 1D, SUALMICHYT 28225
ETHIUNTERELLRBETETA, ANETBOME—T
KB TR LI TERL. LAOLENS, BRITHERVS
ciickb, REAROMEIIEFRAROBEX (THYY
B3R7 b)) 28, E6ic, FAROHUETNVIY XLickb,
FAROWL (CHYTERY ML) 2B5hizkol, 8
HRDEXZ2BZC LIRARETHS.

—#, EXEBLHBEEBORFD b >TWTE, T
EMSTIC, BERED, FVHLMERETHLIERET
5. EXEBLS LTH-MNTEEEL LTE, AHRSE
KREBEIH SR LA T 7 DONWTF LT FRERRE
L, ThERLELIRLTATF PV ERRT B LIEIONS.
CORERNEA F7 NV OREDHEEICEEL, MELBHICE
BICONT, HEMNMEAT S, SLEEHETMUIRFEAR
DFRICDIVTERD L, EXEBROMN—ETHD, 2018
HAE o L L BBINIBATE X, EMEROMY CEYTEN
T|MERHLILLTE) —HERSEWEYD, A FTLVORK
DGERANICHEEEL 5. Th X, FRAXOEER
A=) ETS, HRELEYULRESOHEROMICENE
U, chuckbh, meoRetEirmET 3.

BUERETA R [25]~(31] IC B4 A BERTH S HIBRRBITH
B, BRHFIL LT, SHNCTLHBETNZ —BNAEIDE
WeEIXLNAN, BfiThianenSTeR, FHTBCL
BEELV. JEMUETRIZMAET 5 C LIk, SENFETIRAT
HETH O, IHUENFEIC K> THETSHC LT, BSHRYHC
LhRXEBBCLLABRERS.

ZCT, FBTREIESETI L T 5IHUEREARERE
LTHBL T LbRkNSH S LER, BUC, XHR(27), (28] BT,
ZOMBZEERLEDY, DHRESEXORESLYIBLVIR
Bhboik. EXTE, TOKREELFEVIHUBRRTMO
MERRRT 5. BHTHhIE, 2458

(1) DHRSHEXOREE LTI REITRIOBA

(2) ESithn (YT - IR D WA TR

-284 -



L3 2 DOMPERRNZ, JERIEREERENRT 3.
2. % 1

2.1 ES0BREA

EB¥ g2 2L, Fp 28 g OFRE&LTS.
Fylz1,...,z:]) Z5BE F, 6B, 31,32,..., 00 ZERLT
BZTRTOBEHKXDREL TS, EROETHEVWRE S &,
EROTERY n, L IcHL, ™ ZEEE S IKEDITRTD
nx! TRADREGLL, S5* & n @D S OERNSEZTRT
DRYRT FNVORELT S, FRI IV E p, B, X DL
FB—I FHIC L > TRIETS. EROTH A e S~* oL,
AT € 8P BEZOEMITIELTSB. Ony € 8™, 0, € 5™ %
ZhEN, TRTOERDY 0 THB nx ! {TH, n RTARS
FLET B, Fylz,...,z]" Folz, . .., Tm])* DBEAFRIRS
rLEZNFNO

hH a

fn Gk

LB, TTK fi,...nfn € Fylzr,...,zx),91,...,9x €
Folz1,.-.,2zm) THB. LTS g DA Fflg) €
F‘l[wly" -|:|:m]ﬂ %

h
flg)=
hn

LEBYTSB. TS, & h & Fylza,...,zm) DERTHD,
B[ OBEM z,...,zc KZTHhTh gi,...,9¢ ZRALTH
bhi:bDTH5. £ED J € Fq[zl,...,a:k]",p € F',; Iz
XL, fip) 2, FOER z1,...,2x KEOhFhpr,... .0k
ZRALTHONERRTHS F; ORI b VETB. T
Tl p= (pl,...,pk)T, P1,...,.0x € F, TH 3. IRDOS
BATH N € Fylzi,..., 2" LEROBEHANSY biL
g € Folz,...,za]* AL, N(g) € Fqlz,...,za)"* %,
N3 g DRALEBT 3.

2.2 BEUARSBBO—MAL

EEMNHRBBSO—B/L 2L TIcRBT S, 3L, B
BXEEFNFNIRI LV p = (p1,..., ;)T € Fi,e =
(e1,....cn)T € F3 LET. DWAIE, RS5A—& gk &
FHERNNNRY bV B € Fylzy, ... o™ TH3B. B, p
M5 e \DUTOERTHS :

c = E(p).

BEREMOVBC LICED, BA6NE c € F? IEHL,
(@1 7x) BEBRETEHERR E = ¢ EHBIICHEL T
LNTER. ThDR, COLHAMENRRTHE DI,
RERZHSTIC, £80 ¢ b5 p ZSEXWMTRH S
BVESIT, E RHB USRI UEES L

LUFCI, E%/320E% Bob AEAVEEA L, 2B Alice

HEEE ¢ = E(p) %# Bob IKBET2PEEEXS. Bob i
RERERAVT, Alice NEBLIEHEX ¢ 5, BRICTE
X p 2BBTLHNTES. —AT, HEREZASKWVEEE
Catherine I L, ¢ »5 p #1853 T L AEETHITLS
Txu.

L DBEHLMRBERICONT, TOAMRSHEATAN
Y LIV E € Fylx,...,xp]" BUTOXS xR ET

E = BoG(Aox). (1)

CClTC a= (zl,...,xk)T € Fq[xl,...,:ck]" TH3. Ao, Bo
i, ERIFAITHD, ThEN FE FI OBERTH 5.
G 3 Fylzy,... o] DFHRFIRT PV THD, G OEY
z1,..., 2 WHERTIRY IV Ao € Fylzy, ..., z]* BRA
Liz&®OTH%. Bob ik Ao, Bo #H&ICL, (HEMERT
X, GEWELTB) K (1) OFEDEBELERE20NHA
E LLTRHTS. EDVAXHAREL ALV EIKTS
128, G OREUL 2 LT THIONGHETHS. DL %
FBERE 2 RETHNHREER LR,

3. KBTI & D EEBLAMRESO
ARNReER EFEOERRE

K%, SHRBEXD E € Folzy,...,o]" TH3, £EO
2 RETHAHAEERL TS, K ORLMELEBILT 575,
K ORHER E € Folz,...,n] 2, K ORER E »5, LI
FOXSiHgTs:

E=SE+RX. (2)

TTT X %, Folzi,...,ox] DX 2 UTFOFTRTORER
EBBEFICHE> THNEEDDEEBZXY FLET S, T4
b, —DOFLLT, UFDES %S

—_ T
X= (:tlzcl,zlzg,.. ¢y Tk—1Tky ThThk yT1, T2y .+« .y Thy 1) .

S, R BENTH F)" F OTRITHS. Fit, ti3 X O
BRUTHY, 923 HLTt= (%) = (K +3k+2)/2
THB®. HRX & E RIS ZRAERET. 20
X, HBEILLH-T, EHL EH3ViE, E L%EE, +4
b5 Alice DREXEBBOIE+FEBERNRY FbrY]H &
HehiwkSic, R EHET 32EH$5. K 0P K
EFAUL FE ORI MLTHB. K DEROEX p € FL icht
BT 3mExXEc=Ep) eF, £¥T3.

79 S, R icnX T, K OWERE LTRETH M e F3*
ZHBATS. RERCHOTIE, 179 R, M, S ZIFC, UTD

3DDERGEBIETESICERTS.
(% 1] 12n+rankR. a
[%&f 2) MR=0»DrankM =n. (m]

(&M 3] MS=1I, TTIT I, & FP*" OB{TH. O

(1) 1 q = 2 DPB, Vb3 field equation z? = z;(i = 1,...,k)
EMCT, X 6MER =f,...,2] EMORSLHTES. COL%
t=(k*+k+2)/2 &5,

-285-



S EEIERTE: GEH4l)

MI (2% - §3)
HFE (Patarin) NP i
RSE, RSSE (%[ - #D)
PMI (Ding) , etc. ]
l SYHLE
FEELD
E2EZTY BHAFRY bV
BEBANRRT AR 0
BHAFIRY MV OLHROE
I (BHERFIRY b V) S & LBFR
o . 2
L x
B E' z
5 N g
5 x| & = @
M E
E
SRHOBER FHETANC LD
(BFE or JEREATAD S F LR
HEREhs
M1 FBiTHORX

THhEDZMFICED, E OEHNSEEITH M ZRULEE
B FEAROLMB E L5

ME=E 3

Thiz, BREARSRICHT ZRERETHS.

K OLBIENE (g, k, B) DTHD, BERIFHTHM &
SURAR K ORERTHS. K O#IBIk, UTOLSicif
5. X(3) &b, EY, PX p it 3HINE DEND M
2RUT, c= B(p) = MG #18%. Ric, K ORWEEERA
T, X p 2135

4. FERRREERIT I DAL

o NS A—-4:

(1) FARAKET 315 A%

- g FARZMET 5 HREOAE

-k RAROFLEROMEY

- n: FAROLHRASHENXOB

(2) JEBEREANICEYT 385 XA—&

- ng: BERRURY LIV Lo DRIT (no £ 1)

— gt TVHELERY MV d DRI, IRERBITH N

DR A X (12 2 no)

- m: SRR PV a DR5T

- h: SVHELEARY PV r ORTT

- g=latn+m+ h RHRSHADOH
o DOV, 0<aL1iENL, no=an £33, i
BTaRH#EDluZno=an LiY, g=ly+n+m+h2
(a+1n+m+h Db nfg<ifia+l) &3, k=n DK
AREEXBL, WOBBERESR /g < 1/(a+1) &3,
FCno=ndThbba=1LLEBA, k/g<1/2 i,
EREGRHEL 3.

o HEE:

(1) FEARORER

(2) BeF§?

(3) a€ Fylzy,..., o)™

(4) HeFqz,...,zm]™

(5) deFyzi,...,zm]™

(6) reFyz,...,z)"

(7) So € Fylz1,...,zm]lexm0

(8) Loe F.,[.'cl, .. .,zk]"o

(9) QeFyz1,...,Tn)"

CITRESOEKIIROED TH 5.

— B: EERIFFHI.

- a: JHYBRETR (XU iAET 2ERE3L) ZEY
HREEMMRT SRR EE T (SZTEUCIRELED iR
AT 500 m RESHERFRY ML (BER BHEX) ©
U 1 LT

- H: PZB|HNERx 2 REHR (MI BSOLMRBRSEHEN
ZRAWEERR L) 2RTEHEARY ML

- d: S(a)L 2FEEL, PONMHRSHEAEBHEACS >V
HILET B0 2 REFHANANY bV

- r NHASHEHRNERENICS VHTLMETHIHD 2 K
FHAFINRS M)V

— So: FVH L 1 REFXEBERLT S la x no Y
il

— Lo SV LE 1 RBEIFIRY PV

- Q@ E+Q  WSET E ®HBSVHALMEL, AHE
BHENEREANCS VT LMETBHD 2 REFXFIRY ML

LUEDEI BRI A—-2EICEY, H(a) X7 FLOBH
EZEL, E+ QL) BEES VY HLBHANRY FILVTH
b, r RU S(a)L +d(a) S5V HLBFXFIRY MV THS.
COLSHIRICED, RHASHATIRY FILOXREE 2 R
IZMAB L, SUFLMERRRERTNS.

o LNBHER:

S(e)L + d(a)

BB E + Q(Lo)

H(a)
r

L
T, s=( So Olgn-no ),L=(o ° )
n—-ng

- 286 -



o EX:p=(p,....p)" €F¥

s HEX:E=(a,...,5) €F§
o EE{L:E= E(p)

e 85

(1) w=(w,...,w)" =B
- w = (w,...,w,)7.

— wa= (Wiggts. o Wiysn) .

- w3 = (w,d+,,+l,...,w1,,+n+m)1"

— Wy = (Wiygnimes- .., We) .

(2) a(p) = H '(w3).
(3) N(p)S(a(p)) = Ing Org.n—np ei
- O"-"o'ﬁo o"—"o.n-—no

% N(p) € Fi*'4 GHRIGIREITR) 2RD3B.
(1) L(p) = N(p)w: - d(alp))) = ( Lo(p) )

on—no
(5) e=w2—Q(Lo(p))
(6) FAROBERERANT c b p 2183,
B, TOANCEWT, WERAREERIC, ELBEY®
TMTB LN TES[209]~([31]. Chickb, EXBTHOME
B, bLD kDB p(p<k) &b, (v-p) BOLREH
HPEFCEBATH, EROBRE v L3,

5. & ¥ U

FX TR, 2HASEXOKREE 2 ]R3 IR
TROBREIL DN TN, B, WO DFEARICHEE
L=REAIc B 2583008, RUEREYHRCHRELT,
T LT F BERIRADHEIC DOV THITRBR L EREEDH T
3. KE, TVIF 4 T xARRNOBRETSH D, IND-CCA
LRLOBREEREISBOBETSHS.

x [

[1] International Workshop on Post-Quantum Cryptography,
PQCrypto 2006, Katholieke Universiteit Leuven, Belgium,
May 2006. http://postquantum.cr.yp.to

[2] K. Akiyama and Y. Goto, “An algebraic surface public-
key cryptosystem,” IEICE Technical Report, ISEC2004-80
(2004-11), Nov. 2004.

[3] K. Akiyama and Y. Goto, “A public-key cryptosystem using
algebraic surfaces,” Workshop Record of the International
Workshop on Post-Quantum Cryptography (PQCrypto
2006), pp.119-138, May 2006.

[4] D. Coppersmith, J. Stern, and S. Vaudenay, “Attacks on the
birational permutation signature schemes,” Proc. CRYPTO
'93, Lecture Notes in Computer Science, vol.773, pp.435-
443, Springer, 1993,

[5] J. Ding, “A new variant of the Matsumoto-Imai cryptosys-
tem through perturbation,” Proc. PKC 2004, Lecture Notes
in Computer Science, vol.2947, pp.305-318, Springer, 2004.

{6] J. Ding, C. Wolf, and B. Yang, “f-invertible cycles for
multivariate quadratic public key cryptography,” Workshop
Record of the International Workshop on Post-Quantum
Cryptography (PQCrypto 2006), pp.47-66, May 2006.

[7] J. Ding, Private Communication, June 2607.

[8] P. A. Fouque, L. Granboulan, and J. Stern, “Differen-
tial cryptanalysis for multivariate schemes,” Proc. EURO-
CRYPT 2005, Lecture Notes in Computer Science, vol.3494,
pp.341-353, Springer, 2005.

[9] BaN%K, STER, “JHUBRI RO X 520

[10]

)]

(12]

13]

(14

[15]

(16]

(17]

(18]

(19]

(20]

[21]

[22]

(23]

[24)

[25]

[26]

[27]

[28)

- 287 -

ARG HRAOBERE, " B 10 ENEER L TOBHY Y RYY
LitH, JA5-3, Nov. 1987,

SEUESE, HME—, “HLVAMBESORE L T O—J G, »
B4, ISEC2000-92 (2000-11), Nov. 2000.

M. Kasahara and R. Sakai, “A construction of public key
cryptosystem for realizing ciphertext of size 100 bit and
digital signature scheme,” IEICE Trans. Fundamentals,
vol.E87-A, no.l, pp.102-109, Jan. 2004.

M. Kasahara and R. Sakai, “A construction of public-key
cryptosystem based on singular simultaneous equations,”
IEICE Trans. Fundamentals, vol.E88-A, no.l, pp.74-80,
Jan. 2005.

M. Kasahara and R. Sakai, “A construction of public-key
cryptosystem based on singular simultaneous equations and
its variants,” IEICE Technical Report, ISEC2005-7 (2005~
05), May 2005.

M. Kasahara, “Construction of new classes of SE(g)PKC
- Along with some notes on K-Matrix - PKC -, IEICE
Technical Report, ISEC2006-4 (2006-05), May 2006.

M. Kasahara, “Constructions of KN - SE(g)PKC on the
basis of K-Construction with hidden location noise(HLN),”
IEICE Technical Report, ISEC2006-83 (2006-09), Sep. 2006.
A. Kipnis, J. Patarin, and L. Goubin, “Unbalanced oil
and vinegar signature schemes,” Proc. EUROCRYPT '99,
Lecture Notes in Computer Science, vol.1592, pp.206-222,
Springer, 1999.

WA, SHEN FBS 26, BHEROAHETRN
REZAVSIENFEISR, ” M58 HENE - Y X7 LXK,
$8-5, Sep. 1983,

T. Matsumoto and H. Imai, “Public quadratic polynomial-
tuples for efficient signature-verification and message-
encryption,” Proc. EUROCRYPT '88, Lecture Notes in
Computer Science, vol.330, pp.419-453, Springer, 1988.
T.T. Moh, “A public key system with signature and master
key functions,” Communications in Algebra, 27(5), pp.2207-
2222, 1999.

J. Patarin, “Hidden fields equations (HFE) and isomor-
phisms of polynomials (IP): two new families of asymmet-
ric algorithms,” Proc. EUROCRYPT ’96, Lecture Notes in
Computer Science, vol.1070, pp.33-48, Springer, 1996.

A. Shamir, “Efficient signaturc schemes based on birational
permutations,” Proc. CRYPTO '98, Lecture Notes in Com-
puter Science, vol.773, pp.1-12, Springer, 1993.

dHES, “JERpE RO 2RI 5 MRS
AR EER L TORHRRS, 8 8 B yRUTLAN,
pp.156-157, Dec. 1985.

dHMB, RS, AR, BEY, Ny, e, e
AOBFFAHEIC L 2 0HMAMEAR, » 828 (D), vol.J69-D,
no.12, pp.1963-1970, Dec. 1986.

HRS, B, T, RO — R & 5 2 h0ate
5%, " B%8 (A) , vol.J72-A, no.2, pp.390-397, Feb. 1989.
S. Tsujii, “A new structure of primitive public key cryp-
tosystem based on soldiers in hand matrix,” Technical Re-
port TRISE 02-03, Chuo University, Jul. 2003.

S. Tsujii, R. Fujita, and K. Tadaki, “Proposal of
MOCHIGOMA(Piece in Hand) concept for multivariate
type public key cryptosystem,” IEICE Technical Report,
ISEC2004-74 (2004-09), Sep. 2004.

S. Tsujii, K. Tadaki, and R. Fujita, “Piece in hand concept
for enhancing the security of multivariate type public key
cryptosystems: public key without containing all the infor-
mation of secret key,” Cryptology ePrint Archive, Report
2004/366, Dec. 2004. http://eprint.iacr.org/

S. Tsujii, K. Tadaki, and R. Fujita, “Piece in hand concept
for enhancing the security of multivariate type public key
cryptosystems: public key without containing all the infor-
mation of secret key,” Proc. SCIS2005, 2E1-3, pp.487-492,
Jan. 2005.



(20] LHFIRE, FRSEKER, BERE, ERTNORR TO2—3
EHESHEANLAMBEFORSMERLO I D ORANTFE—,
Proc. SCIS2006, 2A4-1, Jan. 2006.

[30) S. Tsujii, K. Tadaki, and R. Fujita, "Proposal for piece in
hand matrix ver.2: general concept for enhancing security of
multivariate public key cryptosystems,” Workshop Record
of the International Workshop onPost-Quantum Cryptog-
raphy (PQCrypto 2006), pp.103-117, May 2006.

[31] S. Tsujii, K. Tadaki, and R. Fujita, “Proposal for piece in
hand matrix: general concept for enhancing security of mul-
tivariate public key cryptosystems,” IEICE Trans. Funda-
mentals, vol.ES0-A, no.5, pp.992-999, May 2007.

[32] L. Wang, B. Yang, Y. Hu, and . Lai, “A “medium-field”
multivariate public-key encryption scheme,” Proc. CT-RSA
2006, Lecture Notes in Computer Science, vol.3860, pp.132-
149, Springer, 2006.

-288 -



