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Abstract Broadcast encryption allows any legitimate users to decrypt the encryption of some content. The
complete subtree scheme and the subset difference scheme are well-known broadcast encryption schemes with user
revocation. In this paper, we propose two revocation scheme with shorter message header by assigning additional
group keys in the CS scheme. The first scheme is a combinatorial-based scheme, and the second scheme is based
on some cryptographic primitives. We also perform a simulation to evaluate the first our proposed schemes and
compare them with the CS scheme and the SD scheme. The result indicates that our proposed schemes have as
good performance as the SD scheme in terms of the size of the message header in the broadcast.
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with user revacation. These schemes are the complete sub-
tree (CS) and subset difference (SD) scheme. Towards ef-
ficient user revocation schemes a lot of researchers consider

1. Introduction

With the widespread use of computers and development

of the information society, TV subscription service, we can
join cable TV subscription service, streaming service DVD
media, satellite broadcasting and so on. In such services,
contents such as music and movies are required to encrypt
so that only authorized users can be decoded.

Broadcast encryption [5] allows legitimate users to decrypt
the encryption of some content with their own private keys.
Any non-legitimate user cannot obtain any information of
the content.

Naor et al. [1] presented two broadcast encryption schemes

variants of these schemes, such as Layered Subset Differ-
ence (LSD) [2]. Most broadcast encryption schemes are from
information theoretic perspective, however, in some recent
works (e.g., [11] ) the security of broadcast encryption relies
on computational assumptions.

To eveluate performance of a broadcast encryption scheme,
there are at least three parameters: (1) the size of message
header, (2) the size of storage at user, and (3) computational
cost . The CS scheme requires less storage at user than the

SD scheme, while the CS scheme requires longer message
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header than the SD scheme.

The aim of this study is to explore an efficient subset
cover revocation scheme with shorter message header. In
this paper, we propose two revocation schemes by assign-
ing additional group keys in the CS scheme. The first is
combinatorial-based scheme, and the second relies on com-
putational assumptions.

We also perform a simulation to evaluate the first our
proposed schemes and compare them with the CS scheme
and the SD scheme. The result indicates that our proposed
schemes have as good performance as the SD scheme in terms
of the size of the message header.

In Section 2, we give a brief explanation of the complete
subtree scheme. In Section 3, we present two modified com-
plete subtree schemes with shorter ciphertexts. In Section 4,
we study their performance to make a comparison between
some of existing user revocation schemes and our proposed

schemes. Finally, in Section 5 we give concluding remarks.
2. Subset Cover Revocation Scheme

2.1 Framework

Broadcast encryption allows any legitimate users to de-
crypt broadcasting message. Naor et al.[l] presented a
framework for broadcast encryption with user revocation.
We refer to[1] for private-key encryption.

We review a subset-cover revocation scheme.

Let n be the total number of the users in the system. Let

N ={1,...,n} be the set of the users in the system. Let R
be the set of the revoked users.
[Definition 1] We consider a collection C of subsets totally
covering X. Let the collection C = {Si,...,Sm}. A cover for
X is a subset C'CC such that every element in X belongs to
at least one member of C’.

Broadcast encryption scheme consists of three phases:

setup phase, encryption phase and decryption phase.
{Setup) The center finds a cover for A and sssigns a subset
key K; to each subset S; in the cover.
(Encryption) At encryption time, the center chooses a ses-
sion key sk to encrypt some content M and divides a set of
authorized users M\R into a union of some subsets. Sup-
pose that M\R = U:';x S:i. Next, The center encrypts a
session key sk with each subset key and sends the following
broadcast

[’i],iz, e cilyE’\'i1 (Sk)l oo 9EKi, (3k)l Eak(M)] )

where Ey, (sk) is the encryption of sk under each subset key
ki and E,x(M) is the encryption of M under the session key
sk.

(Decryption) At decryption time, any user ¢ in A/\ R ex-
tracts the session key to decrypt the corresponding message

with his own private key. For any user u € R, user u never
obtain the session key sk. A coalition consisting all members
of R cannot decrypt it.

2.2 The Complete Subtree Scheme

Our proposed schemes are based on the complete subtree
(CS) scheme. We review the CS scheme briefly.

In the CS scheme, the center constructs a complete binary
tree with n leaves and assigns a random key to each node in
the complete tree. User u’s personal key is the set of logn+1
keys associated with the nodes along the path from root to
leaf u.

Given a set R of revoked users, the center needs to find an
appropriate cover covering all nodes in A\ R.

3. Proposed Schemes

In this section, we present two proposed schemes. The first
scheme, referred as the Scheme I, is based on combinatorial
approach, and the second, referred as the Scheme II, is based
on computational approach using cryptographic primitives.

3.1 Idea

Suppose that we want to revoke user u. The CS scheme
finds three partitions S), S2 and S3 covering all nodes in
N\ R (See Figure 1).

Figure 1 The complete subtree scheme

Now, we consider a group which consists of the sibling of
u and the cousins of u, and assign a group key to the group.
Figure 2 illustrates a simple example of how the group key
improves the performance for our proposed schemes. As the
sibling of u and the cousins of u share a group key, our pro-
posed schemes requires to find two partitions. In any revo-
cation scheme based on a subset cover less partitions implies
shorter message header.

group key

Figure 2 Group key in our proposed schemes
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3.2 Scheme I

The Scheme I can be divided into three phases: setup
phase, encryption phase and decryption phase.

3.2.1 Setup

During the setup phase, as in the CS scheme, the center
constructs a complete binary tree with n leaves and assigns a
random key (called a node key) to each node in the complete
tree.

The major difference between the CS scheme and the
Scheme I is assigning additional group keys. Nodes at depth
d > 1 organize into groups of size 4. (see Fig. 3). The center

Figure 3 Group key assignment in Scheme 1

assigns a random key (called a group key) to any user com-
bination in each group. For example, ko12 denotes the group
key shared by nodes 0, 1 and 2 as shown in Fig. 3. In the
Scheme I, we assign five group keys ko2, ko3, k012, ko13, ko23
to node 0 in the group.

User u’s personal key is the set of node keys and group
keys associated with the nodes along the path from root to
leaf u.

3.2.2 Encryption

Encryption procedure is done in the same way as the CS
scheme except use of group keys. Given a set of revoked
user R, the center runs the following encryption key search
algorithm to find a subset key, referred as an encryption key
later, assigned to each element of a cover for A"\ R.

[Encryption Keys Search Algorithm]

Recall that 2% nodes at depth d arrange into 2%~2 groups.
Let L be a set of encryption keys. We assume that four nodes
of group g are numbered 0 to 3.

(1) Let d = logn and L = @. Mark the nodes corre-
sponding to the revoked users R as "invalid”,

(2) Find the invalid nodes at depth d.

(3) Compute the set of the invalid nodes of the group.
If the set is neither {0, 1} or {2, 3}, then for each group key
£ in the group let L = L U {¢} and mark the parent node of
the node as "invalid”.

(4) Decrease d.

(5) Repeat (2) to (4) until all the nodes at some depth
are invalid.

3.2.3 Decryption

At decryption, any user in A'\ R can recover the contents
using his own personal key as in the CS scheme.

[Theorem 1] The proposed Scheme I requires 6logn — 4
keys at any user and Ofloglogn) operations plus a single
decryption to decrypt a message.

Proof. BEach node has five group keys except the the chil-
dren of the root and itself. Thus, any user has 1+ logn node
keys and 5(—1 + logn) group keys, so the total number of
personal key is 6logn — 4 associated with the nodes along
the path from root to u. [m}

3.3 Scheme II

Next, we show that each user has 3logn — 2 keys in the
scheme II. In this scheme, we use several cryptographic prim-
itives to reduce the size of message header. This idea is shown
in[1] and (6] .

3.8.1 How to reduce the number of node keys

Let fr and fa be one-way trapdoor permutations over a
common domain. The center publishes the one-way trapdoor
permutations fr. and fr and keeps their inverse f; ! and fr !
secret.

Let k, be the node key assigned to node v. For each node
key kv, the center assigns

KL = fo™ (k)
Kr = fa~" (k)

to the left child and the right child of node v as their own
node keys.

The center assigns each user only one node key (terminal
node key). Thus, each user can obtain all the node keys
assigned to the nodes on a path from the leaf to the root
applying the one-way trapdoor functions fi and fgr.

3.3.2 How to reduce the number of group keys

Let G be a cryptographic pseudo-random bit generator
that on input 1*, outputs an ordered pair(Gr,Gr) of al-
gorithms. G : {0,1}" — {0,1}*" Let G'(s) denotes the
leftmost n bits of the output of G(s) and Ggr(s) the right
most n bits of G(S).

While we assign five group keys to each node in the Scheme
I, we assign three group keys to each node in the Scheme II.
We consider the following group key structure as depicted in
Figure 4.

SD-like key assignment

CS-fike key assignment

Figure 4 Group key assignment in Scheme II

We use SD-like key assignment and CS-like key assignment
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in this key structure. In the SD-like key assignment, the cen-
ter assigns group keys recursively. First the center assigns a
random key (say, k) to the root node of the key structure.
When the key of a node is &, the group key assigned to the
left child of the node is G (k) and the group key assigned
to the right child of the node is Gr(k). The center assigns
node 0 only two group keys, kos and kg2 because node 0 can
compute the other group keys koi13, ko2a and ko12 using the
pseudo-random function G.

[Theorem 2] The proposed Scheme II requires 3logn — 2
keys at a receiver and O(logn) operations plus a single de-
cryption to decrypt a message.

Proof. User u obtains 4+ 3(logn —2) = 3logn —2 keys as-
sociated with the nodes along the path from root to u. Since
each user has to apply the pseudo-random funtion G at most
3(log n —2) times and apply one-way trapdoor permutations
at most logn times to compute related group keys. =}

3.4 Security

As our proposed schemes are based on a subset cover prob-
lem, we have the following theorem:

[Theorem 3] Our proposed Scheme I is secure against any
revoked user coalition. Qur proposed Scheme II is also se-
cure against any revoked user coalition if there exists secure
one-way trapdoor permutations and a cryptographic pseudo-
random generator, where one-way trapdoor permutations re-

quire some properties (Refer to [6]).
4, Comparison

We evaluate the performance of our proposed schemes by
comparing them with some existing schemes. Table 1 shows a
comparison among some existing schemes and our proposed
schemes. As shown in Table 1, our proposed scheme I re-
quires 6logn — 4 keys, our proposed scheme I requires less
personal keys than the SD scheme for n 2 1024.

Next, we fix n = 64 and perform simulations to evalu-
ate the average size of the message heeder for our proposed
scheme I , the CS scheme and the SD scheme. Figure 5 illus-
trates the average size of the message header for each scheme.
The simulation results show that our proposed schemes have
as good performance as the SD scheme in terms of the size
of the message header.

5. Concluding Remarks

We have considered two new schemes for assigning addi-
tional group keys in the CS scheme. The proposed scheme
1 is combinatorial-based, while the proposed scheme II relies
on some computational assumption. We have also evaluated
our proposed schemes by comparing them with some exist-
ing schemes. The result indicates that our proposed schemes

have as good performance as the SD scheme.

£ s N 53
8 10 - ~—a— Proposed
[¢]
0 10 20 30 40 50

Nuzber of revoked users

Figure 5 Comparison of message header size

Qur future work is to evaluate average performance of pro-
posed schemes for large n. In recent result by Okuaki et al. [8]
they analyzed the average size of the message header for the
CS scheme. We leave as an open problem theoretical analysis
of the size of message header in the worst case.
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Table 1 Comparison among some of existing schemes and ours

Type Method Header size (max) Storage Size@User | Computation Cost

Combinatorial approach | 05 [1] Srlogl 14logn O(loglogn)
Proposed Scheme 1 £[5log2] Blogn—4 O(loglog n)

Computational approach | SD[1] (ave 1.25r) £ 2r —1[1+ 4 logn+ 3 log?n O(logn)
LSD (2] S%r—k O(log!+1/* ) O(logn)
Nojima (6] Srlog2 1 O(logn)
SIC[3) £or £ k(logn + 1) Ofknl/k)
Proposed Scheme 11 < [Zlog 2] 3logn—2 O(logn)
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