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Abstract Buffer overflow vulnerabilities are abused in dangerous attacks, and new vulnerabilities are
still found. In this paper, we describe a method for detecting and preventing some of buffer overflow
attacks, which uses rewriting of binary executables. Entry and exit parts of each function are modified
to save and check the return address. In order to escape limitations of modifying binary executables, we
use the calling conventions and code patterns generated by compilers. Windows environments on x86

systems are assumed in this discussion. Some experiments and the results are also described.
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