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Consideration of Re-Signing Scheme for Long-term Assurance

YasuMasa Hiral, ! SHIN’ICHIRO MATsUO!! and WAKAHA OGATAT?

Digital signature schemes are widely used to prevent from falsifying digital documents such
as contract. Some of these documents must be preserved for a long time. Therefore, security
of these signature schemes must be provided same-time assurance. However, digital signature
algorithm may become insecure by attacks before assurance term end. To keep the security
of signatures, signers must re-sign them by secure algorithms and signature keys. However,
if a signer has distributed a lot of signed documents, it costs for collecting and re-signing
them much. In this study, we consider a secure re-signing scheme which can reduce signer’s

re-signing cost.
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