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Proposal of a Method to Cut Redundant Security Policy of SELinux
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In installing SELinux, in many cases, general security policy is adapted. This has possibility
to authorize excessive rights. In addition, if such rights are permitted from a'denied log file,
it is difficult for SELinux to detect them. To solve this problem, we propose a method to de-
tect automatically such rights and to cut redundant security policy of SELinux. Our method
collects used policies and gains difference between enforcing policies and those of them. In
this paper, we clarify problems of security policy of SELinux and take measures against them.

‘We also show the design of this system.
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