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Many researchers have proposed VMM-based security systems that monitor detailed behaviors of trapped
attackers. To avoid being trapped by VMM-based security systems, attackers would try to avoid compromising
virtual machines. Currently, attackers detect VMMs after compromising the target, and thus attackers must
send malicious attack messages to the target. However, if sophisticated remote VMM scanning is achieved,
attackers will be able to detect VMMs without compromising the target. Then, VMM-based security systems
will not be effective for trapping skillful attackers. We demonstrate a technique for remotely scanning VMM.
The technique regards anomalies in the timestamp discrepancy between timestamps stamped in one packet as
evidence of the presence of a VMM. A remote VMM scanner can obtain multiple timestamps from a single
packet, which usually indicate the same time. But if the target is a virtual machine, some of the timestamps
will show discrepancies in an anomalous way because the VMM sometimes interrupts the timestamp operations
of the target. Our experimental results indicate that remote scanning of VMMs is feasible.
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