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Malware Detection Method by Windows System Service Call
Classification using Self-Organizing Maps

Keisuke KAKIMOTO, Hidehiko TANAKA
Institute of Information Security

Abstract Self-Organizing Maps is one of the data mining methods, which is able to project the
multidimensional data onto two-dimensional plane by learning the statistical nature of the data
and producing a low-dimensional representation so as to locate the data which has same nature
near each other. Because of such characteristics, Self-Organizing Maps is effective to prediction
problems. In this research, we propose an dynamic analysis method to detect unknown malware
by Self-Organizing Maps, and our target of analysis are windows system service call sequence
which is caused by malware and input/output parameters of the system service.
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