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Abstract Generally, device drivers are invoked on privileged mode, so it is known that device driver becomes the
critical problem in the security, and attackers tend to aim the device driver’s vulnerabilities in recent year. In this
paper, vulnerabilities of the device driver’s are surveyed, and limits of the related works are pointed out. Based on
that, a protection system is proposed that cooperated with reference monitor to prevent these types of problems.
Furthermore, new architecture that isolates this protection system using virtualization technology is introduced.
Linux and Xen on the Intel x86 architecture is analyzed for the implementation of proposed system and some

functions of this architecture is partly implemented.
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