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Abstract Cemesllia, a block cipher algorithm, has heen implemented on a configurable and extensible processor
to measure cycles and power consumption required for processing the algorithm when varying the configuration
parameters and/or extending the instruction set of the processor. Results of optimizing configuration parameters
revealed the reduction of processing cycles by approximately 10%. Extending the instruction set reduced processing
cycles and total power consumption by 1/106 and 1/18, respectively. The extension has larger effect on reducing
total power consumption for processing Carnellia than AES.
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Fig.1 Encryption of Camellia.
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Camellini28 128 128 18
Camellial92 192 128 24
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Table 2 Implementations of Camellia.
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Fig.4 Processing cycles when varying configuration parameters: (a) Data cache size; (b)
Data cache line size; (c) Data cache assaciativity; (d) Instructlon cache aize; (o)
Instruction cache line size; () Instruction cache associativity.
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