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Abstract An information flow policy is defined as a set of information flow rules among security-classes. Imple-
mentations of such flow control systems usually adopt fixed structures of security-classes such as multilevel security.
In an environment in which secrets are dynamically generated, and permissions are frequently changed, such fixed
structure however does not work. We need to change the structure dynamically based on attributes of confidential
information but not to adjust the secrets to fixed security-classes. This paper proposes a method that derives an
information flow rule from confidentiality palicy, a set of attributes of all secrets. The adequacy of the method is
explained by semantics of secrets, and its properties are proved in a mathematical manner. The proposed method
provides a lattice-based flow rules. We try to reduce the size of the lattice. Also, we show that any information
flow policies can be interpreted as a confidentiality policy, and that the lattice derived by Denning[1] from the
infarmation flow policy is same with the lattice derived from the interpreted confidentiality policy.
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VERER, FRRMEMRLBETILNTES. AIAE B
AREMBEI T+ T Ao lCHRTSE, COfHEE, i
FO—BE > icdoT, HOZyFoFrREHMRENST
Licipd, TOXIRLT, ERCHRELESTVT 471
ERBHIZEOBP—DOMTRIE—-THD. FALNHET
o—RU0E ETREL S 3T XTOFR RS —ERES
3. HELZZERAF—VICOVT, FheRRALT2H#
EfRNEFNFhEETS, EERELTDOTLETS.

o € ERNT IR TESHBEMBIE, va) € SC TR
3. ft-T, MEMAOMTAERET SKE, SC O
SREEFXATBGE L. BEMEER M ¢ SC KHR
T3E, EMCMRELEIOR M O - LEAT SR
MBEEThS. R/ —VRTAT, TOXSHERBY
Bitl (transitive closure) T&H 3. ThE TC(M) B &,
M C SCHDWVT TC(M) = | Jyep TC{X}) THS. fit
T, B X € SCRETAMTAF— TCH{X}) Bdbiug,
TC(M) 2R TE, WR7O—RV YEHlTm8e+7
THS, ¥k, TC{XN R X e SC & I LGS
o, DESCEHELTEY. TOLEE, RUVREPR,
P={{X,a) | X £5C,a€8U0,X — ¢¥(a)} L3,

Likick b, #BEERY Y CP = (SC,5U0, P) HMBohi.
Lirl, #OR7 00— UEMETZESIR, ¢(o) = ¢(F)
EHD ok fEEPTHHBEREWV. Thbh, E = 5C
LLTHL, COrEPit s ic—RL, BESERY v
CF = (SC,5C, =) &1 5.

LEDBREE ESHTEHEL, ZO0OMEERY > ME R
EEBCLE, HUTHSLWI T EILT S,

R 5. @7 n—#Y Y FP = (5,0,5C, ¢, ) FHEER
1) & CP(FP) = (5C,SUO,P) & LTHEAREBRT 5 LT
%, CP =(SC,5C,») LMl 3.

4.2 Denning OREF

Denning I&, —BONWEE70—R0 b, FhEeFAS0E
EFF7n—Euy, BEURZO—RYSELUTOL S CEE
L)

W 7o—RU Y FP = (5,0,5C, ¢, —) £2WT, b
5C — 2°°, BLY DLy C 2°° BRD K I EDH D,

h{a) = {z €SC |z > a} (23)
DLo = {h(a) | a € SC} U {#,5C} (24)

DL i, EEBRICLDEFNSAGNE. a9 b &
h(a) C h(b) THH, COEFEFP DEFaVFrHYL
WML TS, a =+ b0 b — a5, hia) = R &
15, Dloid, TDX57%q, b EZH—HL T SCIZEXRE
BRAL, TEICBATERATEMALLDRESTWVS.
FPg = (S,0,DLlo, hoy, C ) & FP L AFDHMBF7O—&
VTtHs.

K, & XY € DLg kDT, FheDEEE LTHRER
g sen,

XVY =[|{ZeDLy | XUY g Z} (25)

Zh#¥, DLe Dk LRBNENERICOWT, FHfcik RO
BINBFTECEZETROIET. SCRAMMPETHLLERE
T35 &, FREEOLROENT, COEMEIRTTS. B85
f1724848% DL (Denning's lattice) ¥9%. DL i EERBEK
DWTHLTED, SCHAERLEEELTWSOT DL LHR

(HET) 1 DLg I SC ZEMATHIOT, N OPOMBEETIRIL
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THB. Lih>T, DL IR ELEEECDOWTEH bbb
EROBIRE W C DL OLR YV WAMEETS. 5L, T
FRESEEASRD & 3 BB T ™, DL ERMRICE5.

XAY =V{ZeDL|Zs X and Z— Y} (26)

LlEie kb, i: DLe — DLAAXERELTHE, FPoL =
(5,0,DL,iokoy, C )i FP L ASORIO—HY S L i3,
4.3 Galois Connection
Denning ®R7BA—RY ik, BEMERY ACBITSZEY
B—RYRUTNSE A5, BHEBWTRE-
TWa., FBTE, AEOHMFEEZAMICT 3EBE, Galls
Connection O3 [10) ZHHT 5.

EWT. PCDxE deD, a€E 5eD, MeE &¥53.
P EF@EMFEE LTHAVWS. iz, E#A:D — 28, #unL
A:2P — 2F, BXUW, p:E— 20, L p: 28 — 2P
EERT .

dPa & (d,0)€P (27
SPa & Vde€ S(dPa) (28)
dPM & Yo e M(dPa) (29)
Md) = {a€E|dPa} {30)
pla) = {deD|dPa} @31)
M8 = {a€E}SPa)} (32)
p(M) = {deD|dPM)} (33)
PMS) = {d€D|dPla|SPaj} (34)
M(M) = {aeE|{d|dPM}Pa} (35)
AP = {MS)|SC D} (36)
pP = {p(M)| M C E} {37)
pAP = {pA(5)] 5 C D} {38)
ApP = {ip(M) | M C E} (39)

#88 7 (Galois Connections). pAP, pP, ApP, AP ik, 88
BRIic kD, HEkd.
TNBIEDWT, RDFH LROFMENED 1D,

PAP = pP = (ApP)° = (AP)° (40)
1T, BMSMFHRELTCLOWRITERTS.
(40) ZAAT 5. ERE O KPR LD,
SCTCD = AS)2 M) (41)
MCNCE = p(M)2p(N) (42)
5 C pA(S) (43)
M C Ap(M) {44)

{43) &0 5 C pA(S). &oT (41) &9 MS) D AoMS) TH
3. —H. (44) D A(S) C 2pA(S) THERE

(i£8) 1 @ ¢ DL %07, V OPOMERZE TR,

MS8) = ApA(S) {45)
p(M)} = php(M) {46)

AS) € AP 31T, A(S) = ApA(S) € AP, XoT
AP C MpP. Efz AP 2 AP i2HG . X2 T AP = ApP
MRENI. pP = pAP LA TRENS,

(45) BLU (46) BB, p: AP —3 pAP, & X pP — JpP B
BMCHOMBIC T2 TWRZ a5, Ehinbid, (41)
BXU(42)ickb, GFEARSMMETS, KoT, pP = ApP°
&b, O

R

4.4 Denning DR EFHBEYH Y & OR & O

W7 0—HEY S FP = (8,0,5C, ¢, ) iKDWT, Denning
CEBHEDL L BEKEFRY & CP = (5C,5C, =) DRTHS
AL ZHET 3.

ETR 6. DL 54 TF AL (&, Galois Connection i 3547 3188
O—D2&ikoTED, ARk,

DL = pAP 47
AL = MP° (48)
DL = AL (49)

MEBB. P= - &¥5&, DLICBIWS h(z) & h(y) D LR
ROESKHEENS.

Riz) v h(y) = [{h{z) | hlz), h(y) C A(z)}
(He(z) | {z, 3} = h(z)}

= pA({z, ¥}
Lo2TDL=pAPTHD. —F, FHRED AL = AP° FHAL
AT HE, SETICED, DL= AL M5, ]

4.5 HERMIcBT TR

AP 9 pAP i ZOSEROHETR. p 54U ) OHERN Y
RMTHEEEALND. FIZE, ADHETR, DOERY

B SEDNT AS) BHELRFhER eV, Thbh,
A ORERFREIE D OXKETORMIERTH 5. FRIC p OFHE
i E DR T DRSBTS S.

o7, BH e ILENIE, AL ORBEOHESN DL OMHELDE
HTHBT ENhd. Kz, BETICED, AL = AP =4P
THaHE, AL DHETR, E LD DOFMINEGUE, ape
%, kel pPEHETACEILLD, HEEBMOENEL
REDBT LNTESTREESH 5.

4.6 CHE AFORER

CL #iit Galois Connection ORIRRICIHNEWLA, MRS
&3k, MEFRTERI T LD ROTEANT S,

T8 8. BELELYYOFVIREP CDxERDVT, P
DD xERBIBHNE -P C D x E TRENZHEENY
Y%, P OB LG,

FVPIEHTEEEE Cp OEICH/ LTS, T3
EHRU S —PIDWTiE, Cop LBIFS.
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EBE 7. REBDID.
CL{-P) = AL(P)’ (50)

. C_pla) = —Cpla), Cpla) = ple) THBZ LITHER
L, Cop(M)=—p(M) 2185, &oT, ERCL(-P} >
X— =X ¢ pP F2Brih, ERTFRREEETS.
#-T CL(—P) & pP° T#H3. —%, AL= AP® THZN5,
HE7ickb, (50)HBohB. 0

5. £ & &

W7 o0—HYTH, o LEFaVF+ I5AEE
&, EFa )74 75 A0MBICEhE TR 2 EETS
Foth, BIRVREREWMERORE, RMSHERY S ORECIRE
SLTWrh ok, FITERITR, HEWHEESLE
a—PHEX T, BEMEERICHTTINEVIBEERY
MERORERVT, ThEESTAHHIO—RY 2N
RE L. BRAETE, WHY oK) 0Rs L AN,
H7O—RY VRELZENTES. R, BET7r—RY
PHEERYELTERTZ L, RELAUERIT—HY
PR CENTEEC L%, Galois Connection DEIER%E AU
THRLE —ROBESERY Vot s, BEAZCLIES
#HEAHTLERNTREWS, BMETASFELRELE. k&
L, BROLOM MR 250 EIMIDNTE,
RERERTH S, FHEORR BLUEALRAF LORE
NEROBETHS.

b4 1}

(1} D. E. Denning: “On the derivation of lattice struclureed
information flow policiea™, Technical Report CSD TRI1B0,
Purdue University (1976).

[2] D.Beliand L. LaPadula: “Secure computer system: Unified
exposition and "multics" interpretation”, Technical Report
MTR-2997, The MITRE Corporation {1976).

[3] K. Biba: “Integrity considerations for secure computer ays-
tems”, Technical Report MTR-3153, The MITRE Corpora-
tion (1975).

(4] DoD: “Trusted computer system evaluation criteria”, Dad
5200.28-atd, Department of Defense (1985).

[5] DB. E. Denning: “A lattice model of secure information
flow”, Commun. ACM, 18, 5, pp. 236-243 (1876),

(8] B. A. Davey and H. A. Priestley: “Introduction to Lat-
tices and Order 2nd Edition”, Cambridge University Press
(2002).

[7] D. E. Denning and P. J. Denning: “Certification of pro-
grams for gecure information flow”, Commun. ACM, 20, 7,
pp. 504-513 {1977).

{8] B. Lampson: “Protection”, Proc. of the 5th Annual
Princeton Conference on Information Sciences and Systemns,
Princeton University, pp. 437-443 (1971},

[9] T.Sakuraba and 3. Domyo: “Lattice-baged information Aow
model compatible with given security policy”, Proc. of The
Third Iniernational Conference on Information, pp. 282-285
{2004).

[10] J. B. Nation: “Notes on lattice theory™.
http://www.math.hawaii.edu/ jb/books.htmnl.

- 186 -



