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Nowadays, high-speed network infrastructures are widely spread. Since most home is always connected to the
Internet, 1P-based telephone service, called VoIP (Voice over 1P) is increasingly demanded. SIP (Session Initiation
Protocol) is one of the session management protocols of VolP. In general, SIP messages are transmitted in plaintext,
since proxy servers which relay the SIP messages need to analyze the contents of the messages. As a result, an
attacker can eavesdrop the SIP messages, and then hijack the SIP connections. This paper uses AVISPA Tool to

verify the attacker can disconnect SIP connections, and improves SIP to overcome the problem.
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role alice{
A,B :agent
K: symmetric_key}

SND, RCV:channel (dy)

}
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role alice(
A,P,B:agent,
SND, RCV:channel (dy)
)

0. State = 0 /\ RCV(start)
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role session(
A,B,P:agent
)

composition
alice(A,P,B,SA,RA)
/\bob (A, P,B, SB,RB)
/\proxy(A,P,B,SP,RP)

}
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role enviroment ()

intruder knowledge
={a,b,p,bye, ok}
composition
session(a,p,b)
end role
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