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An Implementation and Evaluation of
Security Gateway for Mobile IP System

AyumMu KuBoTA ,t ATSusHI ITO t and TOHRU ASAMIt

As mobile computing and the use of the Internet are becoming common, it is nessesary to
provide secure mobility support mechanism for the Internet. Using IETF standard Mobile
IP and IPSEC, we implemented a secure Mobile IP system which enables mobile nodes to
access internal hosts from outside of their firewalls. This paper presents the detail of the
implementaion and results of performance evaluation.
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src=CoA AH F ESD Src=COA Sre=MN Upper Tayer
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dst=HA dst=HA Ast=CN | protocol
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sre=MN Upper layer
dst=CN protocol
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sre=CN Upper layer
dst=MN protocol
SGW ¢« HA
Sre=HA sre=HA Tre=CN Uppor Tayer
dst=SGW dst=CoA dst=MN protocol
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Src=SGW AH + ESD src=HA src=CN Upper layer
dst=CoA or ESP dat=CuA det=MN protocol
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Fig. 4 Message after Mobile IP Registration

®1 HRAERER

Table 1 Results of performance measurement

= —

64byte RTT(msec) HN FN (Inside) FN (Outside)

without encryption 1.16 3.38 —_

with encryption — 4.19 8.93

n byte RTT(msec) | 64 300 600 900 1200

MN - SGW [ 8.93 15.63 19.57 23.30 27.34
s e
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