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An experimental evaluation of trace-back techniques
of Denial of Service attacks

Shigehisa KAWAMURA?®, Naonobu OKAZAKI?

Abstract

Recently, frequency of Denial of Service attacks are increased, and it is difficult to trace
packets with incorrect, or "spoofed”, source address. Savage et al. proposed a method to
trace flooding attacks by "marking™ packets. This method, however, has some problems
including the time consuming for gathering packets to re-configure the attacking paths.

We proposed a method to solve this problem by extending marking area in each packet.

In this paper, we will implement the both algorithms to estimate the usability of them.
From the results of some experiments, we will conclude the effectiveness of the extended

method.
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Marking procedure at router R:

let £~ = Bitintereave A, Hash & ;
let k be the number of non-over lapping fragment in R~ ;
for each packet w
let x be a random number from [0..1 ;
let M be a number from [0,1] ; *1
if x < p then
let 7 be random integer from [0..4-1] ;
let £ be the fragment of #~ at offset 1 ;
write finto w.frag ;
write 0 into w.distance ;
write »n into w.offset ;
write 1 into w.M ;
else
if w.distance = 0 then *2
let £ be the fragment of # 7 at offset w.offset ;
write £ (+) w.frag into w.frag ; *4

increment w.distance ;

(*5)

3.11
3.1.2

Path reconstruction procedure at victim v:

let FlagTbl be a table of tuples frag,offset,distance,M ;
let G be a tree with root v ;
let edges in G be tuples start, end, distance ;
let maxd : =0 ;
let Jast - = v ;
for each packet w from attacker
FlagTbl. Insert w.frag,w.offset,w.distance,w.M ;
if wM=0
continue; *5
if w.distance > maxd then
maxd = w.distance ;
for d :=0 to maxd

for all ordered combinations of fragments at distance d

construct edge 7z ;

if ¢ := 0 then

if Hash OddBits ~z = EvenBits z then
insert edge /ast, OddBits z ,d into G ;
Jast := 0ddBits z
lastz := z ;

for d:=1 to maxd

z 1= z (¥) lastz ;
if Hash 0OddBits =z = EvenBits Zz then
insert edge /ast, OddBits Zz ,d into G ;

last = 0ddBits z ;

lastz := 7z ;
remove any edge  x,),d with d = distance from x to vin G ;
extra path  A..R Dby enumerating acyclic paths in G ;
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The rumber of sttack pachets which musi be collacted
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marking method edpnsion of marking medtod
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