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Abstract Recently, a public key infrastructure (PKI) for mobile terminals has been discussed to improve the secu-
rity of mobile services. In the mobile PKI, public key certificates of mobile users are issued to use authentication of
the user, and stored the certificates into their mobile terminals. Open problem is the scalability of the PKI, because
the number of the mobile users is extremely larger than the number of users who uses a PKI for PC environments.
This paper discusses a design principle of PKI for mobile services. Especially, we compare the method of providing
certificates revocation lists on mobile service environments, and suggests the most efficient method. Furthermore,
we show how to calculate the minimum computational cost of a general public key based authentication method of
a whole system, and estimate feasible lengths of public/secret keys and validity.
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