#HERA HHRLEES HARE 2006—MBL—38 (6)
IPSJ SIG Technical Report 2006,79,/15

BRI NI —2ICBTAHIEAIY RFAYRR—X
FEE 0k a)LDiRR

WRAERER VAT LERIERAN aVCa—2Y ATV RAER

=

FHRX TR, Bl 2-way NV RV aA VB0 POV RBRT 3, BRSO VT, i,
BA THAIYT 427 (AAA) T—FF I F v — B DOEEER Yy M T—2icB0T. RASVR
ZBET 31—V ORANZERIARITS T LT, DB(EERT S, Fi, BT, 239 b
AV MEEERALERFNEEF Y T4 7YY I—2 3 (SAs) BRUTBEEELERT 3, 25
2, ENANIA—FLEDFR—L AAA F—1—DED A £ — IVEREREREFT T, BN —
YOLST 4y o BB E—rER L. HEEFTM L LHEERITV, BRUETT RO, ROF
BELOBNATVWBT LREASMCT B,

A Novel Commitment-based Authentication Protocol for
Wireless Networks

Hui Jing and Jie Li
Department of Computer Science, Graduate School of SIE, University of Tsukuba

Abstract:

In this paper, we present a novel 2-way handshake authentication protocol to locally authorize
intra-domain roaming users for efficient authentication in wireless networks, which is based on authen-
tication, authorization, accounting (AAA) architecture. We develop a detailed procedure to establish
local security associations (SAs) for authentication using commitment schemes. By considering the
traffic and mobility patterns of a mobile user (MU), as well as the message transmission time between
the MU and its home AAA server, we provide a performance study comparing the authentication
latency of existing authentication protocol and our approach. The result shows that our protocol
outperforms the existing authentication protocol.

1 Introduction or eavesdropping is easier on a wireless link than
on a wired one, furthermore, a mobile device is

The popularity of mobile systems such as PDAs, more vulnerable to impersonation.
laptops, and mobile phones increases every day, Mobile IP provides an efficient mechanism for
whereas inducing more challenges to security. mobility within the Internet [3]. Mobile IP is an
Wireless communication and mobility are consid- open standard, defined by the Internet Engineer-
ered to be at odds with security. Indeed, jamming ing Task Force (IETF) that allows a user to keep



the same IP address, stay connected, and main-
tain ongoing applications while roaming between
IP network domains. Mobile IP assigns each mo-
bile user (MU) a permanent home address on its
home network and a care-of address that identifies

the current location of the device within a network -

domain and its subnets. To accurately deliver the
call of an MU, the home agent (HA) should know
the position of the MU. An MU will be registered
at the HA when care-of address is changed. For
successful registration, the home agent or the for-
eign agent (FA) should accept registration mes-
sage -of valid MUs. Moreover, when starting a
communication session, an MU will use network
resources provided by servers. At these times, the
authentication server will authenticate the MU.

'As one of the most widely used security mech-:

anisms, authentication is a process to identify a
mobile user, authorize resources to the MU, and
negotiate secret credentials for protecting commu-
nications [1]. In an authentication process, an MU
will submit secret materials, which will be veri-
fied with a security association (SA), a descrip-
tion on keys and encryption algorithms. After
authenticated, the MU will be authorized access
services within the network domain. And an ac-
counting of the actual resources may be assem-
bled. With the authentication, network resources
are protected by only allowing legitimate users to
obtain services. The information secrecy and data
integrity are also guaranteed because sessii_)n keys
will be genérated during the authentication pro-
cess for data encryptidn and message authenti-
cation. Thus, the network security in terms of
protection for network resources, information se-
crecy, and data integrity is affected greatly by the
authentication service. A

With public/private key based authentication
mechanism, the computation complexity of en-
crypting/decrypting data consumes more time
and power. Thus, in order to achieve efficient au-
thentication, our authentication protocol is based
on secret keys. Authentication delay affects the
service quality of real-time applications of mobile
users. During this authentication, no data for on-
going service can be transmitted. When the au-

thentication time is greater than a threshold time,
the connection will be broken.

In order to improve the security and efficiency

‘during the authentication, many authentication

schemes are proposed, focusing on the design
of lightweight and secure authentication proto-
cols. The challenge/response (C/R) authentica-
tion protocol is widely used in wireless networks.
It requires a roaming MU to submit a response
value for authentication each time, which is en-
crypted from a challenge value, a random num-
ber, with an SA shared between the MU and the
authentication server. The authentication process
is 4-way handshake which is proposed in [9)].

Moreover, the localized C/R (LC/R) authenti-
cation protocol is proposed for efficient authen-
tication in [2].- ‘But based on C/R authentica-
tion protocol, the authentication process is 4-way
handshake. So, it may cause a long authentication
time.

In order to deliver the authentication mes-
sages between networks, in our paper, we consider
the authentication, authorization, and accounting
(AAA) architecture, which is initially proposed
by IETF for Mobile IP networks and is being
deployed in 3G systems [4]. An AAA architec-
ture is composed of local AAA servers (LASs),
home AAA servers (HASs). An LAS is only takes
charge of authentication for visiting MUs from for-
eign network domains. An HAS is an authenti-
cation server to identify the MU who subscribes
the service in its network domain. All of these
AAA servers are organized hiefafchically with
shared SAs between the AAA server in lower layer.
Within the Mobile IP network, an MU belonging
to one home network domain often needs to use
resources provided by foreign network domain. If
the LAS has no information to verify the MU,
it contacts the HAS of the MU through an au-
thentication architecture. If the distance between
the LAS and the HAS is long, the authentication
efficiency in terms of signaling cost and encryp-
tion/decryption cost for authentication should be
considered. To consider the efficiency and éecu-_
rity with different mobility and traffic patterns,
we propose a local authentication protocol with



local SA control, which can be implemented based
on the AAA architecture. - Therefore, it can be
applied in various mobile environments including
3G, such as CDMA-2000 and UMTS, and 802.11
networks because AAA a.rchltecture has been de-
ployed in these networks.

A commitment scheme [7] is an important cryp-
tographic buildings block that we will be using in
our protocols. It is a method by which a sender
And the
commitment can be revealed later by the sender.

can commit to a value to -a receiver.

The properties of a commitment scheme are on
the following:

» Binding: A user who commits to a certain
value cannot change this value afterwards;

» Hiding: The commitment is hidden from its

receiver until the sender allows receiver to open
it, '
A useful Way to visualize a commitment scheme
is to think of sehd{er as putting the message in
a box, securing the box with a‘llock to which
only he has the key, and giving the box to re-
celver A commitment scheme transforms a value
m mto a commitment/opening pair (c,d), where
¢ reveals no information about m, but (c,d) to-
gether reveal m, and it is mfeamble to find d
such that (c, d) reveals m # m. We denote with
Z the message at the rgqelvers side when mes-
sage z is sent over a public (unauthentic) channel.
N0\§v, if Alice ‘wants to commit a value m to Bob,
she first generates the commitment/opening pair
(ca, dA) — commzt(m) and sends c4 to Bob. For
Bob to open m, / Alice sends dg4 to hlm, who runs
m — open(cA,d a). If the employed commitment
scheme is correct, at the end of the. protocol we
must have m = #i. In our research, we assume an
1dea.l commitment scheme is used.

The rest of our paper is orgamzed as follows.
In Section 2, a system is defined for authentica-
tion based on AAA archltectuxe In order to min-
imize authentication latency, we propose a local
authentication protocol in Section 3. And a sys-
tem model is introduced to analysis the impact
of authentication in Section 4. We analyze the
mean authentication time per call as metrics with
the concern of the message transmission time be-
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Re-Authentication -

HAS: Home Authentication server " LAS: Local Authentication server
MU: Mobile User SN: Subnet AP: Access Point
—»: Movement of MU - —=: Authentication Type

Figure 1: System Model of Authentication

tween the MU and its home AAA server, mobility
and traffic patterns in Section 5. Finally, we draw
conclusions in Section 6.

2 System Description

We consider a system for the authentication
within wireless networks which is shown in’ Fig.1.
The 'genenc system in our paper is con51stent
with many practical wireless networks such as
the authentication, authonzatlon, and accountmg
(AAA) architecture in Mobile IP networks and
wireless local area networks (WLAN). In this sys-
tem there are a number of n autonomous wireless
network domains. Each network domain has an
LAS and an HAS, which are central authentica-
tion servers in a network domain. In our research,
An LAS only takes charge of authentication for
visiting MUs, while an HAS is only responsible
for authentication of the MUs that subscribe ser-
vices in current network domain. These LASs and
HASs are connected through the Internet. It is
assume that the HAS and LAS are mtegrated to-
gether. o

We further assume that a network domain is
composed of M subnets of equal size, and each
subnet is controlled by an access point (AP). Here,
an AP is a.function unit that can transmit data
for MUs with established SAs. An LAS controls
the authentication in the network domain with M
subnets in it, and shares SAs with M APs.



3 Proposed Protocol

In our research, we define the authentication value
as a secret information that only be known by
the MU and the HAS. The authentication message
is delivered to LAS by the HAS or the MU for
local authentication. In our research, we assume
that the HAS and LAS are secure authentication
servers in wireless networks.

To minimize authentication latency, our pro-
posal is based on a new technique that uses lo-
cal authentication in the LAS independent of re-
authentication in the HAS. To enhance the secu-
rity and improve the efficiency of authentication,
we propose the new authentication protocol by
commitment schemes.

3.1 Basic idea

The basic idea of Commitment-based authen-
tication protocol is that an HAS delegates the
authentication to an LAS for local authentication.
Also, in our proposal, one authentication process
is 2-way handshake. To enhance the security, an
HAS does not directly send the authentication
value to LAS for the local authentication. In our
proposal, the LAS will use the authentication mes-
sage which is transformed by authentication value
to authenticate the MU.

In our proposal, the LAS just stores one part of
authentication messages (c) for local authentica-
tion which will be sent by the HAS. For successful
authentication, the LAS should receive another
part of the authentication messages (d) which will
be sent by the MU. The two different parts of the
authentication messages (c, d) together reveal the
information for authentication.

3.2 Commitment-based authentica-
tion protocol

3.2.1 Initial authentication (Type 1)

When an MU starts the authentication at an LAS,
an initial authentication procedure shown in Fig.2
is performed. However, at this time, there is no
authentication message for the MU in the LAS.

Authentication
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Figure 2: Initial Authentication

With this procedure, the MU first sends the au-
thentication request to the LAS. Then the LAS
replies the message including a random number
R, for generating authentication message. Next,
the MU calculates commitment pair (cl,dl) for
concatenation the MU’s ID encrypted with the
authentication value and R,. Here authentication
value is only known by the MU and the HAS. The
MU sends (c;,d;) to the LAS, encrypted with the
key between the MU and the HAS. The LAS for-
wards this message adding R; to the HAS. The
HAS decrypts this message and gets the (c’i,cfl).
Then the HAS transforms the commitment pair
into commitment value, gets ﬁ\l and verifies it
with R;. If they are maﬁched, the authentica-
tion is successful. Then, the HAS sends ¢; to the
FA, encrypted with the K1 45_nas. The LAS de-
crypts this message and generates a random num-
ber R, used to prevent a replay attack for the
next authentication. Then the LAS sends R; to
the MU, encrypted with the key between the MU
and the LAS (Kyy-ras). It is assumed that the
Kpu-ras is equal to ¢;. Fiﬁal_ly, the MU can use
network resources in the foreign network domain.

3.2.2 Re-authentication (Type 2)

Re-authentication is composed of re-session au-
thentication and intra-domain authentication.
When an MU restarts a session; a re-session au-



MU LAS
E Auth_Req ({ 4l R, } Kyyyras) >5 Ol
Auth_Appr ({ Ry } Kyypas) E
— N [~
B -

Figure 3: Re-authentication

thentication occurs. When an MU crosses the
boundary of different subnets in the same net-
work domain, an intra-domain authentication is
initiated. With this procedure, the authentica-
tion message c¢; for local authentication has al-
ready existed in the LAS. Therefore, it is unnec-
essary to contact the HAS with the MU for au-
thentication. In the case shown in Fig.3, the MU
sends dy and R, to the LAS, encrypted with the
Kumu-ras, through the access point. After de-
crypting this message, the LAS opens the com-
mitment pair (c1,d;) and verifies the R;. If the
verification is successful, the LAS sends the au-
thentication appropriation message to the MU, in-
cluding a random number R3 which is encrypted
with the Kppy_1as for the next authentication.

4 System Model

In this section, we introduce a system model to
analyze the impact of authentication in wireless
networks. We assume that an MU is roaming into
foreign network domains. In order to evaluate the
performance of authentication, we need to further
describe specific conditions such as mobility and
traffic patterns with which the impact of authen-
tication can be evaluated clearly.

Mobility pattern: The mobility pattern of an
MU is represented with residence time of the MU
in one subnet, denoted as T,. We assume that
T. is a random variable and the probability den-
sity function (PDF) of T, denoted as fr(t), is
Gamma distribution with mean 1/ and variance
V. Then, the Laplace transform of fr, (t), Fy(s),
is:

Ky 1

F.(s) = (3+,u’y)7’ where v = v

(1)

Furthermore, if the number of subnets passed by
an MU is assumed to be uniformly distributed be-
tween [1,M], the PDF of the residence time in a
network domain, denoted as fr,,(t), can be ex-
pressed with Laplace transform F)(s) as follows:

iM
M

n=1

( Y y

Fu(s) = Py

(2)
Then, the mean value of residence time in this
network domain, denoted as T'ps, can be expressed
as:

M+1

Ty 0P M+l
=22

Tm 35 @)
Traffic pattern: In our proposal, we consider
the call rate and call duration time of the MU as
the traffic patterns of the MU. We assume that the
number of call.é, which includes the incoming calls
and outgoing calls, has a Poisson distribution with
average rate A, and a call duration time, denoted
as Tp, has an exponential distribution with mean
1/n. Then, the PDFs of the call inter time and
call duration time, denoted as fr,(t) and fr,(t),
respectively, become:

(4)

Based on these assumptions on the mobility and
traffic patterns of the MU, we evaluate the mean
authentication time per call when the MU is roam-
ing in our generic system model.

fra(t) =Xe™™, and fr, (t) = ne~ .

5 Performance Evaluation

We use mean authentication time per call as met-
rics which is mostly used of analyzing the perfor-
mance of authentication protocols. We define the
mean authentication time per call as the mean
time per call from when the MU sends out au-
thentication requests to when the MU receives the
authentication replies. The mean authentication
time per call, Tay_percali, can be written as:

T NI
Necan

(5)

TAu_ percall =

Where i is the index of authentication type. i = 1
represents an initial authentication, and i = 2



means a re-authentication. T; is the authentica-
tion time per operation for. authentication type 1,
and N; is the number of authentication requests
with type i. Nggy is the number of calls.

For our evaluation, we assume that an MU first
starts a call in the FA. And in one network do-
main, the number of calls can be obtained by

Neau_g = ATum. (6)

The mean authentication time per call can be
written as

M+1

Ti + (Ncau_ E-l+ 2

Ncaiu_E

1)-To

TAu_percall_E =
(7
To calculate the time for different types of au-
thentications, we define a set of time pa.rameters
shown in Tablel for convenient descnptlon.
Then, T; can be expfessed as

—
T;= di'?,

Vi=1,2. (8)

Here, 7 is a vector defined as

9

= [Tmu-24s,Tras-nas: Tea, Te, To).

And, 7,- are the vectors defines as follows:
—
d 1= [4$ 21 6s 1, 1],

10
d2=12,0,4,0,1]. (10

Table 1: Authentication time parameters

Symbol * Description

TMmu—-LAS Message transmission time between MU and LAS
TLAS-HAS M trar >n time b, LAS and HAS
Ted Message encryptioﬁ/decryption time

Te Commitment paif generatioﬁ tixqe

To Opening comﬁ)itment pair tiﬁ"e

5.1 Evaluation

In this section, we firstly introduce the parame-
ters for evaluation. Then, the mean authentica-
tion time per call is evaluated and compared to
the localized C/R authentication protocol based
on different conditions.

‘Table 2: Parameters for evaluation . .

Parameters for authentication time

TMy-Fa Tra-a  Ted L., T,
20ms 20 — 100ms 2ms Sms
Parameters for random variables
A n 1/u M
0.05 — 0.14mi1_z.‘1 0.3min_‘1 5 — 30min 120
0.15, - -
,§ ~—+— Our proposal
g 014 —6-— C/R ptotoco!
% 0.1
§' 0.12
£
g 0.11
g 01
s
2
0'0&02 0.;)3 0.04 0.05 0.08 0.4.)7 0.08 0.09 0.1
M time b FA and HA, T, _,, In seconds

Figure 4:: Mean authentication time per call in
one domain at A = 0.lmin~!, 1/u = 18min

The parameters to evaluate the mean authen-
tication time per call are shown in Table2 The
values of Tpsy—ras, TLAS HAS, Ted, are obtained
from the existing research [8]. In one network do-
main, we assume that the number of subnets (M)
is 120. Just one network domain is evaluated.

The effect of message transmission time be-
tween LAS and HAS of the mean authentication
time per call is shown in Fig.4. In this figure, both
in the localized C/R authentication protocol and
in our proposed protocol, the mean authentica-
tion time per call time is almost not effected by
the message transmission time between LAS and
HAS. And it will be reduced up to 36.1%.

The effect of call rate on the mean authenti-
cation time per call is demonstrated in Fig.5. It
shows that the mean authentication time per call
declines while the call rate increases. It is because
the sum of intra-domain authentication time in
When the call rate
increases, the number of calls increases. Compar-

one domain is not variable.
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Figure 6: Mean authentication time per call in
one domain at Tra_pa = 0.06s, A = 0.1min~!

ing with localized C/R authentication protocol,
our proposal shows a improvement around 0.05s.
That is to say, the mean authentication time per
call can be reduced up to 35.9% at least. Fig.6
reveals the effect of residence time on the mean
authentication time per call. As we can see, au-
thentication time decreases with the increase of
the residence time of an MU in a subnet. The im-
provement of mean authentication time compar-
ing with localized C/R authentication protocol is
around 35.7%.

6 Conclusion

In this paper, a novel local authentication proto-
col to reduce authentication latency and securely

produce a key for communication has been pro-
posed. Compared to the localized C/R authen-
tication protocol, our protocol reduces the re-
authentication time, and enables the LAS to au-
thenticate the MU accurately.
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