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Proposal for the Anti Attack Ad-hoc Routing Protocol Architecture

Takumi Mori' Ikumi Mori? Osamu Takahashi?

t Systems Information Science, The Graduate School of Future University-Hakodate 116-2 Kamedanakano-cho,
Hakodate Hokkaido, Japan
I Systems Information Science, Future University-Hakodate 116-2 Kamedanakano-cho, Hakodate Hokkaido, Japan

Abstract There are various kinds of attack for ad-hoc networks. Now, many defense methods are defense to detect the attack pattern of attacks.
However, attack methods are evolved every day and compound attack and new attack methods are developed. Therefore we classify existing attack methods
and examine general attack measures method by resolving attack methods to "meta" behavior. We divide the attack measures from two kinds of methods.
"Defense mechanism"; defines an attack pattern, and detect / cope attack nodes. Another is "Evasion mechanism"; it is to neutralize or not allowed attacks. We
pay attention to "Evasion mechanism"” of the latter in this article and propose a architecture to design protocols to have tolerance for many attacks.

We classify attack methods for evading every attack on an ad-hoc networks. We modularize defense or evasion method for each classified attacks. And As
for them, it is able to combinate that we chose if necessary. For when a newer attack method is discovered, we define to it with the versatile protocol
architecture that we can add new defense or evasion methods. It enable the safe protocol design that accepted security purpose by incorporating defense /
evasion mechanism related to each attack among classified defense or evasion methods.
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Table. 1 A Summary of Parted Attack Evasion Method
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