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Abstract: XML (eXtensible Markup Language) is a data format for structured
document interchange on the Web. It is a text-based, non-binary format and
uses syntax rather than binary markers to organize data; it can be used on just
about any platform. It was accepted by the World Wide Web Consortium
(W3C) as a recommendation on February 10, 1998, recently it is gathering
attention. From now on, XML will be a standard data format as electric-
commerce and management of the contents. Therefore maintaining data
authentication (data is not altered) is next important point. After July 1999,
45th IETF; Oslo, Norway, IETF and W3C are joint reviewing about digital
signature processing rules and syntax. On August 2000 now, this working
draft is last call (hitp://www.w3.0rg/TR/2000/WD-xmldsig-core -20000711/),
and gathering comments. In this document I will write about this XML digital
signature processing rules and syntax.
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The following example is a detached signature of the content of the HTML4 in XML specification.

[s01] <Signature Id="MyFirstSignature" xmlns="http://www.w3.0rg/2000/07/xmldsig#">

[s02]: <SignedInfo> .
[s03]; <CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2000/WD-xml-c14n-
20000710"/>

[s04]: <SignatureMethod Al
[sO5): &

[s06]

[s07]

[s08] </Transforms>

[s09] <DigestMethod Al
[s10} <DigestValue>
[s11}: </Reference>
[s12] &/SignedInfo>

[s13]  <SignatureValue>¥ .</Signatuge Value:
[s14]  <KeyInfo>
[s15a] <KeyValie>

Reference ZRDURIBEM THEE X
NHBEFAZRBADIA T2 A ME

[s15b] <DSAKeyValue> BEEEEhEY MY X MDA
[s15¢] <P>..</P><Q>...</Q><G>.. </GRYY>..</Y> | K VEF L. DigestValue %185
[s15d] </DSAKeyValue>

[s15¢] </KeyValue>
[s16]  </Keylnfo>
[s17] </Signature>
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