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Abstract Internet communication applications for managing personal information have been developing. Access
control systems are indispensable to those applications and need password authentications to protect users’ right
from attacker. One-time password authentication schemes are proposed in which the user changes the verifier in
every session and is authenticated by the server though the Internet. Ubiquitous computing such as smart cards
and mobile phones has been developing and functional authentication systems are desirable for ubiquitous networks.
Here we propose a new authentication scheme in which agents verify the user instead of the server.
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tion method using a one-way function, and the S/Key au-
1. Introduction thentication system [4], which is based on Lamport’s scheme,
have been proposed. The S/Key system is vulnerable to sev-

The Internet and mobile communications have been develop-  eral attacks(7],[11] and has two practical difficulties: high

ing, and related applications for managing money or personal
information are increasing in number. However, there is a
risk that such private data can be wiretapped. To counter
this, those systems require an access control, in which user
authentication is indispensable. This can be accomplished
by the use of a one-way function with which it is easy to
compute f(z) from z and difficult to compute z such that
y = f(z). Usually hash functions such as MD5[1] or SHA-
1[2] are employed.

Lamport’s method [3] is a one-time password authentica-

hash overhead and the requirement of resetting the verifier.
For those problems, the CINON (chained one-way data ver-
ification method) [5] and the PERM (Privacy Enhanced in-
formation Reading and writing Management method) [8] use
a random number. However, those methods suffer from vul-
nerability to one kind of ‘Man in the Middle’ attack, and
the SAS (Simple And Secure password authentication pro-
C.L. Lin et al
detected replay and denial of service attacks on the SAS
method and have argued for the OSPA (Optimal Strong-

tocol) [9] has solved this weakness. have


研究会Temp
テキストボックス

研究会Temp
テキストボックス
2004－DD－45　（３）
      2004／7／30


Password Authentication) [10] method. However, the au-
thors have performed successful impersonation attacks on
the OSPA method [12].

In the SAS, the user uses a one-way function five times.
However, this function has high overhead, because a one-way
function applies hash functions or common-key cryptosys-
tems. It is desirable to reduce the number of times this func-
tion is used in the SAS because authentication methods are
now being applied to mobile communications. Accordingly,
the authors have proposed the SAS-2 (SAS version 2)[13],
which reduces such overhead.

In the ubiquitous computing, authentication systems have
to be more flexible because users want to use an authenti-
cation system for many agents, which mediate between the
users and the server. This paper discusses problems of ex-
isting schemes when an authentication scheme is applied to
pliable systems, in which many agents authenticate users in
place of the server. Then, we propose a new authentication

scheme.

2. Objective of Study

Many simple authentication schemes are proposed and those
schemes are valuable for encryption communication on the
Internet. However, those schemes are useless for ubiquitous
identification systems, which demand real-time processing.
The SAS-2[13] scheme can be applied to electronic-lock sys-
tems, in which the user can open only one lock or few lock,
which is connected with the authentication server in local
area. In this scheme, the user cannot open the lock in other

area.

Server T'
Agent 1 Agent 2 Agent 3
X Server S
User T User S
figure 1 Electronic-lock systems.

In the figure 1, User S can open the door, which is con-

nected with Server S in local area. However, User S cannot
open the door in other office. User S may open the doors
in some offices, which are connected with the Server S by
private networks. Although User S can open some doors,
the door will not open in no time because the authentica-
tion data is sent Server S which is far away. Accordingly,
functional authentication protocol is desirable.

In the figure 1, User T can open the doors in Agent 1,
Agent 2, and Agent 3, which are connected with the Server
T through the Internet. Then those agents identifies User T'
instead of Server T', and Server T synchronizes users’ verifier.
Hence, User T can open the door fast. This study aims to
propose a new authentication scheme in which agents verify

the user instead of the server.
3. Proposal Scheme

The secure authentication scheme SAIFU(Secure Agreement
Identification for Flexible Users) is proposed. In this section,

this scheme is illustrated.
3.1 Definitions and Notations

The following definitions and notations are used throughout

this paper.

o U refers the computer user who employs the protocol
for authentication.

e S refers to the server that authenticates users.

e A refers an agent who authenticates users in place of
the server.

e IDx is X'’s identity or login name.

e h is a conventional hash function. For example, h(z)
means z is hashed once.

e m is masking function (e.g. m(z,y) =z D y).

e iis an integer indicating the number of authentication
sessions.

e Nx; represents X’s random number corresponding to
the ith authentication.

o @ represents a bitwise exclusive OR (XOR) operation.

e || denotes concatenation.

e Gx; denotes h(N;) calculated by X, where h(N;) may
be calculated from a combination of a random number
and other data such as user’s password.

e M;Xy represents a masking data corresponding to the
ith authentication, and X ret‘rieves Y’s masked infor-
mation from this masking data.

e H, Xy represents an authentication code corresponding
to the ith authentication, and X authenticates Y using

this authentication code.



e The expression ‘s = t: u’ represents the fact that s
sends u to t through a private, authenticated channel.
For example, s delivers to t directly or encrypts and
sends u with certification.

e The expression ‘s — t: u’ represents the fact that s
sends u to ¢t through a common channel such as the

Internet.
3.2 The SAIFU Protocol

The SAIFU protocol consist six phases: the user registration
phase, the agent registration phase, the renewal phase, the
user authentication phase, the synchronous request phase,
and the synchronous confirmation phase. The user registra-
tion process and the agent registration process are performed
only once, and the user authentication phase is executed ev-
ery time the user is authenticated. The synchronous request
process is executed after the user authentication process, and
the synchronous confirmation process may be executed when
the user wants to confirm the server’s stores. The renewal
process is executed when a new agent joins the service or the
synchronous request process has been successful. These six

phases are described below.
3.2.1 User Registration Phase

For use of the service, the user registers her/his identity and
the verifier to the server. The user registration process is

below.

1. U inputs IDy and generates Ny; and Ny;. Next U
calculates Gy; and Gysz. Then U stores Gy; and Gyo

in her/his secret memory such as a smart card.
2. U= S: IDy, Gui, and Gya.

3. S stores Gyi and Gy2 with ID for subsequent authenti-
cation. Next S generates Nso, Ns; and calculates Gso,

Gs1, and hGy1,Gs1. Then S stores the calculated data.

4. S=U: Gso and h(GUl,Gs1).
3.2.2 Agent Registration Phase

For participation of the service, the agent registers her/his
identity and the verifier. The agent registration process is

below.

1. A generates Na; and calculates G 4;. Then A stores the
calculated data.

2. A= S5:1Dj and Ga;.

3. S stores the received data.

3.2.3 Renewal Phase

For user access, the server registers or renews the authen-
tication data to agents. Then A is storing Gai, and S is
storing Gui, GUi-H, Gsi-1, Gsi, Gai, and h(GUi,Gsl). The

renewal process is below.

1. S generates Ns2. Then S calculates and stores the fol-

lowing data.

M;Us = m(Gsi-1,Gs:i),

M;Us = m(Gai, (Gui,Gsi-1)),
M;Uys = m(h(Gui,Gs:), h(Guit1,Gsit1)),
H.Uas = h(Gsi,Gai, h(Guit1,Gsit1)),

H;Av = h(Gui,Gsi,Gai), and
HzAs = h(GA.‘,M,‘Us,MiUA,MiUUSa
H.Uas, H: Ay).

2. §= A: MUs, M;Us, M;Uys, H;Uas, H; Ay, H;As,
with IDy

3. Acalculates h(Gai, MiUs, M;Ua, M;Uys, H:Uas, H; Ay)
and compares the calculated data and the received
H;As. If they are the same, S is authenticated, and

A stores the received data.
3.2.4 User Authentication Phase

To log in, U executes the ith user authentication session
of the SAIFU protocol. Then U is storing Gui, Guis1,
Gsi-1,and h(Gyi,Gs;), and A is storing Ga:, M;Us, M;Ua,
MUys, H;Uss, H; Ay, with IDy. Figure 2 shows the ith
user authentication phase of the SAIFU protocol.

1. U — A: Service request with IDy.
2. A—-U: M;Us, M;Ua, M;Uys, and H;Uys.

3. After receiving A’s response, U calculates h(Gyi, Gsi-1)
and retrieves Gsi, Gai, and h(Guit1,Gsi+1) from the
received M;Us, M;Ua, M;Uys. Next, U calculates
h(Gs:i,Gai, h(Guit1,Gsit1)) and compares the calcu-
lated data and the received H;Uas. If they are the
same, A and S are authenticated, and U calculates the

following data.
h(Gui,Gsi, Gai),
M;Sy = m(Guis1,Guitz),
HiSu = h(Guis1,Guit2), and
H;Aup = h(Gai, M;Sy,H;Su).
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figure 2 The ith user authentication phase of the SAIFU.

4. U > A: h(Guyi,Gsi,Gai), M;Sy, H;Sy, and H;Ayp.

5. A compares the storing H:;Ay and the received
h(Gu:,Gsi,Ga:). If they are the same, U is authen-
ticated. Next, A calculates h(Gai, M;Su, H:Sy), and
compares the calculated data and the received H; Aup.
If they are the same, the received data M;Sy and H;Su

are not forged, and A stores them.
3.2.5 Synchronous Request Phase

For the next user authentication phase, A renews the next
verifiers. Then A storing M;Sy, H:Su, with IDy, and S is
storing Gu:, Guit+1, Gsi-1, Gsi, Gsit1, Gai, h(Gui,Gs:),
and h(Guit+1,Gsi+1). The synchronous request process is

below.
1. A generates Na.y1 and calculates Gait1,

M;Sp = m(Gai,Gait1), and
H.:Ss = h(Gait1, MiSu, HiSv).

2. A— S: M;Sa, M;Sy, H:Su, HiSa, IDy, with ID 4.

3. First, S retrieves Ga;+1 from the received M;Sa. Next,
S calculates h(Gai+1, M;Su, HiSy) and compares the
calculated data and the received H;Sa. If they are the
same, A is authenticated. Then S retrieves Gyi+2 from

the received M; Sy, and authenticates the retrieved data

by comparing the calculated h(Guit+1,Guit+2) and the
received H;Sy. If they are the same, A’s and U’s veri-

fiers are stored, and S calculates h(G i, G ai+1)-
4. S = A h(Gai,Gait1)

5. A compares the calculated h(Gai,Gai+1) and the re-
ceived data. If they are the same, S’s mutual authenti-

cation is succeed.

3.2.6 Synchronous Confirmation Phase

For the next user authentication phase, U can confirm
her/his verifiers, which is stored in the server. Then U is
storing Gui, Guit1, Guit2, Gsi-1, Gsi, Gai, h(Gui,Gs:),
h(Guit1,Gsit+1), MiSy, HiSu, HiAup, and S is storing
Gui(or Guis2), Guis1, Gsi-1, Gsi, Gsit1, Gai (or Gaiy1),
h(Gui,Gsi), h(Guit1,Gsit1). The synchronous confirma-

tion process is below.

1. U— S: M;Sy, H;Sy, HiAyp with IDy.

2. S checks the receiving data using the stored U’s ver-
ifiers Gui, Guit1 (or Guit1, Guitz2); S computes
h(m(M;Sy, Gu:),Gu:) (or h(m(M;Sv, Gui+1),Guit1))
and compares the computed data and the received
H:Sy. If they are the same, U’s verifiers are renewed,
and S calculates h(Gsi, Gai).

3. S=>U: h(Gs,,GA,')

4. U compares the calculated h(Gsi, Ga:) and the received
data. If they are the same, U’s verifier is confirmed, and
U removes the stored Gy, Gsi—1, h(Gui, Gsi), MiSu,
and H;Su.

4. Security and Performance Analysis

The proposal schemes are secure and are useful to various

secret memories.

4.1 Security Considerations

One-time password authentication schemes are vulnerable to
certain kinds of attacks [6], 7], [10], [12]. The SAIFU scheme

is secure against those attacks.

4.1.1 Guessing Attack

In the SAIFU, all of verifiers are encrypted using a random
number, and original data cannot be easily retrieved. More-
over, an attacker cannot steal a random number because the

previous verifier is stored in tamper resistant device such
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as smart card instead of storing a random number in user’s

terminal. Therefore. guessing attacks fail.

4.1.2 Replay Attack

Verifiers are changed every time, and communication data
are different from the present data. Therefore, an attacker
cannot replay the communication data, and the SAIFU elim-

inates the possibility of a replay attack.

4.1.3 Fogery Attack

In the forgery attacks, an attacker forges communication
data and changes the user’s verifier. In the SAIFU, the au-
thentication data are generated using the verifier, and those
authentication data cannot be generated without the verifier.
Then an attacker cannot create authentication data because
she/he does not have the verifier, which is changed every

time. Thus, SAIFU is secure against forgery attacks.

4.1.4 Denial of Service Attack

One-time password authentication schemes are vulnerable to
denial of service attacks, in which an attacker forges com-
munication data and disturbs the user’s access by chang-
ing the user’s verifier. The SAIFU scheme is secure against
forgery attacks, and the attacker cannot change the verifier.
Moreover, the attacker cannot create the authentication data
which is past the server’s verifier because all of communica-
tion data to authenticate the user are created by using two

or more data. Therefore, denial of service attacks fail.

4.2 Performance Considerations

The performance of SAS-2 key-free system [13] and SAIFU
scheme is evaluated here. Table 1 summarizes the calcula-
tion costs of SAS-2 and SAIFU schemes in the authentication
phase.

table 1 Calculation costs of SAS-2 and SAIFU schemes.

HOy HO4 Iyoa Multi-agent
SAS-2 2 4 3 lack
SAIFU 6 1 3 support

HOx denotes the number of hashing operations on X.

Ix y denotes the number of interactions between X and Y.

These performance evaluations are done in terms of num-
ber of hashing operations, number of iterations, and support
of multi-agent system. The SAIFU scheme has costs than
the SAS-2 key-free system but this isn’t fatal. In the SAIFU
scheme, the user can be identified by many agents without

unpracticed costs.
5. Conclusion

For ubiquitous computing, functional authentication scheme
is desirable. Here, we propose a new authentication scheme,
in which the user can be identified by many agents. This

cannot be executed by existing schemes such as the SAS-2.
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