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Abstract The number of the attacks to the Web servers exploiting Web technologies is increasing, These attacks have
caused forced site-closure, personal information leakage, and economic damage. These attacks were using SQL injection to the
Web forms and unexpected commands in XML data to the PHP modules, but recently some incidents shows the exploit of
JavaSeript in Ajax applications. As the new development method and business models described by the words like Web 2.0
become ubiquitous, it is anticipated that the attacks exploiting such new technologies to increase. This paper will outline the
latest attack methods to the servers that cannot be detected or mitigated by the traditional security technique, and discuss the
technical requirements to protect against those attacks.
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Fig.3 Multi-layer inspection and correlation
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