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Abstract XML Security is necessary to ensure the end-to-end security of web services. To provide the confidentiality
against the intermediaries along the message path, XML Encryption is used to partially encrypt the XML data. However,
because partially encrypted XML data is not valid for original schema definition, intermediaries cannot perform the schema
validation. In this paper, we propose a new schema validation method. By using this method, intermediaries can perform the
schema validation for partially encrypted XML data.
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<CreditCardInformation>
<CreditCardAuthority>XYZ</CreditCardAuthority>
<CreditCardNumber>0123456789</CreditCardNumber>
<ExpireDate>2008-12</ExpireDate>
<CardHoldarName>Nakayama Kojiro</CardHolderName>
</CreditCardinformation>
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<CreditCardinformation>
<CreditCardAuthority>XYZ</CreditCardAuthority>
<CreditCardNumber>
<xenc:EncryptedData
Type="http://www.w3.0rg/2001/04/xmlenc#Content*
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</CreditCardNumber>
<ExpireDate>2008-12</ExpireDate>
<CardHolderName>Nakayama Kojiro</CardHolderName>
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Fig.5 Content encryption.
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