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Abstract Various information are used in real life, and those information are changed to digital data for using
many computer services. Secret data such as users’ life logs are used in many computer systems, in which the
user can use services conveniently. In those computer systems, secret data are created, changed, stored, and read
through the Internet. Cryptosystems are necessary for safety internet communications. However, it has risks that
past communication data are decipherable if the same encryption key is used all the time. In this manuscript,
we propose an authenticated key sharing scheme to protect past communication data. In this scheme, the past
encryption data can be difficultly guessed if the attacker intercepts communication data and steals keys of users.
Key words secret data, internet, security, cryptosystem, key sharing scheme

. Cryptosystems such as the AES(Advanced Encryption Stan-
1. Imtroduction T
dard) [1] are necessary to protect the communication data
through the Internet.

shared among users before encryption communications us-

Computer systems have been developed and people can Encryption key has to be securely

use many services using computer systems. For example,
people can make and see their reports in office information ing cryptosystems.

management systems. In those systems, secret data such as The Diffie-Hellman key agreement method[2] is the most

users’ life logs are included in the reports. Internet commu-
nications are increasing, and those secret data are created,
changed, stored, and read through the Internet.

Data through the Internet can be easily wiretapped and

can be seen secret data, which are included in sending data.

famous key agreement scheme. However, this scheme has
a security problem, the Man-In-the-Middle attack, in which
the attacker gets key negotiations of users, and she/he can
easily create encryption keys to communicate with each user.
The AKE(Authenticated Key Exchange) solves this problem.
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In the AKE, the user authenticates the other party and ex-
changes an encryption key. W. Diffie et al. have solved the
Man-In-the-Middle attack by using digital signatures(3]. In
this scheme, each public key initially have to get, and the
modulus operator must be used.

The EKE(Encrypted-Key-Exchange) [4] is a key exchange
scheme, in which a session key for encryption communica-
tions is shared by using a password. The EKE has variation;
public key cryptosystems the RSA [5] or the ElGamal [6] is
applied to the EKE. In each variation, key negotiation data
are encrypted by using a password and are sent. Then the
users calculate the session key from key negotiation data. In
the EKE, key negotiation data are sent by using a password.
Thus, those data can be seen if the password is leak out. If
session key isn’t protect, the attacker can see the session key
from key negotiation data. If a public key cryptosystem is
applied to the EKE, the attacker can see the session key by
using secret key.

Existing key exchange scheme the EKE is applied sym-
metric key cryptosystems. Moreover, the EKE adds public
key cryptosystems to symmetric key cryptosystems for the
against security problems. One-time password authentica-
tion protocols[7],[8] are simple and secure. Those proto-
cols against weakness of authentication protocols, which are
based symmetric key cryptosystems. In this manuscript, an
authenticated key sharing scheme is proposed. This scheme
isn't based on symmetric key cryptosystems, is applied on

one-time password authentication mechanism.
2. Proposal Scheme

In many encryption communication systems, the encryp-
tion key is shared during users at first, and the communi-
cation data are encrypted by using the shared encryption
key. In the EKE key exchange scheme, the encryption key is
shared by using password, which has been shared at first or
has been changed by using first-shared key. In those schemes,
the attacker can guess the password from many data such as
the encrypted data.

An encryption key, a password, or other secret keys is
stored in the computers of users for the next encryption com-
munication and isn’t usually changed. Encryption communi-
cation data can be easily decrypted if the secret key is stolen.
Proposal scheme solves this problem by changing the secret
key. This proposal scheme has two core protocols; first one
authenticates by using the present secret and second one au-
thenticates by using the next secret. Two core protocols are
illustrated below.

2.1 Core Protocol 1

Core protocol 1 has secure algorithms; a seed is securely
shared, and the past secret keys aren’t calculated from the

present secret key.

Before the encryption communication, the registration
phase is executed. In this phase, communicators A(Alice)
and B(Bob) are share a secret key V;. This V is calculated
by A for the first or the next key sharing. For example, V
is calculated as Vi = h(C1), where h is a one-way function
such as a secure hash function, and C is challenge data for
authentication., This challenge data is created by using A’s
secret such as a random number or password-hidden data.
The calculated V; is sent from A to B. Then, A stores Vi,
C1, and/or S’s seed data, and B stores Vi. Usually, A stores
C) or a seed data to calculate C;.

For sharing encryption key, the ith key sharing phase is
executed. Before the ith key sharing phase, A stores C; or
a seed of Ci, and B stores V;. If A stores a seed of C;, C;
is calculated from a seed of C; and another data such as A’s
password.

When A and B share a seed of an encryption key, A sends
a and S to B, where

a

B

I

mV,- (Ci))
ec;(Vit1).

Here, m is a masking function, e.g., my(z) is the masked
data of = by using y. Similarly, e is an encryption function,
e.g., ey(z) is the encrypted data of z by using y. Figure 2.1
shows the ith key sharing phase of core protocol 1.

A
Strages: C;

B

Strages: V;
Calculates
Vi, Civ1, Vit
a =my,; (Ci)l
B =ec;(Vit1)
a,p R
ny, (e) = C;
Failure

Authentication failure Pass

de; (8) 2 Viga

Fig.2.1 The ith key sharing phase of core protocol 1.

The ith key sharing phase of core protocol 1 is as follows.
First, A calculates V;, Cit1, Vi1, @, and 3, and she/he sends

42 -



a and B to B. When B receives them, C; is retrieved from
nv, (a). Here, n is a retrieval function, e.g., ny(z) is the re-
trieved data of z by using y. If  equals m,(z), ny(z) equals
ny(my(2)) = z. Next, B authenticates A’s challenge data.
Here, one of authentication mechanisms is explained. B com-
pares the hashed data of the retrieved C; and the stores V;.
If they are the same, A is authenticated, and the next proce-
dure is executed. Viy1 = de,(B) is decrypted from 3. Here,
d is a decryption function, e.g., dy(z) is the decrypted data
of z by using y. If z equals e, (2), dy(z) equals dy (e, (z)) = =.
Then, the decrypted V;4: is stored for the next key sharing.

After A and B had shared C;, they calculate an encryp-
tion key K and securely communicate by using K, where
K is calculated from C; by using a one-way function and is
calculated by another way of V.

2.2 Core Protocol 2

Core protocol 2 has secure algorithms; a seed is securely
shared, and the past secret keys aren’t calculated from the
present secret key. In this protocol, A calculates a challenge
data C, which hasn’t be calculated by using only the next
secret data V.

Before the encryption communication, the registration
phase is executed. In this phase, communicators A and B are
share a secret key V). This V is calculated by A for the first
or the next key sharing. For example, V is calculated by us-
ing A’s secret such as a random number or password-hidden
data. The calculated V} is sent from A to B. Then, A stores
V1, Ci1, and/or S’s seed data, and B stores Vi. Usually, A
stores C) or a seed data to calculate C;.

For sharing encryption key, the ith key sharing phase is
executed. Before the ith key sharing phase, 4 stores C; or
a seed of C;, and B stores Vi. If A stores a seed of C;, C;
is calculated from a seed of C; and another data such as A’s
password.

When A and B share a seed of an encryption key, A sends
« and g to B, where

« my; (C")r

8 = ec;(Vit1).

Figure 2. 2 shows the ith key sharing phase of core protocol
2.

The ith key sharing phase of core protocol 2 is as follows.
First, A calculates V;, Cit1, Viq1, @, and B3, and she/he sends
o and B to B. When B receives them, C; is retrieved from
ny; (a). Next, Viy1 = d¢;(B) is decrypted from 8. Then, B
authenticates A’s challenge data. Here, one of authentication
mechanisms is explained. B compares the hashed data of the
retrieved C; and the retrieved V;41. If they are the same, A
is authenticated, and the next procedure is executed. Then,

the decrypted Vi4, is stored for the next key sharing.

A B
Strages: V; Strages: V;

Calculates
Cit1, Vg,
a = my,(C),
B = ec,(Viy1)

a’ﬂ

ny,(a) = C;

de,(8) = Vina

Fig.2.2 The ith key sharing phase of core protocol 2.

After A and B had shared Ci, they calculate an encryp-
tion key K and securely communicate by using K, where K
is calculated from C; by using a one-way function.

3. Security and Performance Considera-
tions

The EKE scheme is general because this scheme can use
several authentication schemes. However, the EKE scheme
is applied symmetric key cryptosystems, the past communi-
cation data can be seen if the shared key is stolen. Proposal
scheme is applied one-time password authentication mech-
anism and another one way mechanism of symmetric key
cryptosystems. Therefore, the past encryption key can't be
calculated by using the shared key, i.e., the past communi-
cation data is safety if the shared key is stolen.

The AKE scheme using the scheme with a digital signature
scheme can protect the past communication data. However,
the AKE scheme can’t use other authentication schemes.
Proposal has equivalent security to the AKE scheme and can
be applied various authentication schemes such as one-time
password authentication scheme, and other scheme based on
symmetric key cryptosystems or public key cryptosystems.
If proposal scheme doesn’t adopt authentication schemes us-
ing modulus operators, this scheme doesn’t need to calculate
by using modulus operators. Moreover, proposal scheme can
share the encryption key with only one way challenge against
over two way challenges of the AKE. Thus, proposal scheme
can protect past secrets and has general and useful charac-
teristics.
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4. An Application on an Authentication
Scheme

The SAS-2(8] is a simple and secure authentication
scheme. In this section, proposal scheme is applied to the
SAS-2. Key sharing protocol on the SAS-2 is as follows.

Before the encryption communication, the registration
phase is executed. In this phase, communicators A and B
This Vi is calculated by A as
Vi = h(P, N1), where P is A’s password, and N is a random
number. The calculated V) is sent from A to B. Then, A

stores IV, and B stores V.

are share a secret key V.

For sharing encryption key, the ith key sharing phase on
the SAS-2 is executed. Before the ith key sharing phase, A
stores V;, and B stores V;. Here N;4: is a random number,
which is used in the ¢th key sharing phase.

When A and B share a seed of an encryption key, A sends
o and g3 to B, where

(=4

B

my; (Ci'))
ec; ("i+l)Ri)1

where R is a random number for verification. Figure 4 shows
the ith key sharing phase on the SAS-2.

The ith key sharing phase on the SAS-2 is as follows.

First, A inputs A’s password, and calculates V; = h(P, N;).
Then, A calculates Nit1, Viy1, Ri, Ci = h(Visa, Ri), a, and
B, and she/he sends a and 8 to B. When B receives them,
C; is retrieved from nv, (o). Next, Vi1, and R; are decrypted
from B with the retrieved C;. To authenticate 4, B calcu-
lates h(Vi4+1, R:) by using the retrieved Vi+1 and R;. Then,
B compares the calculated data and the retrieved C;. If they
are the same, A is authenticated, and the next procedure is
executed.

For a mutual authentication, B calculates v = h(C;) and
sends it to A. When A receives v, A calculates h(C;). Then,
A compares the calculated data and the received 7. If they
are the same, B is authenticated. Then, the decrypted Vi41
is stored for the next key sharing.

After A and B had shared C;, they calculate an encryp-
tion key K and securely communicate by using K, where K
is calculated from C; by using a one-way function.

5. Conclusion

An authenticated key sharing scheme using one-time
password authentication mechanism is proposed in this
manuscript. This scheme can be applied various authenti-
cation schemes and can perform by only one way challenge.
Thus, this is scheme general and useful. We will apply this

scheme to other authentication schemes.
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A B
Strages: N; Strages: V;
Calculates
Niy1,Vig1, Ri, G,
a = my,(Cy),
B=eci(Vit1, Ri)
of _
ny; (a) - C.‘

dC.' (ﬂ) —+ Vi+lyRi

Authentication failure True
7 =h(C:)
Y
Fal
WCi) =7 5
True
Authentication failure

Fig.4 The ith key sharing phase on the SAS-2.
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