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Mobile stations support neither enough volume of storage and processing power nor enough capacity of
battery to do reliable, long-term communications. Hence, the communication channels with the mobile
stations are often disconnected. It is important to realize the fault-tolerant computation among the
mobile stations. It is difficult for multiple mobile stations to take synchronous checkpoints since the
communication links with the mobile stations may be disconnected even during taking the checkpoints.
In this paper, we discuss a hybrid checkpoint, where checkpoints are taken asynchronously by the mobile
stations and synchronously by the fixed stations.
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1 Introduction

According to the advances of communication
and computer technologies, kinds of mobile sta-
tions like personal data assistants (PDA) are
widely available. Each person can do the com-
putation by using the mobile system while mov-
ing. Based on.the mobile communications, new
computation paradigms like nomadic computing
[9] are proposed.

The information system is composed of fixed
stations and mobile stations. The mobile stations
move from one location to another in the network.
There is a mobile support station (MSS) in each
cell of the network. The mobile stations commu-
nicate with the MSS in the cell through the wire-
less channel. The MSSs and the fixed stations are
interconnected by the high-speed network. The
fixed stations do not move, i.e. located at the fixed
location in the network. The connections with the
mobile stations can be automatically maintained
by the mobile protocols [11, 12, 13] even if the
mobile stations are moving in the network. For
example, applications in the mobile stations ma-
nipulate data in the fixed SQL servers. The ap-
plications are computed by the cooperation of the
processes in the mobile and fixed stations. The
communication links with the mobile stations are
often disconnected since the mobile stations do
not have so much capacity of the battery that they
can communicate with other stations for a longer
time and the wireless links are not so reliable as
the cable links. The application processes have to
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be computed even if the connection is discon-
nected. In the disconnected operations, papers
[3, 7, 8] discuss how to cache the data in the fixed
station to the mobile one and how to keep the mu-
tual consistency of data between the fixed station
and the mobile one.

In order to realize the reliable distributed com-
putation, the processes have to take the check-
points where the local states in the processes are
stored in the stable storage. The fixed stations can
easily take the consistent checkpoints by using the
synchronous distributed checkpointing protocols
[6] since they have larger stable storages. On the
other hand, the mobile stations may not take the
checkpoints since they cannot have enough vol-
ume of stable storages or cannot access the stable
storage due to the lack of the battery capacity.
We assume that the MSS has enough volume of
the stable storage to store the states of the mo-
bile stations in the cell. The mobile stations take
the checkpoints where the local states are stored
in the MSS. The mobile station may fail to take
the checkpoint due to the lack of the battery ca-
pacity and the movement to the outside of the
cell. All the stations have to give up to take the
checkpoints if some mobile station fails to take
the checkpoint. In this paper, we propose a hy-
brid checkpointing where the mobile stations take
asynchronously checkpoints while the fixed sta-
tions synchronously take the checkpoints. By the
method, we can realize the fault-tolerant applica-
tions including the mobile stations.



In section 2, we present how difficult to take
the synchronous checkpoint in the mobile compu-
tation environment. In section 3, we discuss the
hybrid checkpoint and recovery method. In sec-
tion 4, we present the evaluation.

2 Checkpointing

Suppose that multiple processes pi,...,p, are
cooperated to do the distributed computation.
In order to realize the fault-tolerant computation
of p1,...,Pn, each p; takes a local checkpoint c;
where the local state of p; is stored in the stable
storage named a station log l;. If p; is faulty, p; is
rolled back to ¢; and then is restarted from ¢;. A
collection (cy, ..., ¢, ) of the local checkpoints is a
global checkpoint ¢, ie. ¢ = (c1,...,¢a). A mes-
sage m is an orphan if m is received by a process
but is not sent by any process. In Figure 1, p;
sends a message m after taking ¢; and p; receives
m before taking ¢;. m is an orphan at (c;,c;). ¢
is consistent if there is no orphan message in c [6].

There are two ways to take the global check-
point ¢ among piy,...,pn. One is a synchronous
protocol[6] similar to the two-phase commitment
(2PC) protocol [4]. Here, all the processes have to
be suspended during the execution of the check-
point protocol. The other is an asynchronous one,
where the processes take the checkpoints indepen-
dently of the other processes. However the domino
effect [1} may occur. The paper [1] discusses a
log-based method. Each p; records in the log the
messages sent and received by p; after taking c;.
After rolling back p; to ¢;, p; is recomputed from
a point consistent with the others by using the
messages stored in the log.

Figure 1: Orphan message

There are two kinds of stations, i.e. fized sta-
tion F1, ..., F; and mobile ones My, ..., M; in the
system. The fixed station is connected at the fixed
location of the network. The mobile station is
moving from one location to another. The net-
work is composed of cells where there is one mobile
support station (MSS). The mobile stations in a
cell communicate with the MSS by using the wire-
less channel. The MSS forwards messages sent by
the mobile station to the destinations and deliv-
ers the mobile stations messages destined to the
mobile stations. The mobile station has the same
address as long as in the same cell. The communi-

wireless cell
M ; : mobile station
F; :fixedstation

MSS : mobile sapport station

Figure 2: System model

cation with the mobile station are automatically
maintained by the cooperation of the MSSs even
if the mobile station moves to another cell. The
MSSs and the fixed stations are interconnected by
the high-speed network.

Each the mobile station M; does not have so
much capacity of battery that M; can communi-
cate with the MSS for a longer time. Hence, M; of-
ten disconnects the connection with other stations
in order to reduce the power consumption while
the applications are being computed in the mo-
bile stations. Furthermore, M; does not support
enough computation power and storage capacity
like disks. Hence, it is not easy for M; to take the
checkpoint by itself. In this paper, we discuss a
way that the mobile station stores the local state
into the log in the MSS at the checkpoint and mes-
sages sent and received by the mobile station after
the checkpoint are also logged in the MSS.

Suppose that there are n mobile stations
Mj, ..., M, in one cell of radius 100m where each
station moves in an arbitrary way at a walking
speed 1.3[m/sec]. The communication link be-
tween the mobile station and the MSS nay be dis-
connected. Here, we assume that each link be-
tween M; and the MSS is disconnected once two
hours to reduce the power consumption of the mo-
bile station. We also assume that it takes one
minute for each M, to take the checkpoint be-
cause M; sends all the data in the main memory,
i.e. 32M bytes, to the MSS by using wireless chan-
nel of 2.8k bps. The MSS stores the local state of
M; in the log. We assume hat M; fails to take
the checkpoint if M; gets out of the cell or the
communication link is disconnected. A probabil-
ity f that M; fails to take a checkpoint is com-
puted to be 0.01 from the assumption. In order
to take the synchronous checkpoint, every M; is
required to make a success to take a checkpoint. If
at least one station fails to take the checkpoint, ev-
ery other station has to give up to take the check-
point. The probability that My,..., M, fail to
take the synchronous checkpointsis 1 — (1 — f)™.
Thus, it is difficult for the mobile stations to take
the synchronous checkpoints.
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3 Hybrid Checkpoint and Restart
3.1 Hybrid checkpoint

The distributed computation is realized by the
cooperation of multiple processes in the mobile
stations and fixed ones. The stations can ex-
change messages by using the mobile communi-
cation protocol {12, 13]. That is, the station can
communicates with the others without being con-
scious of the locations of the stations. In this pa-
per, we assume that the state of every station is
changed only on receipt of messages. The station
is assumed not to communicate with the users.
Here, suppose that the mobile stations My,... M,
and the fixed stations F;...,F are cooperated.
Each mobile station M; is in a cell of the MSS S;.

As presented before, it is difficult to take the
synchronous checkpoints among the mobile sta-
tions. In this paper, we propose a hybrid check-
point, which has the following properties:

(1) the fixed stations take the synchronous check-
points, and

(2) the mobile stations take the asynchronous
checkpoints.

Each mobile station M; stores the local state in
the MSS S;. In addition, the messages sent and
received M; are logged in S;.

Each M; can takes ¢;. That is, the mobile sta-
tions take asynchronously the checkpoints, i.e. in-
dependently of the other stations. M; sends the
local state to S;. M; fails to take ¢; if M; goes
out of the cell or the battery of the station is
exhausted during taking c;. Hence, M; takes c;
where M; surely could take ¢;. For example, M;
does not move a checkpoint taking ¢;. M; may
take ¢; only if it has enough capacity of the bat-
tery to take c;.

M; sends and receives messages after taking c;.
M; sends messages to the MSS S; and then S;
forwards the messages to the destination stations.
M; receives messages sent by other stations from
S;. Hence, S; keeps in record the messages sent
and received by M; in the message log.

After rolled back to ¢;, M; does the same com-
putation as ones executed before the rollback by
using the state ¢; and messages stored in the logs.

3.2 Checkpointing protocol

In the hybrid checkpointing, the fixed sta-
tions Fj, ..., F; take the synchronous checkpoints
c¢Fy, ..., cF; while the mobile stations My, ..., M,
take the asynchronous checkpoints ¢y, ..., cy,, re-
spectively. Each M; communicates with the MSS
S; in the cell. For each M;, there exists an agent
process A; in S;. A; stores the messages sent and
received by M; in the message log ml; and takes
the checkpoint ¢; of M; in the stable storage I;
if M; requires A; to take c¢;. A; also takes the
checkpoint cA; if the other fixed stations take the
checkpoints in the synchronous way.

Suppose that M; is first in a cell of the MSS

—-3—

Si1. M; moves from S;; to S;2. Thus, M; moves
from S;; to S;j+1. M; is currently in S;., [Fig-
ure 3]. Here, S;., is named a current MSS of
M;. Each S;; has an agent 4;; of M;. Each
A;; has a message log ml;; where messages sent
and received by M; in the cell of M;; are stored.
The sequence of the logs A;q, ..., Aj;; shows the
sequence of messages which M; has sent and re-
ceived. Here, let {A;} denote the agent sequence
(Ai1, ..., Aie;). We assume that M; takes a check-
point ¢; where M; is in S;; and M; has not taken
any checkpoint in S;;(j # 1). Here, A;; is named
a checkpoint agent. Fy,...,F; and the agents
{A1},...,{An} of My,... M, take synchronously
checkpoints when each Fj takes cF} and A;; takes
cAjj
First, we discuss how each mobile station M;
takes a checkpoint c;.
[Checkpointing in mobile stations]
(1) M; sends a checkpoint request Creg to the
current agent process A;.; in Si,.
(2) On receipt of Creq from M;, A, allocates
the temporary log tl;. Then, A;., sends Cregq
to Ai1,.. ., Aic,—1 and the message log mi;,
to Aj1. On recept of Creq from A, Ajj
sends ml;; to the checkpoint agent A;. Ajj
removes ml;;. On recept of all the message
logs, Ai; stores the logs in the stable log Iy
and then sends back the reply Crep to A;;.
On recept of Crep from A;;, Aic, sends to M;.
(8) M; transfers the local state to A;,; on receipt
of Crep.
(4) On receipt of the state from M;, Ai., stores
the state with the location information of A;;
in the log ti; O

Figure 3: Mobile agents

There are two cases with respect to when M;
takes the local checkpoint ¢;. That is, M; takes
the temporary log tl; before A;., takes the check-
point cA; or after cA;. If tl; is taken before cA;,
Ajc, changes tl; to the permanent checkpoint ¢;.
Then, A;., starts to record messages sent and re-
ceived by M; in the message log ml;.,. Here, if the
checkpoint agent A;; is rolled back to the check-
point cA;;, M; is restored by the state stored in
A;y. Then, M;; does the computation and obtains
the state consistent with A;., by using the mes-
sage logs ml.y, ..., ml.,. If c; gets permanent, the



checkpoints preceding ¢; are removed.

On the other hand, if ¢/; is taken after cA;, A;,
does not change ti; to the permanent checkpoint
¢i. If tl; is changed to ¢;, M; cannot be rolled back
to the stable consistent with A4;,.

We discuss how to take synchronous check-
points among Fi, ..., Fi and {4}, ..., {4,}.
Each Fi and A;; take checkpoints c¢F} and c4,;,
respectively, by using the two-phase commitment
(2PC) protocol. Here, let {cA;} denote a set
{cdey, ..., cAi,} of the checkpoints. (cFy, ...,
cky, {cA1}, ..., {cAn}) is consistent. Suppose
that {4;} takes {cA;}. There are the following
cases.

(1) There is neither a checkpoint ¢; nor a tempo-
rary checkpoint tc; of M; in {A;}.

(2) There is ¢; but is not tc; in {4;}.

(3) There is tc; but is not ¢; in {4;}.

In (1), M; cannot be rolled back even if the fixed
station and agents are rolled back.

The checkpoints most recently taken by all the
stations are sure to satisfy the following proper-
ties:

(1) A checkpoint ¢; of every mobile station M; is
) taken in some MSS, i.e. A;; and
(2) c: is taken before the checkpoint of A;;.

If some station is faulty, M; is rolled back to the
checkpoint c;. Suppose that M; takes a checkpoint
¢; in Ay and is in Ag,.

(1) M; obtains the state stored at c; from A;;.
(2) M; obtains a sequence of messages sent
and received by M; from the message logs
mlia, ..., mlic, in Aq, ..., Aic;, respectively.
(3) M; restarts the computation from c;.

3.3 Rollback protocol

We discuss how to rollback in the fixed stations
and mobile stations if some station is faulty. The
fixed stations and the agents are rolled back to
the checkpoints most recently taken by the syn-
chronous checkpointing protocol.

The mobile stations also have to be rolled
back to the states consistent with Fi,..., Fy if
some stations are faulty. The mobile station M;
takes asynchronously the checkpoint c¢;. Hence,
even if the mobile stations are rolled back to the
checkpoints most recently taken, the checkpoints
among the mobile stations neither denote the con-
sistent states nor are consistent with the check-
points of the fixed stations. In our method, the
messages sent and received by M; are recorded
in the message logs ml;y,...mli; of the agents
A1, ..., Ajg i mly; is stored in the agent A;; in
the MSS S;;(j = 1,...,¢). ml;; includes mes-
sages sent and received by M; after M; takes c;.
M; is first restored by the local state stored at ¢;
in A;;. Then, M; changes the state of M; by us-
ing the messages received which are stored in the
message logs.

A,‘j inMSS Mi

my
m;
Figure 4: Message sequence

The agent A;; receives messages sent to M; in
the same order as M; and also forwards the desti-
nations messages received from M; in the same or-
der as M;. However, the sequence of the messages
received and sent in A;; may not be the same as
M;. For example, some station sends a message
m; to M; and M; sends mj to the station. M;
sends my before my while A;; receives m; before
my. The message sequence in A;; is different from
M;;. Hence, A;; has to reorder the messages sent
and received. Here, suppose that A;; sends m; to
M; and receives my from M;. Suppose that A;;
sends ma to M; before receiving my from M;. If
m, causally precedes m3 (5], the sequence of m;
and my is correct. However, if m; and m; are not
causally ordered, A; cannot decide in which order
M; sends m3 and receives m;. In this paper, we
make the following assumptions.

[Assumption] Each mobile station M; does not
change the state on sending messages. O

That is, M; changes the state only on receipt of
messages. Here, if M; receives the same messages
in the same order, M; obtains the same state as
before the rollback.

Figure 5 shows two fixed station F; and Fs,
and a mobile stations M; and M; supported by
the MSS S. In Figure 5, the black triangles show
the synchronous checkpoints taken by Fy, F3, and
S, and the black circles indicate the asynchronous
checkpoints ¢; and ¢ taken by the mobile stations
M; and M,, respectively. M; and M, take c;
and ¢, independently of the others stations. After
taking ¢, M; sends a message m; to F1 and my
to Fy. M, receive m, from F after e;. F) initiates
the checkpoint procedure. F) sends a checkpoint
request Cp to F> and S. On receipt of Cp, F; and
S take the temporary checkpoints and then send
Ack back to F;. On receipt of Ack from Fy and
S, Fy sends Commit to Fy and S. Here, Fy, Fy,
and the S change the temporary checkpoint to the
permanent ons.

Figure 6 shows fixed stations Fy, Fy, MSS S,
and mobile station M;. Suppose that F is faulty.
F; is rolled back to the checkpoint.  Fy sends the
rollback request Ry to F» and S. F3 and S are
rolled back to the checkpoints. S sends the roll-
back request R, with the state and the message
log to M;. Mj is restored by the state and does
the computation again by using the message log.
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Figure 5: Checkpoint operation

The mobile station: M; has to find the check-
pointed agent A;; which has the checkpoint ¢; and
the agent A;; which has the message log ml;; in
order for M; to be rolled back. Each A;; has a
record on the preceding agent A; j-1 and the suc-
ceeding agent c, -1-

4 Evaluation

We evaluate the hybrid checkpomts in terms
of the total processing time of all the stations by
comparing the following two ways for taking the
checkpoints:

(1) Synchronous checkpoint : Every mobile sta-
tion synchronously takes the checkpoint.

(2) Asynchronous checkpoint : Every mobile sta-
tion asynchronously takes the checkpoint.

Here, it takes L seconds for each mobile station
to take a checkpoint. We assume that no propa-
gation delay between the stations. Suppose that
L = 300 sec. Suppose that there are only n mobile
stations My,..., M,.

In the synchronous checkpointing, the check-
point is taken only if all the stations succeed to
take the local checkpoint. If some mobile station
fails, all the others have to throw away the effort
to take the checkpoint and the stations restart the
checkpoint procedure again. Let f be a probabil-
ity that each mobile station fails to take the check-
point, which is computed to be 0.01 in section 3.
Each M; takes 300 sec. to take the checkpoint by
sending the state of M; to the MSS. The probabil-
ity that at least one mobile station fails during the
checkpoint procedure is given 1 — (1 — f)*. The
expected total time ETs to take the checkpoint is
nL{1— f)*(2+3(1— (1 - ) +4(1— (1- D)2+
~)/2=nL2 - f)/[2(1 - f)].

cp
S
X

rollback

time

Figure 6: Rollback operation

In the asynchronous checkpoint, each M; asyn-
chronously takes the checkpoint. If some M; fails
to take the checkpoint, M; restarts the checkpoint
procedure. Even if M; fails, the other stations
do not restart the checkpoint procedure. The ex-
pected time for each mobile station to take the
checkpoint is L(2+ f + f2)/[2(1 — f)]. Hence, the
expected total time ETy is nL(2+ f + £2)/[2(1 -
-

Figure 7 shows ET4 and ETs. ET, is O(n)
while ETs is O(n?). Figure 8 shows the ratio
ET,/ETs for a number n of the mobile stations.
Figure 9 indicates ETs/ET,4 for the probability f
given n = 1000. These figures show that the hy-
brid checkpointing implies less overload than the
synchronous one.
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Figure 7: Expected total processing time
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5 Concluding Remarks

We have discussed how to take the check-
points and roll back the mobile stations and the
fixed ones. We have newly proposed the hybrid
checkpointing where the mobile stations asyn-
chronously take the checkpoints and the fixed ones
synchronously take the checkpoints. We have also
shown that the hybrid checkpoint protocol dis-
cussed in this paper implies the less total process-
ing time than synchronous one.
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