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Visualization of File Transmission Route for Digital Forensics

Seiji Shibaguchi! , Taro Inabal , Nobutaka Kawaguchi! , Shinya Tahara! |
Hidekazu Shiozawa® and Kenichi Okadal

In recent years, information technology has been developed and we have come to use electoric
files very often. Along with this development, information leakage due to human errors has been
increasing. In this paper, we propose a visualization system that identifies where confidential files
are in an enterprise network. Our system shows not only hosts that have confidential files, but also
transmission routes of the files in the network. The proposed system monitors system calls executed on
each internal host by hooking WindowsAPIs, such as CreateFile and send to detect the transmission
of files to the network and removable disks. We can use the system as a digital forensic tool, which
indentifies the criminal that leaked important information, or to prove the innocence of hosts that
didn’t concern confidential files.
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